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Abstract
The rise of the Internet of Things (10T) is a major source of business transformation and is seen

as the third disruptive phase of internet revolution after the Worldwide Wide Web and the
mobile internet. The 10T reflects a world in which many of the objects that surround us will be
connected to the network and to each other. As more everyday products become “smart”,
opportunities for data gathering accelerate and firms are increasingly able to personalize
offerings to individual customer needs. Consumers benefit from this increased personalization,
but at the same time it gives rise to privacy concerns. The tension between receiving
personalization benefits and protecting private data is reflected in the personalization-privacy
paradox. Consumers differ in their decisions concerning this trade-off and therefore in their
willingness to disclose personal information via 10T applications. This paper investigates if
Regulatory Focus Theory can explain these differences. Consumers’ regulatory focus can affect
decisions in two ways: (1) by directly influencing the value they place on personalization and
privacy and (2) by influencing the way they make trade-offs. A conjoint analysis is performed
and the results partially support the influence of regulatory focus on the trade-off. Another
finding is that, on average, the most important attribute of an 10T appliance is the amount of
money it potentially saves. Consumers are willing to give up some privacy in order to receive
this benefit. In addition, it is found that people can be clustered into three groups based on their
personalization-privacy decisions: privacy fundamentalists, privacy unconcerned and privacy

pragmatists.



1. Introduction

1.1 The Rise of the Internet of Things
In recent years, information technology has fundamentally changed our daily lives and thereby

the way we do business. Developments in data generation, data storage and data analytics,
combined with increased use of social media, mobile devices and wireless connections have
provided marketers with more and more possibilities to gather data and gain insights into what
customers need and when they need it. This creates opportunities to personalize products and

services to a greater extent than ever before.

In the next years possibilities to personalize offerings will further accelerate, as businesses find
more ways to generate and leverage customer data. Experts predict one of the largest trends in
this respect to be the rise of the Internet of Things (loT hereafter) (Jongen, 2015). The loT
reflects a world in which many of the objects that surround us will be connected to the network
and to each other in one form or another. Radio Frequency Identification (RFID) and sensor
network technologies will enable information and communication systems to be invisibly
embedded in our environment (Gubbi et al., 2013). In 2014 approximately 3.9 billion connected
“things” were in use and Gartner (2014) predicts that this number will reach 25 billion by 2020.
They state that “The IoT has become a powerful force for business transformation and its

disruptive impact will be felt across all industries and all areas of society”.

The 10T is an extremely important topic on virtually every firm’s agenda nowadays, as appears
from the attention it gets on conferences such as the latest Consumer Electronics Show (CES)
in Las Vegas. Applications of the IoT arise in many areas of business, such as wearables in the
health and fitness industry, smart home appliances, connected cars and entire sensor cities like
SmartSantander (smartsantander.eu). More concrete examples are the programmable
thermostat of Nest, which learns the consumer’s preferred temperature, turns itself down when

there is no one at home and can be controlled from anywhere via WiFi. From a service



perspective, Disney allows its visitors to pay merchandise and food, open hotel doors and
connect photos to a personal account with its wearable called the MagicBand. Oral-B
introduced the smart toothbrush that connects via BlueTooth to the user’s mobile phone and
displays data on their brushing behaviour on a mobile app. HAPIfork tracks the way consumers
eat their food. Nike collects fitness data with sensors installed in the Nike+ running shoes and
with its FuelBand. All of these are examples of everyday ordinary “things” that become
connected to the internet and thereby create additional value for the consumer. Clearly, when
firms have access to an increased number of sensors, this enables them to gather more data and
to serve customers better. Customers benefit from this type of personalization since offerings

can increasingly be tailored to their specific needs.

However, there might also be a dark side to the Internet of Things, because the above benefits
could come at the costs of consumers’ data privacy. Some consumers fear that 10T appliances
become the eyes and ears of remote service providers, when they passively gather large amounts
of data on sensitive topics such as consumers’ habits (Fano & Gershman, 2002; Sicari et al.,
2014). The tracking of “offline” behaviour, in addition to the traditional online tracking, blurs
the line between the internet and the physical world and leaves consumers worrying about the
safety of their data. What results is a phenomenon called the “Personalization-Privacy Paradox”
(Awad & Krishnan, 2006; Sheng et al., 2008; Xu et. al, 2011; Sutanto et. al, 2013). Consumers
increasingly expect personalized offerings, but firms are unable to satisfy this need unless they
leverage the wealth of customer data available today, which in turn leads to privacy issues. This
debate seems to be inherent to developments in information technology and it puts both firms
and consumers in a difficult position since they face a trade-off between increasing

personalization benefits and protecting private data.



1.2 Problem Statement
The aim of this paper is to provide more insight into how customers trade off personalization

and privacy when making decisions concerning loT applications. In order to understand
interpersonal differences with respect to this trade-off, regulatory focus theory is used. This
theory makes a distinction between a promotion focussed- and a prevention focussed goal
approach. Can differences in decision making be explained by differences in peoples’

regulatory focus? The problem statement therefore is:

What is the effect of a customer’s regulatory focus on their personalization-privacy trade-

off with respect to disclosing personal information via 10T applications?

Following the literature on regulatory focus, this question is divided into two sub-questions:
e Does a consumer’s regulatory focus lead to a natural preference for either
personalization benefits or privacy protection?
e Does a consumer’s regulatory focus influence the way personalization benefits and

privacy protection are traded off?

1.3 Research Motivation
From an academic standpoint, more research on the 10T seems to be necessary, since it has

some important points of difference with previous technological developments. First,
traditional privacy mechanisms may no longer be fully applicable, since the 10T brings many
heterogeneous technologies, platforms and channels together. Second, much of previous
literature focuses on tracking online behaviour, while 10T technology goes one step further and
enables firms to also track “offline” behaviour on a daily basis. Third, because of this next level
data gathering firms can combine multiple data sources to personalize services to an extent that
was simply not possible before, leading the privacy-personalization paradox to evolve. In
addition there is limited research to date examining technology-related decision-making from

a psychological perspective. Models such as the Technology Acceptance Model are helpful in



describing the decision process consumers face when deciding on a new technology, but they

potentially overlook the role of a personal characteristics in decision making.

From a business perspective, increased insight into the personalization-privacy trade-off faced
by consumers can potentially aid firms in their decisions concerning loT applications. For
instance, this thesis investigates which attributes of a product consumers deem most important
in decision-making. In addition, increased insights into how privacy and personalization
attitudes differ between groups of consumers can help organizations address each consumers in

a fashion appropriate to his or her needs.

1.4 Outline
This paper continues with a literature review, in which the main concepts of this paper are

defined and the findings from past literature are discussed. From this the hypotheses of the
current study are developed. Second, these hypotheses are put into a research framework. Third,
the research design is described in detail. Fourth, the results are presented and interpreted in the
discussion. Finally, the paper is concluded with an overview of the theoretical- and managerial
contributions and a discussion of the limitations.

2. Literature Review

This section defines the most important topics of this paper: the 10T, personalization, privacy,
the personalization-privacy paradox and regulatory focus. In addition past literature on these

topics is reviewed which form the basis for the hypotheses in the next section.

2.1 The Internet of Things
The term 10T was introduced by Kevin Ashton in 1999. Back then, it was mainly used in the

context of supply chain management (Gubbi et al., 2013) and referred to a broad class of
identification technologies used in the industry, such as sensors, RFID and bar codes (CERP-
loT, 2010). Nowadays these technologies have advanced significantly and are applied in

numerous industries ranging from healthcare and transportation to fast moving consumer goods



and services and finance, however the main goal of making a computer sense information

without the intervention of humans remains unchanged (Gubbi et al., 2013).

This paper uses the definition of the Cluster of European Research Projects on the Internet of
Things (CERP-10T): “In the loT, “things” are active participants in business, information and
social processes where they are enabled to interact and communicate among themselves and
with the environment by exchanging data and information “sensed” about the environment,
while reacting autonomously to the “real/physical world” events and influencing it by running
processes that trigger actions and create services with or without direct human intervention”
(2010, p.43). However, this definition still captures a broad range of solutions and technologies.
This paper focuses exclusively on the “consumer’s IoT”, in which products or “things” that
customer use on a daily basis become “smart”. In that way enterprise- and government

applications of 10T are excluded.

The CERP-10T (2010) argues that the 1oT might be the third disruptive phase of the internet
revolution after the World Wide Web (1990°s) and the mobile internet (2000’s). Reason for this
is that the 10T connects objects of the real world around us with the virtual world, thereby
enabling “anytime, anyplace connectivity for anything and not only for anyone”. A term often
used interchangeably with 10T is ubiquitous computing, which reflects an environment in which
computing devices are embedded in everyday objects (Sheng et al. 2008). This type of
computing enables ubiquitous commerce (u-commerce), which overcomes the boundaries of
space and time present in electronic commerce, or e-commerce (the first disruptive phase) and
mobile commerce, or m-commerce the (second disruptive phase) (Sheng et al., 2008). Table 1

summarizes the difference between e-commerce, m-commerce and u-commerce.



Table 1: Summary of differences between the disruptive phases (adapted from Sheng et al., 2008)

E-commerce M-commerce U-commerce
(1% disruptive phase) | (2" disruptive phase) | (3" disruptive phase)
Characteristics | World wide web Mobile Ubiquity: reachability,
Conceptual Email Wireless accessibility, portability
level Unique identification
Network Limited number of Growing number of Multiple networks
networks networks with Ability to access data and
heterogeneous applications across
networking standards | networks
Technological Device Personal computers Mobile devices such as | Combination of various
cell phones or PDAs devices, including “non-
level .. N .
traditional” devices such as
everyday objects
Data Limited data storage | Limited integration Integrated and
and synchronized data
synchronization

From this table it becomes clear that the u-commerce (and therefore, the 10T) extends firms’
capabilities to serve their customers beyond what was traditionally possible with e-commerce
and m-commerce by leveraging integrated networks, a broad range of connected devices and

synchronized data.

So far, some researchers have emphasized the importance of privacy in the context of IoT. Yan
et al. (2014) found that trust management plays a vital role in the acceptance of the 10T as it
helps consumers overcome perceptions of risk and uncertainty. Sicari et al. (2014) argue that
traditional privacy management is limited and therefore represents one of the main challenges
related to the 10T. They identified open issues, such as the lack of technology- and security
standards. Also Gartner argues that privacy concerns are slowing down IoT adoption and that

it represents one of the top concerns among enterprises (2015).

In summary, a bright future is predicted for the 10T, but the impact of trust issues and privacy

challenges should not be underestimated as they can seriously impede loT adoption.

2.2 Personalization
Goldsmith (2004) identifies personalization as one of the four major trends in marketing, next

to globalization, technology and integration. Chellappa and Sin (2005) point out that




personalization has become a competitive necessity for firms, as many other firms are
individualizing their offers in order to increase customer loyalty and gain critical customer
information. Increased competition and availability of technology enables firms to address
customers as individuals, rather than members of a segment (Goldsmith, 2004). This clearly
distinguishes personalization from segmentation. Personalization is seen as the
“individualization of the 4 P’s”, which is supported by new methods to uncover customer needs
(Goldsmith, 2004). 10T applications and the data they gather represent such a new method.
Another distinction can be made between personalization and customization. This paper
specifically focuses on personalization, which is driven by a system, in contrast to
customization, which is exclusively initiated by the consumer. Even though customization is
also present in the 10T, the main source of innovation of 10T applications is that they can
connect and communicate without human intervention. In summary, this thesis defines
personalization as the ability to provide content and services tailored to individuals using

knowledge about their preferences and behaviour (Hagen et al., 1999).

2.3 Privacy
With increasing adoption of 10T and further personalization of products and services, data

privacy becomes more and more important. However, since privacy is a broad concept, it is
vital to focus on a specific subset with a clear definition. First, this paper does not focus on
physical privacy, which is the access to an individual and/or an individual’s surrounding space.
Rather it concentrates on information privacy, defined as access to individually identifiable
personal information (Smith et al., 2011). Second, this paper does not see privacy as a general
right, but rather as a commodity which is subject to economic principles of cost-benefits
analysis (Smith et al., 2011). This definition is in line with the personalization-privacy paradox,

in which consumers weigh a loss in privacy against a gain in personalization benefits.



Smith et al. (2011) argue it is nearly that impossible to measure privacy in itself and the
relationship between privacy and other constructs often relies on an individual’s perception of
privacy. Therefore a better measure is privacy concern. In their article Smith et al. identify five
antecedents to privacy concerns, namely privacy experiences, privacy awareness, personality
differences, demographic differences and cross-cultural antecedents. The main focus of this
paper is to further investigate the role of personality differences. The remaining antecedents are

included as control variables.

In order to measure consumers’ concern about organizational information privacy practices
Smith et al. (1996) developed an instrument based on the four primary dimensions of
information privacy: (1) Collection, reflecting the concern that large amounts of personally
identifiable information are collected and stored, (2) Unauthorized secondary use, this is the
fear that information is collected for one purpose, but use for something else, (3) Improper
access, indicates the concern that information is available to people who are not authorized and
(4) Data errors, reflects the fear that protection against deliberate and accidental errors is not
adequate. Many researchers used these dimensions in past literature and they will also be used

to measure privacy concern in this paper (Hann et al., 2007).

2.3.1 Privacy Segmentation
Privacy segmentation is one of the early attempts of clustering consumers according to their

privacy attitudes. As described above, consumers face a privacy-personalization trade-off.
From a range of surveys on privacy attitudes conducted since 1980, it becomes clear that
consumers differ in their willingness to make this kind of trade-offs (Kobsa, 2007). These
surveys aim to cluster consumers in three categories: privacy fundamentalist, privacy
unconcerned and privacy pragmatists. The first group, the fundamentalists, consists of people
who have strong privacy concerns and are not willing to give up any more privacy. In a 2003

research among US consumers, 26% of adults fell into this category (Taylor, 2003). At the other
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extreme are the unconcerned, who do not have strong privacy concerns. In the research by
Taylor this group consists of only 10% of all adults. The last group, the pragmatist, falls in
between these two extremes and is the largest in size (64%). Even though consumers in this
group are also concerned about their privacy and aim to protect their information, they differ
from the fundamentalists in that they are willing to share their information if they feel they gain

some benefits from it.

2.3.2 Privacy Calculus
Related to the behaviour of the privacy pragmatist is the theory of privacy calculus. This theory

assumes that individuals’ behaviour is determined by a trade-off between costs and benefits,
and that they behave in ways that optimize this cost-benefit trade-off (Smith et al., 2011; Xu et
al., 2011). Costs in this case are represented by privacy risk, or the potential loss of control over
personal information. Privacy benefits can result from personalization, but also from direct
financial rewards and social adjustment benefits (Smith et al. 2011). In line with Chellappa and

Sin (2005) this thesis focuses on personalization benefits only.

2.4 Personalization-Privacy Paradox
In 2012 the personalization-privacy paradox was highlighted by the Federal Trade Commission

(2010) in a report on the protection of consumer privacy (Sutanto et al., 2013). It was defined
as “the tension between how the developers and marketers of IT applications exploit users’
information to offer them personalized services, and those users’ growing concerns about the
privacy of that information, which can restrain their use of such applications” (Sutanto et al.,
2013, p.1142). Chellappa and Sin (2005) also refer to this paradox by stating that
personalization is critically dependent on two factors: (1) vendors’ ability to acquire and process
consumer information, and (2) consumers’ willingness to share information and use

personalization services.

11



So far it seems there is a relationship between the three disruptive phases of internet revolution
(e-commerce, m-commerce and u-commerce) and the presence of the personalization-privacy
paradox. Several past researches looked into the personalization-privacy paradox in the context

of these disruptive phases.

The first disruptive phase, represented by the rise of e-commerce and the increase in
personalization through the web, lead researchers to focus on the effect of personalized online
advertising and communication. Awad and Krishnan (2006) propose that although it is
sometimes argued that consumers do not make cost-benefits calculations for each decision,
there still is some underlying trade-off apparent in their behaviour. They support this by
showing that consumer’s previous privacy invasions are more apparent in decision for services
with less apparent benefits (personalized advertising) compared to more apparent benefits
(personalized services). This indicates that consumers indeed weigh the perceived benefits and
concerns in their decision. Also Treiblmaier and Pollach (2007) find that users’ perceived risk
of personal data disclosure determines the perception of personalized marketing
communications. Chellappa and Sin (2005) question whether consumers will use online
personalization in the light of privacy concerns. They find that value for online personalization
increases intention to use online personalized services, while privacy concern decreases this
intention. In deciding to use online personalization, a consumer’s value for personalization is
almost twice as influential as the concern for privacy. In addition they find that value for

personalization and privacy concerns are independent constructs.

The second disruptive phase is characterized by the growth of mobile internet. Also in this
context, the personalization-privacy paradox was present according to research. Sutanto et al.
(2013) draw on Uses and Gratification Theory and Information Boundary Theory to investigate
the extent to which privacy impacts the benefits (process and use gratifications) derived from
personalization. They do this by testing a privacy-safe application for personalized mobile

12



advertisement in a field experiment and contrast the consumer behaviour to that of a non-
personalized advertising app and a personalized advertising app without privacy protection.
They find that personalization in general increases app usage (process gratification), but only
the privacy-safe app increased the number of saved advertisement (content gratification). Xu et
al. (2011) investigate the context of location aware marketing and also directly measure value
for personalization benefits and concern for privacy. They also find that personalization can
override privacy concerns, since the value for personalization is almost twice as large as the
concerns for privacy in determining the value of information disclosure. In addition, they find

that consumers place higher value on advertisements that are personalized to their interest.

From the above it follows that the personalization-privacy paradox should also play an
important role in the third disruptive face, the rise of the loT. So far a number of studies
investigated the personalization-privacy paradox explicitly in the light of 1oT. Sheng et al.
(2008) examine the personalization-privacy paradox in the context of ubiquitous computing
and find that privacy concern decreases the adoption of personalized u-computing services, but
not of non-personalized services. This indicates that personalization and privacy are closely
linked in the mind of the consumer. Smith et al. (2013) study the acceptance of RFID, one of
the technologies that enable the identification of objects in the IoT. They do not explicitly
mention the personalization-privacy trade-off, but in their studies they find that perceived
usefulness is traded off against privacy concern, and that the former is relatively stronger in

influencing usage intentions.

Clearly the paradox underlies decision-making in all three disruptive phases of internet
revolution. It seems that consumers constantly experience a tension between their value for
personalization on the one hand and their concern for privacy on the other hand. However as

the literature on privacy segmentation already pointed out, consumers differ in the way they
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value the two components of the personalization-privacy trade-off. This can potentially be

explained by Regulatory Focus Theory, which is discussed next.

2.5 Regulatory Focus
Regulatory Focus Theory (RFT) is introduced by Higgins et al. in 1994 (Higgins & Crowe,

1997). RFT aims to explain behaviour by going beyond the hedonic principle of pleasure and
pain, which states that people tend to avoid pain and approach pleasure (Higgins, 1997). It was
felt that this principle was rather a description of the event and not explaining the underlying
(psychological) processes of decisions and behaviour. Simply stated, the hedonic principle
assumes that pain and non-pleasure are equivalent, just like pleasure and non-pain. In contrast,
Higgins (1997) states that this hedonic principle should operate differently under two different
goals: the basic human goal to receive nurturance versus the goal to receive security. He states
that these goals differ in regulatory focus, and therefore the approach-avoidance strategies for
each goal differ. The underlying focus of a nurturance goal is a promotion focus, while a
prevention focus underlies the security goal. Higgins describes the difference using an example
about socialization of a child by its caretakers: in promotion focussed interactions, the child
learns to receive pleasurable outcomes when it behaves well and the pleasurable outcome is
absent when it does not behave well. In contrast, with prevention focussed interactions, the
child experiences the absence of pain when it behaves well and the presence of pain when it
does not. In other words, the hedonic principle of pleasure can be experienced by actual pleasure
(promotion focus) or by the absence of pain (prevention focus). And in the same way the
principle of pain can be experienced by actual pain (prevention focus) or the absence of pleasure

(promotion focus).

Even though both regulatory foci (prevention and promotion) can be present in a person,
individuals are assumed to have one focus naturally more accessible than the other, for instance

as a result of different socialization experiences (Pham & Avnet, 2004). In addition to this stable

14



individual difference, regulatory focus can also be induced by a specific situation (Kees et al.,
2010; Chernev, 2004; Higgins, 1997). This is called the situational regulatory focus and it is a

malleable attribute that can be manipulated or primed (Kees et al., 2010).

Higgins (1997) describes how nurturance needs, strong ideals and a focus on gain/non-gain
situations lead to a stronger promotion focus. This in turn leads a person to be more sensitive
to the presence or absence of positive outcomes. A promotion focussed person tries to ensure
“hits” and ensure against errors Of omission and uses approach-strategies. In contrast, a need
for security, strong oughts and focus on non-loss/loss situations lead to a stronger prevention
focus. This focus subsequently leads a person to be sensitive to the absence or presence of
negative outcomes. In addition, a person with a prevention focus aims to ensure correct
rejections and ensure against errors of commission. They generally use avoidance as strategic

mean. See table 2 for a summary.

Table 2: Regulatory Focus Theory

Promotion focus

Prevention focus

Positive outcome Pleasure Non-pain
“hit” “correct rejection”
Non-pleasure Pain

Negative outcome

“error of omission”

“error of commission”

Regulatory focus can influence the value of a decision in different ways (Higgins, 2002). This
paper focuses on two types of value: the outcome value and value from fit. First, outcome value
is described by Higgins (2002) as the value that is produced when the consequences of a
decision are relevant to the regulatory focus of the decision maker. Second, value from fit is
described by Higgins (2002) as value that is produced when “the goal pursuit means, meet the
regulatory focus of the decision maker” (p. 178). This type of value relates to the way a decision

is made and the amount of risk a person likes to take.

Past literature found that there is a relationship between RFT and privacy. For instance, Jin

(2012) focusses on information disclosure in e-health environments. She finds that a chronic
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prevention focus leads to greater self-concealment, indicating that these consumers are less
willing to share private information. This indicates that RFT can potentially be linked to the
personalization-privacy trade-off, as people with a prevention focus are also less willing to risk

losing privacy in return for personalization benefits.

RFT is also linked to technology-related decision making. Building on previous research, Jia et
al. (2012) link RFT to the desirability and feasibility of self-service technologies (SSTs), such
as an ATM or a self-scanner device in the supermarket. They find that a promotion focus leads
consumers to perceive both higher feasibility and desirability of a SST, which in turn leads to
higher trial intention. A prevention focus on the other hand, inhibits consumers from seeing the
feasibility of a SST, with lower trial as a result. In addition, they find that promotion focus
decreases technological anxiety, while a prevention focus increases it. It is therefore possible
that RFT has a similar effect on adoption of 10T applications, by biasing the way consumers
perceive the desirability and feasibility. Westjohn et al. (2009) also focus on the role of RFT in
a subset of their study on SST and find that in the US sample promotion focus increases
technology readiness and indirectly increases technology use.

3. Hypotheses Development

From the literature review it follows that the personalization-privacy trade-off, lIoT and RFT
are strongly interrelated. Literature on RFT presents two main mechanisms through which
regulatory focus creates value and thereby influences decisions: (1) through outcome value and
(2) through value from fit. This paper aims to find out if regulatory focus influences the
personalization-privacy paradox for 10T decision-making. This section therefore draws on past

research on both mechanisms to develop hypothesis that answer this question.

First, in research on outcome value from RFT Chernev (2004) proposes that the evaluation of
a product is moderated by regulatory focus, as individuals are more sensitive to outcomes

consistent with their regulatory focus. In his studies he finds that individuals primed with
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prevention focus, have a higher value for utilitarian and reliability-related attributes. Extending
these findings to the personalization-privacy trade-off, it could be stated that a prevention focus
leads individuals to have a higher value for privacy protection, as this is a utilitarian attribute
and it is related to the reliability and security of a product. For promotion-primed participants,
it is found that they place more value on hedonic and performance-related attributes. For this
paper this might indicate that consumers with a promotion focus have a higher value for
personalization, as this is a more hedonic attribute related to how a product performs during
use. Following hypotheses used by Xu et al. (2011) and Chellappa and Sin (2005), this paper
measures the value for personalization and concern for privacy as two separate variables.

Therefore the following hypotheses are formulated:

H1la. People with a promotion focus have a higher value for personalization than people

with a prevention focus.

H1b. People with a prevention focus have a higher concern for privacy than people with

a prevention focus.

Next to the expectation that regulatory focus influences the value people have for
personalization and privacy, RFT predicts that a person’s regulatory focus also influences the
way these concepts are traded-off, as it is related to the amount of risk a person likes to take.
The personalization-privacy trade-off exists because people often value both concepts to a
certain extent, but in reality they are often forced to choose one over the other. In order to study
how regulatory focus influences the trading off of these two concepts, a second hypothesis is

developed by using past literature on value from fit.

Related to value from fit, Friedman and Forster (2001) and Higgins and Crowe (1997) find
that participants primed with promotion focus use a more risky processing style than

participants in prevention focus, who have a more conservative processing style. Both
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researches find support for this proposition by comparing the risks participants take in a
memory task. In the light of privacy risk, if promotion-primed consumers are also taking more
risk in trading off personalization and privacy, this might mean that they choose more
personalization, thereby accepting the risk of losing privacy. That risk is also inherent in
personalization-privacy trade-off, is also is shown by Norberg et al. (2007) when they
investigate the impact of risk perception on intention to disclose personal information and actual
disclosure. They find that risk perception has a negative impact on intention to disclose

information.

Liberman et al. (1999) propose that, since promotion focus leads to relatively more risk taking,
individuals in promotion focus prefer change, whereas those in prevention focus prefer stability.
In their studies they prove this is the case for both situational and chronic regulatory focus.
Openness to change could indicate that consumers with a promotion focus are more open to
new technologies with inherent risks, such as loT technology, and that consumers in prevention

focus prefer to stick with the products they currently know or possess.

In line with the literature on risk and stability, Herzenstein et al. (2007) propose that a promotion
focus leads consumers to be more open to really new products, which are defined as
“innovations that defy straightforward classification in terms of existing product categories and
create a new category rather than reallocate shares within existing categories”. IoT applications
could be seen as really new products, as they make up a new category of products which blur
the boundaries between traditional computers and non-computerized consumer items.
Herzenstein et al. argue that really new products are often perceived as having more risks, but
also the potential to satisfy unmet needs (2010). In their studies they indeed find that
participants with a chronic promotion focus own relatively more new products and state
relatively higher purchase intentions for new products, when the risks are not made salient. For

the adoption of 10T applications, this could mean that consumers in promotion focus are more
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open to the new technology and thus are more willing to share personal information in exchange
for greater personalization than consumers in prevention focus. Following this line of reasoning,

the personalization-privacy trade-off can be represented as in table 3.

Table 3: Regulatory Focus Theory in loT-related decision-making
Promotion focus Prevention focus
. Personalization benefits No loss of privacy
Positive outcome w7 o0 . “ i
Pleasure or “hit Non-pain or “correct rejection
. No personalization benefits Loss of privacy
Negative outcome e P . « facinn®
Non-pleasure or “error of omission” | Pain or “error of commission

On the one hand, promotion focussed people use approach strategies and therefore view the
loT-related decisions as having two possible outcomes: in the positive scenario they receiving
personalization benefits (a pleasure), while in the negative case they miss out on these benefits
(a non-pleasure). They aim to ensure “hits” or pleasures, so enjoy taking more risk by being
open to new technologies and are more willing to share personal information in exchange for
greater personalization. People with a prevention focus, on the other hand, use avoidance
strategies and view the decision in a different way: in the positive scenario they end up
protecting their privacy (a non-pain), while in the negative case they lose their privacy (a pain).
They aim to ensure correct rejections and therefore use a conservative processing style by
staying away from new technologies. Clearly if regulatory focus influences decisions through
the value from fit mechanism, it are not so much the concepts of privacy and personalization
that have an impact, but rather the negative and positive outcomes they represent. The
hypotheses focuses therefore not on the absolute value for each component of the trade-off (as

H1), but on the relative impact of each component in the decision.

H2a. For people with a promotion focus, personalization benefits are relatively more

important in decision-making than they are for people with a prevention focus.

H2b. For people with a prevention focus, privacy protections are relatively more

important in decision-making than they are for people with a promotion focus.
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The difference between H1 and H2 is that, for instance for prevention focussed people, H1
predicts that they have a natural preferences for the concept of privacy as it is in line with the
idea of safety and security they naturally prefer. Hypothesis 2 then predicts that, besides the
fact that they already value privacy more, a prevention-focussed person also take less risk in
making a trade-off, as this is in line with the avoidance strategy. In this way the hypotheses
represent two different ways in which regulatory focus potentially influences 10T decisions.
4. Research Framework

The theory and hypotheses of the previous section can be summarized into the research
framework shown in figure 1 below. Following Xu et al. (2011), the core of the model is
represented by the variables concern for privacy and value for personalization. H1 states that

regulatory focus directly influences these variables through the mechanism of outcome value.

H2 states that regulatory focus also influences the way people make trade-offs, so a direct effect
of regulatory focus on the personalization-privacy trade-off is drawn. In case both hypotheses
are supported, a mediation analysis can provide insights into how strong each mechanism is.
However, because this is not a formal hypothesis, the relationship between value for

personalization and privacy on the one hand and the trade-off on the other hand is represented

by a dotted line.

Figure 1: The research model

H2
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privacy
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Personalization-privacy
Improper acces P ¥
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- Errors ", Relative importance of
/| L_personalization benefits |
Value for . Relative importance of
personalization | privacy protection |

Save money
Save time

Useful info

~
a

20



4.1 Focus on Smart Home
The consumer loT is made up of a very large set of products, or “things”, ranging from

wearables to connected cars and from smart refrigerators to self-thinking thermostats. This
broad range of products can lead to many different types of privacy concerns and
personalization, which makes it difficult to develop valid scales that cover all aspects. It is
therefore decided to focus on a smaller subset of appliances, namely the smart home. The smart
home is a house or other dwelling with automated or remotely controlled components

(techterms.com, 2015).

Smart home is chosen over other consumer 10T categories because of several reasons. First,
according to research by iModerate (2014) consumers perceive the arrival of smart homes to be
closer at hand than that of connected cars or wearables and, in addition they are more
comfortable with and exited for the smart home. Second, technology companies already
produce smart home tools, such as Nest’s smart thermostat, Philips’ Hue lightning system and
the SmartThings app. As a result, it might be easier for survey participants to imagine buying
smart home applications and the findings of this study will be of interest to managers in the
field. Third, currently smart home makes up as much as 25% of the entire 10T market, which is
a relatively large part since this also includes government and enterprise applications (Business

Insider, 2014).

In addition, the personalization-privacy trade-off can be translated to the context of smart
homes. On the one hand privacy concerns are present, because consumers report this in the top
three concerns in relation to smart homes (Business Insider, 2014). iModerate research (2014)
finds that 64% of participants are worried about their data security in relation to smart home,
as they realize smart homes collect large amounts of very personal data about their family and
their habits. Another research by Acquity Group (2014) found that 23% of respondents did not

yet buy smart home applications because of privacy concerns.
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On the other hand, smart homes have the potential to provide consumers with tremendous
personalization benefits. iModerate (2014) categorises the benefits of smart home into four
categories: reduced costs, reduced security fears, time savings (convenience), and useful
information (reminders, overviews, promotional messages). In addition, research by Acquity
group (2014) on 10T reveals that consumers are willing to overcome potential barriers such as
privacy concern in return for benefits. Another recent research points to similar benefits of 10T,
emphasizing cost savings and efficiency (Business Insider, 2014). Taking together the above,
it can be stated that there are three benefit dimensions that result directly from personalization
as it is defined in section 2.1.2: money savings (e.g. through more efficient use of energy, water
and gas), time savings (products perform actions that consumers would normally do themselves
or enable them to do it in a shorter time span) and useful information (tips, updates,

suggestions, overviews etc.).

5. Research Design

5.1 Method and Sample Choice
In order to test the hypotheses proposed in the previous section, an online questionnaire is

distributed. As the goal of this thesis is to research the personalization- and privacy attitudes of
consumers who might buy loT appliances (smart home appliances in specific), the population
of interest is older than 18 and lives in either the United States or Europe, as these are currently
large markets for 10T. In addition European and US participant do not significantly differ in
chronic regulatory focus, while Asian participants would have naturally been more prevention
focussed (Uskul et al., 2009). An overview of the questionnaire can be found in appendix 1.
Participants are randomly assigned to either the promotion or the prevention manipulation.
Subsequently, conjoint analysis is used in order to replicate the personalization-privacy trade-

off as close as possible in the questionnaire.
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In order to reach respondents in the US, Amazon’s Mechanical Turk (www.mturk.com) is used.
This is a market place for human intelligence tasks, where workers and work requesters are
brought together. Workers perform tasks for requesters in return for a small compensation.
Studies prove that MTurk samples are equally reliable as traditional methods, such as student
samples (Buhrmester et al., 2011; Goodman et al., 2013; Paolacci et al., 2010). They may differ
on some variables such as money attitude and pay on average less attention, it is therefore
important to check this before starting the analysis (Goodman et al., 2013). Two extra questions
are added in order to ensure that participants who do not pay attention to the content of the
questionnaire are automatically excluded. The survey is set up using Qualtrics

(www.qualtrics.com) and next to Mturk, spread in via social media and email.

5.2 Situational Regulatory Focus
It is decided to focus on primed (situational), rather than chronic regulatory focus, as this is

actionable from a business perspective. A company can undertake actions to influence the
decision making process at a specific point in time, but they cannot change the chronic

regulatory focus of their customers.

Participants are randomly assigned to either a promotion or a prevention prime at the start of
the questionnaire. Following Chernev (2004), two traditional methods for priming regulatory
focus are combined. Participants primed with promotion focus, are first asked to report on what
they would ideally like to do, or in other word what their hopes or aspirations are. Next they
have to solve a puzzle in which they should guide a mouse through a maze in order to reach a
piece of cheese (i.e. moving towards a desired end-state, or gain). Participants primed with
prevention focus, on the other hand, are first asked to report on what they feel they ought to do,
or in other words their duties or obligations. Next they complete the same puzzle, but this time
the mouse has to be guided towards the safety of its mouse hole, as it is being chased by an owl

(i.e. away from an undesired end-state, or pain).
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5.3 Rational for Conjoint Analysis
Conjoint analysis is an ideal technique for investigating trade-offs consumers make and

therefore perfectly matches the aim of this paper. It is a multivariate technique which is often
used to research product preferences, as it assumes that a product offering is build up from
different attributes consisting of a specific number of levels (Peral et al., 2012). Participants are
required to rate a number of offerings comprising different combinations of the attribute levels
on a 7-point Likert scale (1=very unlikely to purchase, 7=very likely to purchase). From these

ratings the relative importance of each attribute is calculated in order to test H2.

5.4 In-Depth Interviews and the Conjoint Model
When conducting a conjoint analysis, it is critical to set up the model in a realistic and reliable

way, so that the results truly reflect consumers’ trade-off and are not biased by the researcher.
In order to achieve this, the literature review is supplemented with ten in-depth interviews
conducted in the Netherlands. Nest’s learning thermostat and Philips Hue lightning system are
two well-known smart home appliances and therefore used as a starting point for the interviews.
Three videos are shown to participants in which the appliances are presented and explained,
these can be found in appendix 2. Next an open discussion of the benefits and drawbacks of

such applications is started.

The findings of the interviews support that participants perceive a tension between
personalization and privacy. Digging deeper into both concepts reveals that saving money and
time and receiving useful information are indeed the most important benefits. The most
important privacy concerns can be classified into: access by unauthorized people, selling data
to third parties and to a lesser extend errors in the data, in line with the privacy dimensions
proposed by Smith et al. (1996). Interestingly, in accordance with the finding by Hann et al.
(2007) participants felt that nowadays collection of their data is unavoidable and a prerequisite

to the other dimensions. It is therefore decided not to include this dimension in the conjoint
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analysis. After finding the right attributes, several cards are created displaying Nest thermostat
attributes with varying levels. Participants discuss and rank the cards according to their
preference. It appears that only the money saving attribute should consist of more than two
levels. In conjoint modelling the levels should be slightly more extreme as observed in the
market place. Expected savings on the energy bill are around 20% to 30%, so it is decided that
the three levels of the money saving attribute are 0%, 20% and 40%. The other five attributes
(time saving, information, unauthorized access, secondary use and data errors) are naturally
seen as either present or not present in the offering. This set up closely matches the one used
by Hann et al. (2007). In addition, the interviews pointed out the importance of control variables
privacy awareness through media, past privacy experiences and personal innovativeness, which

will be further discussed in section 5.2.3.

The resulting conjoint model is described in table 4 below. In order to match the real-life
decision-making process as close as possible, the Nest learning thermostat is also used in the
final questionnaire. The questionnaire uses a full profile approach in which cards are presented
with a hypothetical Nest offering, described on all six attributes. If respondents would have
been asked to rate all possible combinations, there would be 96 (3*2*2*2*2*2) cards and the
task would be far too demanding. In order to decrease the number of cards, an orthogonal design
is applied using the SPSS Orthoplan procedure to retrieve 16 offerings that enable to measure
the main effect of each attribute (see appendix 3 for the design). This type of design is dependent
upon the assumption that there are no interactions between the attributes. In this case it is safe
to assume that the assumption is met, as no interactions were found during the literature review

and Hann et al. (2007) successfully use the same design with attributes that are basically similar.
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Table 4: The conjoint model

Benefits Privacy policy
Money savings Unanthorized secondary use
'! More efficient use of your energy could Possibility that your data is collected for one
@ decrease your energy bill by a specific purpose, but used for another, secondary
percentage. purpose. This could also mean vour data is
Possible levels in the exercise: disclosed to a third party. Possible levels in the
0% exercise:
20% »  Full protection
40% »  No full protection
Time savings Improper access

The automatic schedule and auto-away function Possibility that your data is readily available to
could enable you to save time. In the exercise people not properly authorized to view or work

this benefit is: with it. Possible levels in the exercise:
Present = Full protection
Not present »  No full protection

Useful information and tips Data errors

i Nest could provide you with information such Possibility that deliberate and accidental errors
[ﬁil as an overview of your energy consumption in personal data occur and remain uncorrected.
history, usage suggestions and how your energy Possible levels in the exercise:

usage compares against others. In the exercise = Full protection
this benefit is: = No full protection
Present
Not present

5.5 Scales
In order to test H1, a participant’s value for personalization benefits and his values for privacy

protection have to be collected. In addition, some demographics and control variables are used

in the questionnaire. This section describes the (construction of the) scales used.

5.5.1 Value for loT-enabled Personalization
As described above, the 10T enables firms to tailor their offering to the individual preferences

and behaviour of their customers and thereby creates three main benefits: reduced costs,
reduced time and useful information. To date, no scale is available to measure the value for
loT-enabled personalization. Therefore, a new scale is created by combining (subsets of)
existing scales for each dimension. For all scales in the analysis, scores on each item are
averaged to find sub-scale scores and in turn the average of these results in a total score. All

statements are rated on a 7-point Likert scale (1=strongly disagree, 7=strongly agree).

Value for Money Svings
For the first benefit group, money savings, a slightly adapted version of the “value

consciousness” scale by Lichtenstein et al. (1990) is used. In their paper they define value

consciousness as the “concern for paying low prices, subject to some quality constraint” (p. 56),
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which is also consistent with main definitions of value such as the one from Zeithaml (1988)

“the quality I get for the price I pay”.

Table 5: Scale “Value for money savings” (adapted from Lichtenstein et al., 1990)

1 I am very concerned about low costs, but | am equally concerned about the quality of a product or
service

9 When choosing a product or service, | compare the costs of different offerings to be sure I get the
best value for the money

3 When | have to pay for a service or product, | always try to maximize what | get for the money |
spend

4 | When I have to pay for a product or service, | like to be sure that I am getting my money’s worth.

5 I generally shop around for lower prices for products or services, but they still need to meet certain
quality requirements before | will buy them

6 | When I shop, I usually compare the prices of brands | normally buy.

7 I always check the prices of products or services | acquire, to be sure | get the best value for the
money | spend.

Valuefor Time Savings
For the second benefit dimension, a subset of the “perceived benefits of information disclosure”

scale from Xu et al. (2011) is used.

Table 6: Scale “Value for time savings” (adapted from Xu et al., 2011)
1 | I value products that reduce the time | spend configuring the product

2 | I value products with the convenience to instantly access the information I need

Value for Wseful Information
For the third benefit the measure of “personalization” of Xu et al. (2011) is slightly adapted.

Table 7: Scale “Value for useful information” (adapted from Xu et al., 2011)

1 | I value products that provide me with relevant information tailored to my activity context

5 I value products that provide me with relevant information tailored to my preferences or personal
interests

3 | I'value products that provide me with the kind of information | might like

5.5.2 Privacy
As described in section 2.1.2, Smith et al. (1996) introduced a measure for concern for

information privacy (CFIP), based on four dimensions of privacy concern: collection, errors,
secondary use and unauthorized access. All statements are rated on a 7-point Likert scale

(1=strongly disagree, 7=strongly agree).
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Table 8: Scale “Concern for Information Privacy” (Smith et al., 1996)

1 All the personal information in computer databases should be double-checked for accuracy, no matter
how much this costs.
Companies should not use personal information for any purpose unless it has been authorized by the

2 individuals who provided the information.

3 Companies should devote more time and effort to preventing unauthorized access to personal
information.

4 | Companies should take more steps to make sure that the personal information in their files is accurate.

5 When people give personal information to a company for some reason, the company should never use
the information for any other reason.

6 | Companies should have better procedures to correct errors in personal information.

7 Computer databases that contain personal information should be protected from unauthorized access,
no matter how much it costs.

8 | Companies should never sell the personal information in their computer databases to other companies.

9 Companies should devote more time and effort to verifying the accuracy of the personal information in
their databases.

10 Compa_nie_s ghould never sha}re personal information with other companies unless it has been authorized
by the individuals who provided the information.

11 Companies should take more steps to make sure that unauthorized people cannot access personal
information in their computers.

Items 1, 4, 6 and 9, comprise the "Errors" subscale; items 2, 5, 8, and 10 comprise the "Unauthorized Secondary Use"
subscale; and items 3, 7, and 11 comprise the "Improper Access" subscale.

5.5.3 Control Variables

From the literature review and interviews it became clear that information on demographic and
control variables might be collected as they are antecedents of privacy concern. Following
Malhotra et al. (2004) the following variables were included in the questionnaire: age, gender,
nationality, past privacy experiences (“privacy victim” by Malhotra et al., 2004) and awareness
of privacy problems (“media exposure” by Malhotra et al., 2004). From Xu et al. (2011)

information on personal innovativeness was added.

Table 9: Demographic and control variables

Age What is your current age? (choice from 11 categories)
Gender What is your gender (male/female)
Nationality What is your nationality? (choice form list of countries)

How frequently have you personally been victim of what you felt was an improper invasion

Privacy victim of privacy? (never-rarely-sometimes-often-all of the time)

Media How frequently have you heard or read in the last year about the use and potential misuse of
exposure consumer’s personal information?

If | heard about a new information technology, | would look for ways to experiment with it.
Personal Among my peers, | am usually the first to try out new information technologies.
innovativeness | | like to experiment with new information technologies. (7-point Likert scale: 1=strongly

disagree, 7=strongly agree)
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6. Results

6.1 Characteristics of the Sample
In a pilot study (N=40) the questionnaire is tested on understandability and feedback is

gathered. As a result the wording of some questions is slightly adapted. Additionally, in order
to test internal validity, in this sample 6 holdout cards are added to the original 16 cards. As the
findings prove to be internally valid, and to keep the questionnaire as short as possible, this
holdout sample is removed from the final questionnaire version. The final sample consists of
116 participants and its most important characteristics are described in table 10 below.
Summary statistics of the remaining variables are found in appendix 4a and 4b. Even though
the sample size might seem relatively small compared to similar conjoint studies (Peral et al.,
2012; Hann et al., 2007; Krasnova et al., 2009), Akaah and Korgaonkar (1988) claim that a

small sample size is not uncommon for conjoint analyses.

Table 10. Characteristics of the sample

Characteristic Category Frequency (percent)

Gender Male 54 (47%)

Female 62 (53%)

18-24 35 (30%)

25-29 20 (17%)

Age 30-39 29 (25%)

40-49 15 (13%)

>50 17 (15%)

Nationality Nettherlands 31 (27%)

distribution United States 74 (64%)

Other 11 (9%)

Regulatory focus Promotion 59 (51%)

Prevention 57 (49%)

Approximately 2/3 of participants participated through Mturk and is compensated ($0.40 per
participant). T-tests (for metric data) and cross tabulations (for nominal data) confirm that there
are no significant differences between the participants from Mturk and the remainder of the
sample in terms of total innovativeness, privacy concern, value for time savings and
information, media awareness, privacy victim and gender. There is however a slight difference
in terms of age (Mturk sample has older participants), nationality (Mturk consists almost
exclusively of US participants) and value for money (Mmturk=5.9 Mremainber=5.6), but this

is not expected to influence the analysis as the differences are relatively small.
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As the regulatory focus is randomly assigned to participants, the two groups should not differ
on any other variable then the hypothesized ones. Cross tabulation of the demographic variables
with regulatory focus indeed confirms this, so there is no need to include control variables when

comparing findings between promotion and prevention focus.

6.2 Hypotheses Tests
Before comparing the two regulatory focus groups on their value for personalization and

concern for privacy, the reliability of the scales is tested. Appendix 5 indicates that Cronbach’s
alpha is higher than the cut-off for all dimensions. From this it can be concluded that the scales

are reliable.

HI states that the promotion and prevention primes influence peoples’ value for personalization
and concern for privacy. The normality assumption (skewness and kurtosis in appendix 4a) for
value for personalization and concern for privacy are also met. In order to test Hla and H1b a
t-test is performed (table 11) in which the mean scores of the promotion and prevention groups
are compared. The mean of privacy concern is directionally consistent with the hypothesis, as
the prevention group has a slightly higher concern for privacy. For personalization, the scores
are almost equal. A t-test however indeed shows that these differences are not statistically
significant, so Hla and H1b are rejected. Further analysis also shows that privacy concern and

value for personalization benefits are positively correlated (" = .561, P-value=.000).

Table 11: Group Statistics and independent samples t-test H1
Primed St Std. t-test for Equality of Means
. ta.
Variable regulatory | N | Mean Error Sig. (2- | Mean Std. Error
Dev. to| df Diff
Focus Mean tailed) | Difference | °''T€rence
Total value for Prevention | 57 | 5.5260 | .74106 | .09816
. ] -.026 | 114 979 -.00423 16011
personalization Promotion | 59 | 5.5303 | .96466 | .12559
Total privacy Prevention | 57 | 5.7125 | .91473 | .12116
I 887 | 114 377 14185 .15986
concern Promotion | 59 | 5.5706 | .80518 | .10483

Levene’s test for equality of variances is not rejected (Pper=.188, Ppriv=.678), S0 the assumption is met and only the

data for “equal variance assumed” is displayed.
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Next, hypothesis 2 is tested using the results of the conjoint analysis. After collecting
respondent’s ratings of the 16 Nest offerings, the SPSS conjoint procedure is used to calculate
the part-worth utilities and relative importance of each attribute. Part-worth utility represents
how attractiveness a particular attribute level is (Krasnova et al., 2009) and relative importance
indicates the impact of a specific attribute on the trade-off, relative to other attributes (Hann et
al., 2007). Therefore the relative importance of the attributes reflects a participants choices in

the personalization-privacy paradox. Table 12 summarises these statistics for the prevention-

and the promotion-primed group.

Table 12: Results conjoint analyses

Relative Relative Prevention group Promotion group
. importance | importance
Attributes prevention promotion Levels Part-worth Std. Part-worth Std.
error error
group group
Mone 0% -.924 .064 -.955 .060
v 33.588 35.523 20% 223 075 166 071
g 40% 701 075 789 071
Time Present .296 .048 .335 .045
savings 13.453 13.983 Not present -.296 .048 -.335 .045
. Present .281 .048 .265 .045
Information 13.043 11.893 Not present 81 048 265 015
Secondary Full protection 311 .048 297 .045
use 13.550 14.141 No full protection -.311 .048 -.297 .045
Improper Full protection .384 .048 .303 .045
access 15.243 13445 ™o full protection 384 048 -303 045
Full protection 270 .048 237 .045
Data errors 11122 11016 o full protection - 270 048 - 237 045

For both prevention and promotion results: constant= 3.702 (st. error= 051). Pearson’s R=.991 (P-value= .000).

Kendall’s Tau=.946 (P-value= .000)

The part-worth utilities indicate that positive utility is created when benefits and full privacy
protection are present. As a result, the ideal Nest offering achieves a 40% drop in energy bill,
enables the user to save time and receive useful information, and in addition provides full
protection against secondary use, improper access and data errors. This offering would result

in a maximum utility of 5.945 (prevention group) and 5.928 (promotion group).

The relative importance values show that some attributes are more important than others. For

the prevention group, the most important attributes are money savings and protection against
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improper access and secondary use. For the promotion group, money savings, protection against
secondary use and time savings are most important. For both groups protection against data
errors is least important, which is consistent with the findings in the interview and could be due
to the fact that it is nowadays easier for consumers to check their personal data themselves as

more and more organisations provide the possibility to log in to an online portal.

H2a states that for the promotion group personalization benefits are relatively more important
in decision making than they for are the prevention group. It can be observed that for money
savings a promotion focus results in an importance score that is two percentage points higher
than the one of prevention focus, which is consistent with the hypothesis. Also the relative
importance of time savings is marginally higher for the promotion group, while the information
attribute is of higher importance to the prevention group. So in summary, the results for money
and time savings are consistent with the prediction, while the result for the information attribute

is not. Therefore it is concluded that H2a is partially supported.

H2b predicts that for people in the prevention group, privacy protections are relatively more
important in decision making than they are for people in the promotion group. The findings
indicate that, contrary to the hypothesis, protection against secondary use is more important for
the promotion group than for the prevention group. However, protection against improper
access and errors are indeed more important for prevention-primed participants. So in summary,
the findings for access and errors are consistent with H2b, while the result for secondary use is

not. Therefore also H2b is partially supported.

6.3 Additional Analysis: Cluster Analysis
An important benefit of conjoint analysis is that its results are a useful input to cluster analysis.

In cluster analysis, the aim is to group participants based on their scores for specific attributes.
This is done in such a way that the participants within each cluster are similar to each other and
dissimilar to participants in another cluster (Malhotra, 2010). For this thesis, it is interesting to
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see if participants can be clustered into groups based on the utility they assign to privacy
protection and personalization benefits (Hann et al., 2007). The procedure and results are

described below.

6.3.1 Procedure
Ward’s linkage is used as it is one of the better performing procedures for cluster analysis

(Malhotra, 2010) and it is a hierarchical method which does not require the specification of the
number of cluster beforehand. The method is based on squared Euclidean distances and aims

to minimize the within-cluster variability (Malhotra, 2010).

Following Hann et al. (2007), the cluster analysis is performed separately on the two groups in
the sample (prevention and promotion group). For both groups a three-cluster solution proves
best as the analysis indicates that more cluster results in clusters of unequal size and less clusters
require the grouping of very dissimilar observations. The scree plot and dendogram can be
found in the appendix 6a and 6b. In addition, as discussed in section 2.2.1, theory also suggest
that there are three privacy segments: privacy fundamentalists, pragmatists and unconcerned

(Taylor, 2003).

6.3.2 Findings

Figure 2. Bar charts clusters
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A Kruskal-Wallis test confirms that the clusters are significantly different (a non-parametric
test is chosen, as normality assumption are not fully met). Using a 5% significance level, the
results indicate that for the promotion group there are significant differences in the mean rank
for all variables, except importance for secondary use. For the prevention group, there are
significant differences for all variables, except for the importance of time savings and
information (latter is significant at a 10% level). Detailed information on the test statistics can

be found in appendix 7a and 7b.

The histograms show a similar pattern of clusters for both regulatory focus groups. The first
cluster consists of participants who assign a relatively high importance to privacy protection,
which corresponds with the privacy fundamentalists found in previous research. The second
cluster represents participants who value personalization to a certain extent, but also assign
relatively high importance to privacy. This matches the behaviour of the privacy pragmatists.
Finally, the third cluster entails people who place high importance on personalization (mainly
money savings) and relatively low importance on privacy, which corresponds to the privacy

unconcerned segment.

Another important piece of information is the size of each cluster within the two groups. Based
on theory and the findings for H2, it is expected that privacy fundamentalists are
overrepresented in the prevention group, while the same goes for the privacy unconcerned in
the promotion group. Table 13 shows that this is indeed what is found when looking at the

column number of observations.
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Table 13: Clusters

Regulatory | Cluster No. of | Gender | Age Nationality | Privacy | Media | Average
focus obs. (Yomen) | (% <30) | (count) victim | awaren | innovativ
(NO. of ObS.a) (mean b) ess eness
(mean b) (mean ©)
Promotion Fundamentalist | 10 40% 40% NL 1 2.2 3.3 4.2
(58) (17%) us 7
Other 2
Pragmatist 27 52% 48% NL 10 |19 3.2 4.3
(47%) us 15
Other 2
Unconcerned 21 38% 57% DE 2 21 35 4.8
(36%) NL 7
usS 12
Prevention Fundamentalist | 21 33% 48% NL 4 |23 34 4.1
(56) (38%) us 14
Other 3
Pragmatist 21 62% 52% NL 6 2.9 3.3 4.4
(38%) us 15
Unconcerned 14 50% 36% NL 2 21 3.6 4.8
(25%) us 11
Other 1

a. Measured on a scale from 1 to 7, higher scores indicate higher innovativeness.
b. Measured on a scale from 1 to 5, higher scores indicates higher frequency.

In addition it might be interesting to describe the clusters in terms of the demographic variables
(Krasnova et al., 2009). Table 13 therefore summarizes the characteristics of each clusters.
Though, Chi Square tests (for nominal data) and Kruskal-Wallis test (ordinal data) reveal that
the differences in demographics between the clusters are not significant. Extensive investigation
of cluster differences would require a larger sample and more statistical analyses, this is
however beyond the scope of this paper. The values in the table should be interpreted with
caution, but hint at possibly interesting underlying differences and that can be a starting point
for future research.

7. Discussion

This section interprets the findings of the analysis and compares them to findings in previous

literature. The results of the hypotheses and the cluster analysis are discussed in turn.

The findings on the first hypothesis indicate that in this research the primed regulatory focus
does not lead people to assign more outcome value to personalization benefits or privacy

protection directly. Even though theory predicts that people have more appreciation for
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concepts in line with their focus, this is not observed in the paper at hand. Most of previous
research used more controlled experimental settings, so possibly the effect of the prime was not
strong enough to influence participants’ answers in the less controlled environment of an online
questionnaire. Additional factors such as a participant’s financial situation, attitude on time
management and current other activities can all create “noise” in the data and influence the way
an online questionnaire is filled out. On the other hand, this finding is in line with an argument
by Krasnova et al. (2009), that the personalization-privacy paradox should be researched using
trade-offs, rather than asking for personalization and privacy preferences directly. Krasnova et
al. (2009) point out that “it costs a consumer nothing to express a desire for a law to protect
privacy”. It is therefore not interesting to survey consumers on their privacy protection
preferences directly, but it is much more interesting to replicate the trade-off consumers make
in real-life in order to see if consumers are willing to sacrifice a particular level of privacy
protection in order to gain a personalization benefit. As is often observed in reality, consumers
report a concern for data privacy, but nevertheless use services that collect large amounts of
data, such as social media. Consumers ideally want both personalization and privacy, as is also
observed in this sample since value for personalization and privacy turned out to be positively
correlated. But eventually they have to make a decision, so firms need more information on

how they trade-off the one against the other.

The second hypothesis looks into this trade-off and is partially supported by the findings. In
line with the theory on value from fit, a promotion prime leads participants to put relatively
more weight on the benefits of money savings and time savings, as compared to a prevention
prime. And a prevention focus induced higher relative importance on protection against
improper access and data errors, however all these effects are not very strong. These findings
corresponds with the results on risk-bias and conservative-bias found by Higgins and Crowe

(1997) and Friedman and Forster (2001). These researches however found stronger effects on
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average, which might again be due to the fact that they are performed in a more controlled
environment. In addition the tasks used in these studies were much more abstract than the one
at hand. The finding on privacy concern also confirms earlier findings by Jin (2012) on the self-
concealment effect of prevention focus. Contrary to what was expected, the importance of
information provision is found to be higher for prevention focused people. A possible
explanation for this from the theory on outcome value might be that participants view
information provision as a more utilitarian benefit and therefore pay more attention to it when
in prevention focus (Chernev, 2004). Another unexpected finding is that protection against
secondary use is more important for people with a promotion focus. A possible explanation that
arises from the in-depth interviews is that some participants see secondary use as a positive
outcome, as it can also provide benefits for the consumer, and promotion focused people are

more sensitive to positive outcomes. However, more research is needed to conclude on this.

Overall, the conjoint analysis shows that money savings are on average twice as important in
decision making than the other attributes. This partially corresponds with findings by Chellappa
and Sin (2005) and Xu et al. (2011), who find that benefits are twice as important as privacy
concern. For the personalization-privacy paradox, this indicates that on average consumers are

willing to give up some privacy protection when it enables them to achieve financial gains.

Finally the cluster analysis confirms the presence of three clusters: privacy fundamentalists,
privacy pragmatists and privacy unconcerned. This is consistent with studies by Taylor (2003)
and Hann et al. (2007) who find similar segments. As also found in past literature, the privacy
pragmatists comprise the largest group in the overall sample, this indicates that most consumers
have privacy concerns, but are willing to give up some protection in order to gain other benefits.
In line with the second hypothesis it is found that the promotion group consist of more privacy

unconcerned, while the prevention group has more privacy fundamentalists. This might indicate

37



that people do not permanently reside in a segment, but that their attitude depends on other
influences, such as the regulatory focus prime in this case.

8. Conclusion

In this paper the role of the personalization-privacy paradox in the Internet of Things was the
central topic of interest. Nowadays technological developments emerge at a fast pace and enable
consumers to receive more personalized offerings, while it also imposes concerns for data
privacy. Now that the Internet of Things is stepping out of its infancy, companies and
consumers have to make decisions concerning the adoption of new technologies and handling
of personal data. Ideally, companies provide their customers with increased benefits and at the
same time ensure full privacy protection. In reality however, this is often not possible and
important trade-offs have to be made. This paper looked into how consumers make this trade-

off and aimed to clarify the role regulatory focus plays in this decision.

8.1 Theoretical Contributions
This paper makes several contributions to theory. First, it adds to the literature on the

personalization-privacy paradox, as it confirms the existence of the paradox in loT-related
decision-making and the existence of three privacy segments. In contrast to some previous
research, this paper investigates the trade-off made by consumers, in addition to their value for
the separate components and thereby sheds light on the relative importance of specific
attributes. Second, this paper adds to research on regulatory focus as it confirms the role of the
value from fit mechanism in the personalization-privacy trade-off. Third, a contributions is
made to the 10T literature, as a scale for loT-enables personalization is developed. Finally, this
paper shows that sampling via MTurk is a reliable and useful method for gathering results in a

short period of time.
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8.2 Managerial Implications
This paper also provides insight to managers who face decisions concerning personalization

and privacy protection related to loT appliances. First, it is found that money saving is the most
important attribute of an loT application and that consumers are willing to give up other
attributes in order to gain monetary rewards. Therefore, firms should clearly communicate and
promote the expected savings of their appliances. Second, regulatory focus turns out to
influence the relative importance of attributes in an IoT offering. If a company wants its
consumers to be open to their new and innovative product, despite the possible risks inherent
in such offerings, they should use promotion-related primes before or during the purchase
decision. For instance, in an advertisement the firm could ask consumers to imagine what they
would ideally do while the appliance is performing tasks for them they would normally do
themselves. On the other hand, firm which sell more traditional products that are losing market
share to new loT innovations could prime consumers with prevention cues such as mentioning
the responsibility to take care of certain tasks. This might lead consumers to view the new
innovative products as too risky, and the firm’s traditional offering as a secure alternative.
Third, companies should aim to find out the distribution of their customer base in terms of the
three segments (privacy fundamentalists, pragmatists and unconcerned) and use this
information to better personalize offerings. More research on the characteristics of each cluster

would be helpful in this respect.

8.3 Limitations and Suggestions for Future Research
The findings in this paper are subject to a number of limitations. The first group of limitations

results from the methodology used, as conjoint analysis has some drawbacks. For instance, the
attributes and levels have to be defined by the researcher before conducting the analysis. Even
though interviews and previous literature form the basis for the model, it is prone to the
interpretation and view of the researcher and the characteristics of the limited sample of these

interviews. The part-worth utility values are also sensitive to the attribute levels, so more

39



research could confirm that the levels are appropriate and therefore the coefficients reflect true
utility (Hann et al., 2007). In addition, in order to keep the conjoint task to a manageable size,
only a limited number of attributes and levels can be concluded in the analysis. However,
consumers likely use a broad range of information when determining whether or not to buy an
loT application, so there might be attributes which are not identified in this study. Furthermore,
the attribute of money saving was defined as a percentage off the participants energy bill.
Obviously, while this is a useful way to by-pass differences in income and currency, it is hard

to make inferences about absolute money savings.

The second group of limitations relates to the sample. With 116 participants the sample is
relatively small, which might be the reason that a subtle influence of regulatory focus is not
always clearly visible in the data. In addition, it was shown that the participants form the MTurk
sample has a slightly different attitude towards money savings, though not extremely different.
Moreover, the fact that participants are gathered through a website, email and social media
might lead to a sample that is not fully representative of the population as it potentially has a
higher value for personalization and lower privacy concerns than a sample gathered “offline”.
Finally, the sampling was not randomized. In MTurk the workers choose which task they want
to perform based on a short description and the remainder of the sample consisted of people

gather through a personal network.

The third limitation concerns the manipulation. Even though the method combined two
traditional approaches, as was done in previous research, the online questionnaire did not
contain a manipulation check. It is therefore difficult to claim with certainty that in this sample,
the prime resulted in a different situational regulatory focus for the two groups. In addition, the
concern for privacy and value for personalization are measured at the end of the survey, while
the prime was placed at the beginning. Possibly these two components were too far apart for

the prime to have an effect.
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The fourth and final limitation relates to the generalizability of the findings. As the conjoint
task in the questionnaire was exclusively focussed on the Nest self-learning thermostat in an
attempt to make it as realistic as possible, it might be difficult to translate the findings to very
different 10T appliances. As the 10T consists of a very broad range of products and service,

more research is necessary to include also other products next to smart home appliances.

The findings of this paper hint at additional interesting avenues for future research. First,
research could focus on further developing the conjoint model and its particular attributes and
levels. Potentially there are additional attributes that consumers use when making a decision,
which might vary when investigating other countries and/or technologies. In addition, more
flexibility could be added to the model, as the majority of the attributes now consisted of just
two levels (Hann et al., 2007). For instance, in reality there are more options for privacy
protection than just full/no full protection. Second, another interesting variable to investigate in
the light of the personalization-privacy trade-off within the 10T is culture. Consumers from
Europe and the United States are naturally more promotion focussed, while Asian consumers
are more prevention focussed (Uskul et al., 2009), so in addition to the direct effect of regulatory
focus, there could also be an effect through culture. Hofstede’s cross-cultural value indices
could be used to measure culture, as these indices are also found to be related to privacy
attitudes (Hann et al., 2007). Finally, in this research the demographic and control variables did
not significantly contribute to the analysis. However, past literature has found significant
effects, so another suggestion for future research is to further clarify the role of personal
innovativeness, awareness of privacy problems, past privacy experiences and demographic

variables in determining privacy and personalization attitudes and thereby cluster membership.
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Appendix

Appendix 1. Overview of the questionnaire

Part 1. Introduction

Introduction to Nest self-learning thermostat

Introduction to conjoint exercise, attributes and levels

Part 2. Regulatory focus prime (randomized:
promotion or prevention)

Report on hope/duty

Maze task

Part 3. Conjoint analysis

Rate 17 cards™* with Nest offerings (16+1 double card to check
accuracy of responses)

Part 4. Demographic and control variables

Personal innovativeness

Concern for information privacy

Value for personalization benefits

Privacy victim

Media awareness

Gender

Age

Nationality

Part 5.

End of survey, possibility to write comment/question

*Example of a card

Money savings: 20%
¥ | As a result of more efficient use of your energy, this Nest thermostat enables
you decrease your energy bill by 20%

@ ot

NO time savings
This Nest thermostat does not enable you to save time, as you have to program
it manually.

NO useful information and tips
This Nest thermostat does not provide you with useful information and tips.

Full protection against unauthorized secondary use
¥" | Nest cannot use your data for any other purpose than to deliver its thermostat
service to you. Also, Nest cannot sell your data fo a third party

Full protection against improper access
Your data is not available to people not properly authorized to work with it.

(@@

NO full protection against data errors
Your data is not extensively protected against deliberate and accidental errars,
50 there is a chance errors in your data will occur and remain uncormrected

Appendix 2. Videos used for interviews

Nest thermostat https://youtu.be/ouOF4BrKIleUEN
https://www.youtube.com/watch?v=5thQRIX3Rio
Philips Hue https://www.youtube.com/watch?v=68t213XB11A&feature=youtu.be
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Appendix 3. Orthogonal design
Card Money Time saving | Information Protection Protection against Protection
ID saving level level against improper access against data
level (%) secondary use errors
1 0 Not present Present Not full Full Not full
2 0 Not present Present Not full Not full Full
3 0 Not present Present Not full Full Not full
4 40 Present Present Full Full Full
5 0 Present Not present Not full Not full Not full
6 0 Not present | Not present Full Full Not full
7 20 Present Present Full Not full Not full
8 40 Not present | Not present Full Not full Full
9 20 Not present Not present Full Full Not full
10 0 Present Present Full Not full Not full
11 20 Present Not present Not full Full Full
12 0 Not present Not present Full Not full Full
13 0 Present Present Not full Full Full
14 0 Present Not present Not full Full Full
15 20 Not present Present Not full Not full Full
16 40 Present Not present Not full Not full Not full
Appendix 4a. Descriptive Statistics
N Min Max Mean [S)td' Skewfr:cesés Kurtosis
ev. | Cut-off 2] | quewness | cut-off |2]
Statistic | Statistic | Statistic | Statistic | Statistic | Statistic | std. Error | Statistic | Std. Error
Total personal
. . 116 1.00 7.00 4.4052 | 1.46113 -410 -
innovativeness 225 101 446
Total concern for
. 116 3.00 7.00 5.6403 | .85994 -519 -
privacy 225 .336 446
Total value for
. 116 2.58 7.00 55282 | .85834 -.930
personalization 225 1.302 446
Importance of mone
P savirgs Y| 116 .024 2.000 | .37521 | .272817 | 3.116 295 15.549 446
Importance of time
P savings 116 .000 409 13722 | .081668 .528 225 588 446
Importance of
. . 116 .000 .350 12458 | .077656 .693
information 225 490 446
Importance of 116 000 364 | .13851 | .081587 235
secondary use ' ' ' ' ' 225 ~A77 446
Importance of
. 116 .000 431 14329 | .085975 .838
improper access 225 198 446
Importance of data
P orrors 116 .000 622 11068 | .088467 | 2.022 295 8.750 446
Appendix 4b: Frequency tables
Frequency Percent Cum. Percent
Never 24 20.7 20.7
Rarely 59 50.9 71.6
Privacy victim Sometimes 26 22.4 94.0
Often 7 6.0 100.0
Total 116 100.0
Never 2 1.7 1.7
Rarely 13 11.2 12.9
. Sometimes 47 40.5 53.4
Media exposure Often 46 39.7 93.1
All of the Time 8 6.9 100.0
Total 116 100.0
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Appendix 5: Reliability of scales used

Scale Dimension Cronbach’s alpha (cut-off 0.7)

Value for personalization Value for money savings .907

Value for time savings 773

Value for information .903

Concern for privacy Concern for secondary use .800

Concern for improper access 716

Concern for data errors 767

Personal innovativeness (single dimension) 919

Appendix 6a. Agglomeration schedules from clusters analysis for promotion and prevention group

Agglomeration Schedule

Coefficients: Promotion group

Agglomeration Schedule
Coefficients: Prevention group

57
53
49
457
417
37
33
29+

Stage

537
49
454
41
37

Stage

|
2

Values

Values

Appendix 6b. Dendograms from cluster analysis for promotion (first) and prevention group (second)

48



15
1

10
1

Rescaled Distance Chistes Combane

Dendrogram using Ward Linkage PREVENTION GROUP

Table 7a: Kruskal-Walis test on ranks relative importance values- Promotion aroup

Cluster N Mean Rank Chi-Square df Asymp. Sig.

1 10 7.95

Importance money savings 2 27 23.37 44.089 2 .000
3 21 47.64
1 10 19.6

Importance time savings 2 27 38.17 13.597 2 0.001
3 21 23.07
1 10 35.6

Importance information 2 27 33.22 6.977 2 0.031
3 21 21.81
1 10 37.45

Importance secondary use 2 27 29.22 3.091 2 0.213
3 21 26.07
1 10 53.3

Importance improper access 2 27 30.39 31.41 2 0
3 21 17.02
1 10 39.5

Importance data errors 2 27 33.33 11.821 2 0.003
3 21 19.81

Table 7b: Kruskal-Walis test on ranks relative importance values- Prevention group

Cluster N Mean Rank Chi-Square df Asymp. Sig.

1 21 11

Importance money savings 2 21 32 48.368 2 0
3 14 49.5
1 21 29.57

Importance time savings 2 21 30.67 1.704 2 0.427
3 14 23.64
1 21 33.95

Importance information 2 21 28.21 5.518 2 0.063
3 14 20.75
1 21 35.98

Importance secondary use 2 21 29.48 12.961 2 0.002
3 14 15.82
1 21 38.36

Importance improper access 2 21 24.95 13.391 2 0.001
3 14 19.04
1 21 38.17

Importance data errors 2 21 26.71 15.005 2 0.001
3 14 16.68
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