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Management Summary

MANAGEMENT SUMMARY
To date many managers adopt IT risk management methodologies to gain control on their
organizational IT assets. An important process within risk management is risk assessment,
which primarily involves the valuing of significant risk factors. Over the years many risk
assessment instruments, checklists, and surveys have been developed. The underlying thought
behind risk assessment devices is that they significantly heighten the awareness and sensitivity
to the risks involved. Subsequently, based on risk assessment reports managers make
decisions in order to control and direct the risks that need to be dealt with. Empirical evidence,
however, has indicated that some of these risk assessment devices may not be as effective as
presumed. Two factors are believed to be the main factors that influence risky decision-making:
risk perception and risk propensity. Risk perception is characterized as a decision-maker’s
assessment of a risk inherent in a situation and risk propensity is characterized as the general
tendency either to take or to avoid risk. Variations in these two risk factors may therefore induce
different risky behaviour. Consequently, risk assessment interventions and different risk
propensities may result in a discrepancy in risky decision-making. Another influential aspect of
risky decision-making is the situational context which a decision-maker has to deal with. The
context of this study involves e-Government concerning information security. It is a well-known
fact that the adoption of the Internet has increased significantly the past years. A vital process at
local governments is maintaining and increasing user trust and confidence in e-Government. As
local governments are the public administration tier closest to citizens it is therefore essential for
them to protect information assets from security risks. Insight into the concepts underlying risky
decision-making that concern information security in e-Government provides more
understanding on the effectiveness of risk assessment in e-Government.
As a result the problem statement of this thesis is: what relationships exist between risk
propensity, risk perception, and managerial decision-making in an e-Government information
security context? This study presents the results of an online survey designed: (1) to determine
which of the two risk components, probability and magnitude, has the larger effect on shaping
risk perception; (2) to provide more insight into the relationship between the more influential risk
component in shaping risk perception and a managerial decision-maker’s tendency to either
take magnitude-reducing measures or probability-reducing measures; (3) to provide more
insight into the relationship between risk propensity and risk perception; and (4) to determine
whether a significant relationship exists between risk propensity and a managerial decisionmaker’s tendency to either take magnitude-reducing measures or probability-reducing
measures.
Both a literature review and an empirical research have been carried out to attain the research
objectives. The findings indicate that:
1. A diversity of risk levels does not significantly affect the way a managerial decisionmaker perceives risk. To illustrate, whether a manager perceives low-level risks or highlevel risks does not affect the larger influential risk component in shaping risk
perception;
2. Neither the magnitude component nor the probability component of risk proves to be the
more occurring more influential risk component in shaping risk perception;
3. A manager’s more influential risk component in shaping risk perception is not
significantly related to the risk-reducing strategy (s)he tends to follow. For example, a
manager whose risk perception is more shaped by the magnitude component of risk
does not have a significant tendency to take magnitude-reducing measures. Similarly, a
manager whose risk perception is more shaped by the probability component of risk
does not have a significant tendency to take probability-reducing measures;
4. Whether a manager tends to take probability-reducing measures or magnitude-reducing
measures does not depend on his or her risk propensity;
5. Risk propensity is not significantly related to the level of risk a manager finds highest
acceptable; and
6. Managers have a significant large tendency to take probability-reducing measures.
The implications of these results are discussed along with directions for future research.
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Introduction

INTRODUCTION
Every human being will have to deal with risks at certain points in his or her life. These risks
sometimes have a large impact and sometimes they will be of a more moderate level. In most
cases human beings rely on their experiential system (Epstein, 1994) while dealing with risk.
After all, instinct, intuition, and gut feeling had always supported us in our survival through
evolution. These affective factors told us whether an animal was dangerous to approach or the
area was safe to sleep at. In modern life, business managers belong to a group of people that
are very often situated in risky behavioural settings. They are repeatedly confronted with
decision-making dilemma’s that have arisen due to upcoming business opportunities or
exposures to business hazards. Strategic managers, for instance, have to decide on what
strategy to pursue in order to reach the predefined business goals: must the organization focus
on operational excellence or perhaps product leadership? Other managers responsible for
process standardization may have to decide on whether to outsource a business process or to
perform it at their own company. CIOs (Chief Information Officers) regularly have to decide on
whether to invest in a software development project or not. Security managers, responsible for
safeguarding organizational assets, need to decide on which hazards to mitigate and how to
mitigate them. Taking risks (or ignoring them) is inherent to dealing with these types of
dilemmas. As life became more complicated and complex, humans (and especially managers)
began to make use of analytic tools to gain more control on their environment. Decision
analysis, checklists, control frameworks, probability theory, and risk management
methodologies are some examples of devices and instruments invented to support our thinking
with rationality.
So being able to control their environment is the reason for most managers to adopt advanced
types of support tools. According to the IT Governance Institute (2005) “control consist of the
policies, procedures, practices and organisational structures designed to provide reasonable
assurance that business objectives will be achieved and that undesired events will be prevented
or detected and corrected”. Consequently, in control involves making the right decisions in order
to realize (both financial and non-financial) business objectives and to minimize undesired
events, and determining on the basis of management information whether these goals have
been achieved. The management control function (Anthony and Govindarajan, 2003) is
essential for organizations that strive to be in control. With new corporate governance
legislation, such as the Sarbanes-Oxley Act (SOX) and the Code-Tabaksblat, calling for
stronger systems of management control, directing and controlling IT have become increasingly
important to date. Since IT, which mainly consists of the storage, processing, and transmission
of information resources (Carr, 2003; Eaton, Smithers and Curran, 1988; Earl, 1989), is
essential to business in this era, corporate governance is incomplete without sufficient IT
governance. In addition, Posthumusa et al. (2005) motivate that “the board must understand
that their responsibility in terms of corporate governance now extends into IT through a system
of IT governance.”
A well-known concept designed to aid managers in gaining control of their organizational IT
assets, as noted before, is IT risk management. An important process within risk management
is risk assessment, which primarily involves the valuing of significant risk factors. Over the years
many risk assessment instruments, checklists, and surveys have been developed with the
underlying thought that risk assessment devices heighten the awareness and sensitivity to the
risks involved significantly. In other words, risk assessment devices must have the intended
effect on shaping the risk perception of managers. Empirical evidence, however, has indicated
that some of these risk assessment devices may not be as effective as presumed. An
investigation, conducted by Keil et al. (2000), for instance, has shown that the magnitude
component of risk contains a significant larger contribution to shaping risk perception as
opposed to the probability component of risk in a software development project context. This
finding is consistent with the observation made by March and Shapira (1987) that managers in
general find the magnitude, rather than the probability, of a potential loss to be the more salient
component of risk. In this perspective it is interesting to note that several existing software
development surveys and checklists (e.g., Barki et al., 1993; Boehm and Ross, 1989) largely
highlight risk elements that contribute to the probability of project failure rather than the
magnitude of potential loss. In the context of information security the PRISM methodology (Oud,
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2003) even totally neglects the probability component in its risk analysis. The reason for this
absence is that the methodology is based on a so-called Business Impact Analysis (BIA), which
identifies the most critical business processes and information systems in an organization (Oud,
2004). The BIA thereby recognizes what the consequences for an organization shall be when a
small number of high-level risks occur, without taking the probability of occurrences into
account. This evokes the question why some kind of business probability analysis does not form
the foundations for several risk analysis methodologies as opposed to a BIA. This type of
analysis should identify the most critical business processes and information systems in terms
of likeliness that disturbances will affect these processes and systems. In addition, checklist
reports derived from risk analysis often involve an overview of the effectiveness of implemented
security controls. The level of effectiveness does not always have to be expressed in terms of
level of risk (or in terms of either risk components). For instance, merely indicating that a
security control is inadequately implemented is sufficient to inform a managerial decision-maker
that something needs to be done to lower the level of risk involved. However, if a certain risk
component has the larger influence on shaping risk perception, highlighting this component in
the reports will induce differences in the risk perception of managers.
Consequently, based on risk analysis, managers have to make decisions regarding controlling
the identified risks and risk levels. As conceptualized by Sitkin and Pablo (1992) a manager’s
risky decision-making behaviour depends primarily on his or her risk propensity, the general
tendency either to take or to avoid risk, and on his or her risk perception, a decision-maker’s
assessment of the risk inherent in a situation. However, other studies (Keil et al., 2000; Sitkin
and Weingart, 1995) have shown that the contribution of risk propensity to risky decisionmaking can be of an insignificant size, thereby concluding that risk perception is the only
significant factor that forms risky decision-making. With this concept in mind it is interesting to
examine if factors that shape risk perception (e.g., magnitude and probability) are also reflected
in the choices managers make in controlling risk. In other words, does a managerial decisionmaker, whose risk perception is more shaped by either risk component, also have the tendency
to take risk reducing measures that involve the reduction of the more influential risk component?
If this correlation is valid it can be extrapolated that alterations in risk assessment reports not
only can manipulate risk perception, they may also affect the choice for a risk reducing strategy
a managerial decision-maker tends to follow indirectly through the mediating role of risk
perception. Furthermore, it may provide more understanding on the reasons behind the risky
behaviour of managers. However, as Ajzen and Fishbein (1977) reported in a literature review,
certain attitudes and perceptions of an individual toward an object do not always have to be
consistent with his or her behaviour. This thesis, therefore, elaborates on previous studies and
focuses on a further conceptualization of the relationship between risk perception and
managerial decision-making. How persons perceive risk and react upon them, however, depend
on certain factors, such as organizational and individual characteristics, and characteristics of
the risk itself. Because findings in risky decision-making studies are very situational-specific the
risk propensity factor will also be included in the research model to determine if the
insignificancy of risk propensity also holds in the context of this research. The context of this
study involves e-Government concerning information security. It is a well-known fact that the
adoption of the Internet has increased significantly the past years. Not only the private sector
has contributed to this increase, the public sector has also demanded its share in this growing
adoption rate, by providing more and extensive services online to its citizens. A vital process at
governments, with regards to maintaining and increasing user trust and confidence in eGovernment, is protecting information assets from security risks. Especially local governments
need to be aware of this as they are the public administration tier closest to citizens (Torres et
al., 2005). To date, local governments across Europe are still expanding their online services
(e.g., DigiD in The Netherlands). This emphasizes the dynamic nature of local e-Government
and that it by no means has reached its full potential yet. More insight into the concepts
underlying risky decision-making that concern information security in e-Government is therefore
desirable. This thesis shall provide that insight.
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1

RESEARCH CONCEPT

In this chapter the subject of the thesis shall be further expounded. I will start with defining the
problem statement which results in the conceptualization of research objectives. In order to
achieve these objectives a number of research questions have been formulated. Subsequently,
to be able to answer these research questions a research strategy needs to be adopted which
has been described in the Methodology section. Finally, an overview of the content of the
various chapters of the thesis will be presented.

1.1

Problem Statement

What relationships exist between risk propensity, risk perception, and managerial decisionmaking in an e-Government information security context?

1.2

Research Objectives

Following the problem statement, the main objectives of my research are:
1. To determine which of the two risk components, probability and magnitude, as
presented in risk assessment reports, has the larger effect on shaping risk perception.
2. To provide more insight into the relationship between the more influential risk
component in shaping risk perception and the tendency to either take magnitudereducing measures or probability-reducing measures of managerial decision-makers.
3. To provide more insight into the relationship between risk propensity and risk
perception.
4. To determine whether a significant relationship exists between risk propensity and a
managerial decision-maker’s tendency to either take magnitude-reducing measures or
probability-reducing measures.
The objectives are highlighted in Figure 1.1. Moreover, the different relationships that are
described in the objectives shall be examined in an e-Government information security context.

Mediating Risk Behaviour
Components

Risk Perception Shaping Factors

Managerial Decision-Making

Risk Propensity
4

Magnitude
3
1,2

Risk Assessment

Risk Behaviour
2

1, 2

Risk Perception

1, 2

Probability

Figure 1.1 – Graphical representation of the relationships between the research objectives
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1.3

Research Questions

In order to realize the research objectives specific information need to be acquired. To acquire
this information a number of central research questions and sub-questions have been
formulated. The first research question is intended to provide an understanding of an IT risk
management process in general. The second and the third research question are formulated to
examine individual and organizational characteristics, and characteristics of the concerning
risks. These three aspects are the primary factors that affect risky decision-making (Sitkin and
Pablo, 1992). After having answered the research questions a proper measurement instrument
can be developed that contributes to achieving the research objectives.
Individuals that have to make decisions concerning risk control scientifically inform their
decisions made by using risk management methods. In order to provide more understanding on
IT risk management in general, this subject will be discussed.
RQ1: What is IT risk management?
• What is the definition of risk?
• What do the IT risk management processes look like?
• What relationship exists between IT risk management and decision-making?
Decision-making is a complex process, which is affected by many factors. An important factor is
how decision-makers experience risk. Decision-makers can therefore adopt different decisionmaking models when exhibiting risky behaviour. The following research questions have been
formulated to explore the individual characteristics of an individual decision-maker that may
affect risky behaviour.
RQ2: In what way do managers make risky decisions?
• What decision-models have been recognized in literature?
• What is risk propensity?
• What is risk perception?
• What biases exist in risky decision-making?
The situational context in which decision-making processes take place has a significant
influence on risky behaviour and therefore it is essential to have adequate knowledge of the
situational context. Consequently, for the purpose of this thesis the general notion of eGovernment needs to be examined in more detail. The following research questions relate to
the exploring of organizational characteristics and examine the characteristics of the risks
involved regarding e-Government.
RQ3: What is e-Government?
• What defines e-Government?
• What are the main information security risks in an e-government environment?
• What is exactly protected?

1.4

Methodology

In order to attain the mentioned objectives a literature research and an empirical research have
been conducted. There are several reasons for having adopted both research strategies. First,
a literature research is inevitable as it results in more understanding on the subject matter.
Second, because existing literature does not provide enough information to be able to achieve
the research objectives, an empirical research needs to be carried out. Moreover, to be able to
conduct an empirical research adequately a lot of knowledge about the subject in question is
needed beforehand (Verschuren and Doorewaard, 1999). A brief description of the adopted
methodology follows now.
Literature research
The literature research consists of a review of various literature. The literature includes books,
(online) articles, white papers, reports, presentations, and college handouts. This research is
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mainly focused on the following five areas of interest: management of risk, risk and decisionmaking, and e-Government. Relevant definitions, theories, and statements have been examined
during this process. Finally, based on the literature findings several hypotheses have been
formulated that are tested during the empirical research.
Empirical research
Concepts that derived from the literature research form the foundations for the empirical
research. The empirical research consists predominantly of a survey with few characteristics of
an experiment. For the purpose of this type of research a measurement instrument, in the form
of a questionnaire, has been designed. The data collected from the empirical research are
processed and applied to accept or reject the formulated hypotheses.

Figure 1.2 – Research model

In Figure 1.2 the adopted research model for the thesis has been graphically exhibited. The
drivers of this research are for a large part formed by the formulated research questions. The
three research questions are discussed in three different chapters that make part of the
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literature research. Based on this review of literature certain hypotheses can be formulated. In
order to test these hypotheses an empirical research has been carried out. Finally, results
obtained from the empirical research form the foundations for a risky decision-making model in
an e-Government information security context. In addition, this model provides answers to the
formulated problem statement.

1.5

Deloitte

This research has been conducted under the authority of Deloitte Enterprise Risk Services
(ERS) – The Netherlands. Deloitte ERS is a risk & control services provider and offers a broad
range of services related to risk management and control. Furthermore, Deloitte ERS makes
part of the coordinating organization Deloitte, which is one of the largest service providers in the
world in areas that include audit, tax, consulting, and corporate finance with more than 120.000
employees worldwide.

1.6

Content of Chapters

Chapter 1: Research Concept
This chapter discusses the problem statement, research objectives, research questions,
methodology, and the adopted research model of the thesis.
Chapter 2: Management of Risk
In chapter two the notion of risk is defined. Next, it discusses the risk management cycle of an
organization in detail, thereby specifying the stages this cycle consists of.
Chapter 3: Risky Decision-Making
The third chapter examines existing risky decision-making models that have been
acknowledged in literature. Furthermore it reports on prior studies on risk factors that affect
decision-making. Additionally, heuristics and biases related to decision-making will be
discussed.
Chapter 4: E-Government
The final chapter that makes part of the literature research provides an overview of the
situational context of the research. In this chapter the general concept of e-Government is
defined. Furthermore, it discusses the differences in security concepts between e-Commerce
and e-Government. Finally, the most common information security risks and their influences on
the reliability aspects of information are presented.
Chapter 5: Hypotheses
Data acquired during the literature research are the foundations for hypotheses to test. This
chapter provides a brief summary of the literature research. It will be followed by hypotheses
that have been formulated.
Chapter 6: Research Strategies
In chapter six the adopted empirical research strategies will be described, thereby presenting
variations of the standard concepts. Finally the design of the used questionnaires will be
presented and underpinned.
Chapter 7: Research Results
In the final chapter that makes part of the empirical research the results of the adopted research
strategies will be presented. Furthermore, the formulated hypotheses will be tested and a
descriptive, generic risky decision-making model is discussed.
Chapter 8: Conclusions
The conclusive chapter provides a summary of the results and answers on the problem
statement that has been presented at an earlier stage. Furthermore, the study’s limitations and
implications will be discussed. Finally, recommendations for future research will be made.

- 12 -

Chapter 2 – Management of Risk

2

MANAGEMENT OF RISK

The importance of management of risk is that it aids managers in directing and controlling risks
that threaten their business environments. This chapter elaborates on this subject and provides
a general overview of an IT risk management process in an organization. I will begin with
defining the term risk.

2.1

Defining Risk

Risk is generally characterized as being composed of two components: the probability that a
loss will occur and the significance or magnitude associated with the possible loss (Mellers and
Chang, 1994; Harding, 1998; Barki et al., 1993). The combination of these two components is
mainly used to define and describe the overall level of risk. It is important to note that this
description of risk clearly focuses on potential negative events occurring. Graubard (1990)
remarks that this negative interpretation is particularly salient in recent decades:
“It is perfectly obvious that the concept ‘risk’ has taken on wholly new dimensions in
recent decades and is today being reflected on in ways that would have been almost
inconceivable even a few years ago. The older idea, that risk is essentially a wager,
which individuals take in the hope of gaining something significant, substantial, has
almost disappeared from common parlance. Risk today is conceived principally as
danger…”
Graubard’s remark is in line with the observation made by March and Shapira (1987) that
managers generally associate risk with negative outcomes and consequences. Other studies
(MacCrimmon and Wehrung, 1986; Keil et al., 2000) also reflect this focus on the downside
potential of risks. In classical decision theory, though, a risk can lead to either positive or
negative outcomes (Arrow, 1970). Kirkwood (1994), who also addresses both effects of risks,
uses the following formula for determining level of risks: Risk = Probability x (Damaging effects
– Beneficial effects). Sitkin and Pablo (1992) define risk as “the extent to which there is
uncertainty about whether potentially significant and/or disappointing outcomes of decisions will
be realized”. In this thesis, however, the following definition of risk, as defined by the National
Institute of Standards and Technology (NIST) in 2001, will be applied. The reason for applying
the negative definition of risk is that information security risks always stress the negative impact
of the risks.
“A risk is the net negative impact of the exercise of a vulnerability, considering both the
probability and the impact of occurrence”
This definition implies the following two statements: (1) the greater the probability that a loss will
occur, the higher the level of risk will be and (2) as the significance of the potential loss
increases, the level of risk increases. Following this common characterization of risk, which
consists of a probability factor and a magnitude factor, the overall risk level can be identified by
measuring both factors.
Several categories of risk events can be recognized when looking at the most generic level
within organizations (Gorrod, 2004). Credit risks arise from changes in the credit quality or
likelihood of an organization involved in a financial transaction to default on its liabilities. Market
risks refer to changes in underlying market variables. Examples of these variables are
commodity, bond or equity prices, option volatility, interest rates, and so on. The term
operational risks is often used to describe any type of risk that is not classified as market or
credit risk. These risks are usually linked with changes from events hat cause losses or reduced
future income that result from process and technical or systems failure, people, buildings and
infrastructure failings and other external events such as natural disasters.
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2.2

Risk Management

All organizations are exposed to risks that can pose serious threats to organizational assets,
such as information technology. As IT plays an essential role in organizations nowadays,
protecting IT assets becomes more and more important. To be able to control (IT) risks in an
adequate way, many organizations rely upon risk management methods, involving the
identification and evaluation of risks, which eventually result in appropriate risk reducing
measures. In general, there are two sorts of IT risk management methods: standard and
extensive approaches (Overbeek et al., 2000). Standard methods generally involves linking
predefined general IT risks or IT systems with a checklist of security controls that have been
based on widely available control frameworks such as the BS7799 standard (which will be
briefly discussed in the following paragraph); the actual selection process of security controls
can be based on the danger levels of risks or on the degrees of importance of the concerned IT
systems. The checklists focus on whether standard measures and controls have been correctly
implemented or not (at all). Examples of standard methodologies are PRISM1 and a method,
proposed by Oud (2004), based on the BSI publication Guide to the selection of BS7799
controls. The advantages of applying these standard methods are:
•
•

Simplicity. Applying checklists is not a very intensive process; the process does not
require a lot of manpower. Because of this, the appliance of checklists is relatively seen
not a very expensive method.
Comparability. If in multiple locations or situations the same checklists have been
applied, the results of the individual checklists can be compared to each other,
providing performance information.

However, the use of this method also contains several disadvantages:
•

•
•

One size does not fit all. Security requirements often differ across different
organizations, calling for different security approaches and controls. Additionally, the
applicability of the implementation of controls is highly dependent on the organizational
culture and environment.
Static nature. The rapid growth in evolution of information technology call for regular
refinements of checklists to prevent ineffectiveness of the checklists.
Availability. As checklists are widely available, hackers can easily obtain them too. They
have access to the same list of objectives and controls as organizations that apply
checklists have, and can therefore more easily focus on security holes.

The more extensive approach results in a well defined selection of security controls that need to
be implemented. It provides organizations a detailed view on their dependencies and
vulnerabilities concerning information technology. The CCTA Risk Analysis and Management
Method (CRAMM) is a well-known example of a detailed risk management methodology. Note,
however, that the extensive approach, that has been presented in paragraph 2.4, may differ in
detail with the actual appliance of the CRAMM methodology, as it only provides a common
overview of this type of method. The advantages of the use of extensive methods are
nevertheless:
•
•

Custom made. The custom made approaches provide more information on the level of
detail of risks and have the possibility to deal with all potential risks.
Up-to-date. Changes in organizational environments or technologies do not necessarily
result in difficulties as extensive risk analysis methods contain the ability to adapt to
risky changes.

The use of extensive methods also contains several disadvantages:

1

PRISM is the Dutch acronym for “Pragmatische Risicoanalyse voor Informatiebeveiliging en
Selectie van Maatregelen”, which freely translated means Pragmatic Risk analysis for
Information security and Selection of security Measures.
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•
•

Complexity. Carrying out an extensive approach can be very time-consuming, requiring
more expertise than the standard approach. This makes this method relatively very
expensive.
Information quantity. As the extensive approach consists of a high level of detail, risk
analysis may result in an overload of information. Because of this, the process of
decision-making will become a lot more complex.

In paragraph 2.4, I will provide a more detailed overview of the extensive risk management
approach. I will now turn to describing the essence of information security.

2.3

The BS7799 Standard

To be able to control risk in an adequate way an organization may rely upon certain existing
frameworks. Managers, therefore, do not (entirely) have to reinvent the wheel. Today several
standards, guidance frameworks and collections of best practices are available that are
intended to aid managers in this process. These models differ in focus, objectives, and level of
detail. For this reason, it cannot be said that one framework supersedes the other; they all have
different specific purposes. Widely adopted control frameworks are, for example COSO, which
defines a framework that initiates an integrated process of internal control; and the IFAC
assurance framework, which provides guidelines for total internal control. There are also
standards that focus on the essential role of IT in management. Examples of these standards
are CobiT, which prescribes the management of the information technology function of various
organizations; the IT Infrastructure Library (ITIL), which is a collection of best practices in IT
service management and focuses on the service processes of IT and considers the central role
of the user; and BS 7799, which focuses on information security.
I will now provide a detailed overview of the BS 7799 standard as the research I will report on in
a further chapter of this thesis has been placed in an information security context. The BS 7799
standard is published by the British Standards Institution (BSI) and has been issued in two
parts:
•
•

BS 7799 Part 1: Information Technology – Code of Practice for Information Security
Management; and
BS 7799 Part 2: Information Security Management Systems – Specification with
Guidance for Use.

The first part of the standard provides information to those that are responsible for initiating,
implementing or maintaining security within an organization. It can be seen as a basis for
developing organizational security standards and effective security management practices and
to provide confidence on information security in inter-organizational relationships. The second
part specifies requirements for implementing, establishing, and documenting information
security management systems (ISMSs). It specifies requirements for security controls to be
implemented according to the needs of individual organizations.
The central focus in this standard is information security. Information is an important business
asset that can exist in many forms. It can be written on paper, stored electronically, transmitted
by post or using electronic means, shown on films, or spoken in conversation. As information is
of a huge value for organizations (especially in the inter-networked era) information should
always be properly protected against security threats. Information security in the standard is
characterized as the preservation of three important aspects of information:
•
•
•

Confidentiality: ensuring that information is accessible only to those authorized to have
access;
Integrity: safeguarding the accuracy and completeness of information and processing
methods;
Availability: ensuring that authorized users have access to information and associated
assets when required.

The preservation of these components is essential to organizations in terms of maintaining
competitive advantages, profitability, legal compliance, commercial and public reputation, and
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safeguarding business assets. Information security is achieved by implementing proper
controls, such as practices, policies, and procedures. Before implementing security controls, an
organization should first identify its security requirements and objectives. The requirements are
derived from (1) risk assessment, (2) legal, statutory, regulatory and contractual requirements,
and (3) particular set of principles, objectives and requirements for information processing. After
the identification process, controls should be selected and implemented to ensure that risks are
reduced to an acceptable level or eliminated. The BS 7799 standard provides a wide selection
of objectives and corresponding security controls that can be implemented in order to achieve
these objectives.
After having presented introductory information (scope, terms and definitions) in the first two
chapters, guidance is presented for initiating, implementing and maintaining information
security. This guidance is structured into ten sections, each section providing corresponding
control objectives and security controls. The IT Governance Institute has summarized these
sections (2004) in a CobiT mapping paper. This summary of the sections, including its
objectives, is briefly presented in Appendix A. Only sections of part 1 of the standard are
presented because part 2 specifies requirements for information security management systems,
which falls beyond the scope of this thesis.

2.4

Extensive Risk Management

In paragraph 2.1 a definition of risk was proposed. It made clear that risks could vary in danger
level. The height of this level is generally based on the values for probability and impact. If a risk
contains a high level (or a sufficient enough level) of danger, it needs to be reduced, or in best
case, eliminated. In order to mitigate a risk it has to be managed in some way. According to
several authors (Rainer et al., 1991; Bandyopadhyay et al., 1999; Eloff et al., 1993), the
management of risk in general consist of the components risk identification, risk analysis, riskreducing measures, and risk monitoring. Figure 2.1 shows a graphical representation of this
framework. As the arrows in Figure 2.1 indicate, risk management is a continuous cyclic
process. It usually starts in the risk identification stage.

Interorganizational Level

Organizational Level
Application Level

IT Risk
Management
Process

Risk A
nalysis

R
Mon isk
itori
ng

Risk Identification

Risk Reducing
Measures

Figure 2.1 – Framework for integrated IT risk management
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The risk management process can be distinguished by strategic risk management and
operational risk management (Starreveld et al., 2002). The difference between the two
approaches is the difference on focus level. Strategic risk management focuses on threats that
arise from the external environment of an organization. This environment consists of both the
macro environment and the micro environment. Threats from the macro environment refer to
political, economic, social and technological aspects; threats from the micro environment refer
to the relations with competitors, supplier, and consumers. Operational risk management refers
to the identification of internal operational risks that can occur that may hinder the achievement
of organizational strategies. The object of this process can be divided into responsibility entities
such as business processes, departments, or products. The following paragraphs will discuss
all four components of risk management in more detail in an IT context.
2.4.1

Risk Identification

The management of IT risks begins with the risk identification process. As the name of this
process indicates, its primary purpose is to identify risks. It is “the process of compiling an
abstract model of an actual information technology environment to be investigated, thus to
define clear boundaries” (Eloff et al., 1993). Risks can pose a threat to the entire IT environment
and for this reason it is important to define the IT environment first. It may also be useful to
specify every asset and related vulnerabilities within the IT environment at this stage in order to
dispose of a detailed overview of the actual assets that are exposed to threats. The CRAMM
methodology, for example, categorizes every relevant asset by its monetary value additionally.
The IT environment consists of three levels (Bandyopadhyay et al., 1999):
1. the application level,
2. the organizational level, and
3. the interorganizational level.
Table 1, adapted from Bandyopadhyay et al. (1999), provides an overview of the risk
identification process, containing the types of risk that may form a threat to the three IT
environments.
Application level
IT risks of technical or implementation failure in IT applications are the main focus at the
application level. Both internal and external threats can be the sources for these risks to arise
from. External threats are initiated from outside the organization. The most common external
threats are, for example, natural disasters, acts of competitors, hackers, and computer viruses.
Internal threats to IT assets may arise from both unauthorized and authorized physical
accesses that lead to system abuse. IT assets, such as software, hardware, personnel, data,
and facilities can be damaged or destroyed by these threats.
Organizational level
The focus at the organizational level is on the impact of IT throughout all functional areas of the
organization rather on any isolated application. Risks at this level can be categorized by three
types: strategic/sustainability risks, data security risks, and legal risks. Sustainability (or
strategic) risks refer to the notion of losing competitive advantage as they threaten an
organization’s capability to sustain long-term strategic advantage derived from IT. Lack of IT
investments, compared to competitors, the inability to prevent new entrants from entering the
market, and the increase in bargaining power of suppliers and customers, as a result from
enhancements in their IT skills (provided by the organization), are examples of this kind of risk
(see also Porter’s ICA framework, 1985). Data security risks arise from threats to an
organization’s data that can result in denial of access to vital data or even the destruction of
data. Legal risks refer to the violation of competitors’ and customers’ rights through the use of
IT.
It is obvious that the survival of organizations nowadays is highly dependent on IT. Most
organizations would not even be able to do business anymore if their information technology
suddenly failed to continue working. In this perspective, it is significant to distinguish two
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different expressions when discussing the strategic role of IT: the strategic necessity of IT and
strategic advantages obtained by IT. These two different roles of IT have also been addressed
by Carr (2003) in his controversial article about the commoditization of IT. IT is strategic
necessary for an organization if IT is crucial for that organization to be able to do business,
which is the case for almost all companies nowadays. Like IT, electricity is essential for every
company. Though, it is wrong to say that an organization derives strategic advantages just by
having the capability to use electricity. This can also be said about IT. However, if IT can be
leveraged to differentiate companies from each another on a strategic level (in terms of market
share, revenues, profitability, economies of scale and economies of scope) and change the
basis of competition, you can speak of strategic advantages gained by IT. Strategic advantages
must be seen relatively; discussions in relation to advantages are always about comparisons.
Additionally, another important issue to remark on this matter is competitive damage to
companies, which occurs when IT initiatives are not successfully dealt with. Companies can
suffer damages if they fail to plan and recognize opportunities that competitors do succeed to
recognize and exploit.

IT environment
Application level

Type of risk
Natural disasters
Competition
Hackers
Viruses
Data security risk: destruction of/denial of access to vital data
Organizational level
Strategic/sustainability risk: lack of continuous IT investment to sustain
competitive advantage
Data security risk: destruction of/denial of access to vital data
Legal risk: violation of competitors’ and customers’ rights through use of IT
Suppliers’ and customers’ increase in bargaining power
Interorganizational level
Data security risk: destruction of/denial of access to vital data
Natural disasters
Hackers
Weak and ineffective control
Table 2.1 – Overview of the risk identification process2

Interorganizational level
Changing technologies, ways of doing business, customer demands together with competitive
dynamics have influenced the evolution of IT dramatically over the years. Today’s information
technologies link organizations and consumers in real time without regard to geography. The
Internet, EDI (Electronic Data Interchange) systems, JIT (just-in-time) inventory systems are a
few examples of well-known technologies used to integrate different organizations. The focus of
IT risks at this level is on organizations functioning in a networked environment. These IT risks
threat the interaction process and the relationships between these organizations. The top three
threats for the networked environment, according to Loch et al. (1992), are natural disasters,
intrusion by computer hackers, and weak and ineffective control.
2.4.2

Risk Analysis

Once the risks have been identified, the next step in risk management is the analysis of risks.
This process is generally divided into risk estimation and risk evaluation. Risk estimation is the
process of putting values to risks; risk evaluation is the process of determining the acceptance
levels of the identified risks. Furthermore, extensive methodologies to assess the extent of IT
risks can be classified as quantitative or qualitative. Quantitative approaches are based on
expected value analysis. Qualitative methodologies use descriptive variables for analyzing IT
risks.

2

Adapted from Bandyopadhyay et al. (1999)
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Quantitative approach
Risks can be quantified as a two-dimensional approach, taking into account both the
consequences of a risk should it occur and the probability of the risk occurring (as the definition
of risk also implies). This quantitative approach, however, is not always entirely adequate. For
instance, the value of probability only has a significant meaning if it is based on solid statistical
likelihoods. If these statistical values are not present or not known this approach will lose a
great deal of its correctness. Morgan and Henrion (1990) also refer to this implication and state
that the probability for a single event cannot be calculated as “the probability is actually a
property of a theoretically infinite sequence of trials rather than a single event.” Gartner (2002)
addresses this problem in an IT context and submits that quantitative models are meaningless
in this perspective: “Quantitative risk analysis for IT is an approach that fundamentally misleads
executive management.” Gartner points out that “there is no reliable data on network security
incidents, the classification of events is problematic and few enterprises will admit to serious
security breaches. In the absence of reliable data, statistical models are of little use.”
Qualitative approach

MAGNITUDE

An alternative for the quantitative model is the qualitative approach. This model has been based
on the subjective classification of risk hazards. Measured risk values are commonly
dimensionless in this approach, and are often used to prioritize risks or to classify approval
levels. Examples of these qualitative risk values can be “1”, “2”, and “3”, or green, yellow, and
red boxes, indicating respectively “low”, ”medium”, and ”high” risk levels. These risk values can
be determined by analyzing a so-called risk matrix, which shows the relative relationship
between the magnitude and the probability of a potential risk, as exhibited in Figure 2.2. Bear in
mind that the classification of risks as shown in the risk matrix of Figure 2.2 is only one way of
classifying risk levels and does not necessarily have to be a reflection of how managers (or risk
assessment devices) in real life assess risks. For instance, decision-makers, who believe that
all risks that contain high probability estimates should be classified as dangerous, would
categorize all risks in the whole third column as composing high risk levels, thereby colouring
the whole third column red.

Figure 2.2 – Qualitative approach to risk analysis

One important aspect of analyzing the impact of a potential risk is the definition of the spread of
the impact (Slovic, 1987). The impacts of risky events often do not only affect those areas and
subjects that are directly confronted with the effects of the impacts. Slovic illustrates that
different types of impacts should be distinguished. He compares a risky event occurring to a
stone dropped in a pond causing ripples in the water that spread outwards affecting not only the
point of impact in the water. In an e-Government context, for example, a denial-of-service attack
on a government website does not only affect the physical infrastructure that is publishing the
website, it may also damage the users’ (citizens) trust in the use of services provided by e-
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Government, which can lead to stricter regulation concerning the security of government sites
and (theoretically in the worst case scenario) it eventually may lead to the discontinuation of
service providing through the use of e-Government. Consequently, it is significant not to think
about direct effects of risks only, but to include (both monetary and non-monetary) indirect
effects as well when analyzing risks.
Once risks have been measured, they can be assessed to indicate the acceptability or
tolerability of the risks. Both quantitative and qualitative approaches, however, contain
subjective elements, as the quality of the analysis often relies on the domain experience and the
competency of the risk analysts. Nevertheless, as summarized by Frosdick (1997), the
importance of risk analysis techniques lies in the fact that the results produced by these
techniques ensure that the decision-making processes are scientifically informed.
2.4.3

Risk Reducing Measures

After having identified and having evaluated the risks, an organization should decide how these
risks should be dealt with. Four categories of risk responding measures can be identified,
according to the COSO Enterprise Risk Management framework (2004):
•
•
•
•

Avoidance. Action will be taken to exit activities that cause risk to rise.
Reduction. Action will be taken to reduce the probability or impact of the risk; actions
that reduce both factors can also be taken.
Sharing. Action will be taken to reduce the probability or impact of the risk by sharing or
transferring a portion of the risk.
Acceptance. The risk levels have been assessed as ‘acceptable’ and no action will be
taken to affect risk probability or impact

An organization should next implement measures or controls to protect the IT environment from
the various IT risks that pose a significant threat. To be more specifically, with regards to
information security, these measures should protect the integrity, confidentiality, and availability
of information assets, which has also been addressed in paragraph 2.3. Before these measures
can be implemented, they must first be identified. This basically means that the right controls
should be chosen or formulated before they are implemented. The selection of security controls
is usually based on the risk values that have been estimated in the risk analysis stage. This
means that high valued risks should be dealt with more and/or effective controls. When the
security controls have been identified and adequately analyzed, they need to be implemented to
reduce the hazardous risks to an acceptable level as indicated by the assessed measure of risk
in the previous stage. Security controls can be categorized in the way they are realized
(Overbeek et al., 2000):
•

•

•

Physical controls prevent or limit damage from acts that are of physical nature, like
malfunctioning information systems, unauthorized access, vandalism, sabotage, theft,
natural disasters, etc. Examples of types of physical controls are the classification of
zones in rooms, installing locks and gates, fire and flood prevention, temperature
regulators, back-up systems (e.g. UPS).
Organizational controls provide a context in which the system of physical and logical
controls can work. They also support the realization of all security goals. Examples of
types of organizational controls are the definition of security policies (e.g., rules and
regulations, procedures, guidelines), defining (security) roles of employees (e.g.,
managers, IT users, system owners, developers, auditors, security officers),
implementing segregation of duties (in business and IT), continuity planning (e.g., data,
software and facility backup).
Logical controls prevent or limit damage from acts that are of logical nature, like
unauthorized access, mistakes, fraud, etc. Examples of types of logical controls are
authentication and authorization controls (e.g., username and passwords input,
keycards, iris and fingerprint checks), hash totals, encryption, security certificates
compliancy, installing virus protection.

Security controls can also be categorized by the time they are to be implemented (Overbeek et
al., 2000):
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•
•
•
•

Preventive measures prevent risks from occurring.
Repressive measures reduce disturbances of reliability aspects of information assets
that have been caused by risks when the risks have not been adequately prevented
from occurring.
Detective measures can detect risks before occurring and should be implemented
combined with preventive or repressive measures in order to be effective.
Corrective measures focus on restoring damage to objects that have been caused by
disturbances due to risks.

Figure 2.3 provides a schematic overview of information security, thereby taking the different
perspectives on security controls and the reliability aspects of information assets into account.
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Figure 2.3 – Schematic overview of information security3

2.4.4

Risk Monitoring

The final step in the management of risk is risk monitoring. This stage involves monitoring and
controlling of the implemented measures. Risk monitoring is a supplementary layer in the cycle
to safeguard the IT environment. Security controls are measured and evaluated to determine if
the expectations, described in the risk analysis stage, are met. Some form of risk can still
remain after the security controls have been implemented. These risks are called residual risks
and should be formally classified as being “unacceptable” or “acceptable”. Unacceptable risks
should be dealt with and additional or modified controls should need to be implemented in order
to keep the organization protected against exposure to hazardous risks.

2.5

Risk Management and Decision-Making

This chapter provided a description of the term risk and a general overview of risk management.
An important outcome of risk management is that it should lead to the implementation of
appropriate security measures to control potential risks. The selection of security controls is
based on the analysis of risks. Management assesses risk analysis reports and subsequently
3

This information security cube is based on the model of Bautz
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decides on what security measures to implement in order to mitigate risks; risks that in their
eyes pose the most danger (i.e., risks with the highest levels of danger) will attain high priorities.
However, making decisions is still quite a complex process as it is highly influenced by a
number of factors. Risk analysis reports that derive from risk management have the purpose to
heighten the awareness and sensitivity of managers to the risks involved; they do not have to
form final judgements. The next chapter shall address these factors that influence decisionmaking and several decision-making models will be presented.
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3

RISKY DECISION-MAKING

This chapter shall examine the factors that affect risky decision-making. I will also review some
well-known decision-making models that are related to risky behaviour. Several models of
decision-making have been published over the years. Like all theoretic models, it is important to
make a distinction between normative models and descriptive models. Normative models of
decision-making are models that explain how rational actors would behave if they followed
certain requirements of decision-making. Descriptive models of decision-making, however,
describe how decision-makers actually make decisions. I will now review some of these models
of decision-making that are commonly accepted, starting with a normative model called the
Expected Utility Theory.

3.1

Expected Utility Theory

The expected utility theory originated in 1738 when Bernoulli proposed a resolution of the “St.
Petersburg Paradox”. In the St. Petersburg game people were asked how much money they
would pay in a game with the following rules: (1) a coin, with on one side Heads and on the
other side Tails, is tossed until it lands on Tails, and (2) if Tails comes up on the first toss the
player is paid two guilders, four guilders if Tails first comes up on the second toss, eight guilders
if Tails appears on the third toss, and so on.
Consequently, the expected monetary value of this game is

∑ (2
n

n

×

1
) = infinite.
2n

However, the people who were asked to answer the posed question were not willing to pay a lot
of money to play the game and therefore were not pricing it in terms of its expected monetary
value. Bernoulli argued that they estimated it in terms of the utility of monetary outcomes; the
value for additional money declined with wealth. In 1947 Von Neumann and Morgenstern
published a theory that was based on Bernoulli’s observation of a declining marginal utility that
is now referred to as expected utility theory. Although “expected utility theory” is usually referred
to the theory developed by von Neumann and Morgenstern, it actually is a name for the
classical theory including its extensions that have been described (e.g., Savage, 1954; Luce,
1959) in order to complete the original theory. In this model the decision-maker chooses
between risky or uncertain prospects by comparing their expected utility values, i.e., the
weighted sums obtained by adding the utility values of outcomes multiplied by their respective
probabilities. Decision-makers are assumed to have complete information about the
probabilities and consequences. They are also assumed to understand this information and to
be able to calculate the advantages and disadvantages of every alternative in order to make the
decision that yields maximum expected utility. One of the main purposes of this normative
theory is to provide an explicit set of axioms that underlie rational decision-making. Plous (1993)
distinguishes the following six principles that underlie most formulations of expected utility
theory:
•
•
•
•
•
•

Ordering of alternatives. Rational decision-makers should be able to compare any two
alternatives. They should either prefer one alternative to the other, or they should be
indifferent to them.
Dominance. Rational actors should never make a decision that are “dominated” by
other decisions, that is, decision-makers should never make a decision which yields
worse outcomes in all aspects compared to another decision.
Cancellation. A choice between two alternatives should depend only on those
outcomes that differ, not on outcomes that are the same for both alternatives.
Transitivity. If a rational decision-maker prefers outcome A to outcome B, and outcome
B to outcome C, then that person should prefer outcome A to outcome C.
Continuity. For any set of outcomes, a decision-maker should always prefer a gamble
between the best and worst outcome to a sure intermediate outcome if the odds of the
best outcome are good enough.
Invariance. A decision-maker should not be affected by the way alternatives are
presented.
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3.2

Criticism

The expected utility theory is not always applicable though. Numerous scholars have criticized it
and extended it with additional theories. The Allais paradox is a famous example of a flaw in the
classical theory. In 1953 Allais published a paper that showed how sometimes the cancellation
principle could be violated. Another well-known violation of the cancellation principle was
discovered by Daniel Ellsberg (1961). In 1954 Savage developed the subjective expected utility
theory as a variation on the classical expected utility theory. This theory allowed for subjective
probabilities of outcome as opposed to classical expected utility theory which was based on
objective probabilities, i.e., the relative frequency. The violation of the transitivity principle has
also been remarked by several authors. Plous (1993) mentions that intransitivity can occur
when decisions are made based on a decision rule that consists of two different dimensions that
increase in small steps and are inversely related. In 1969 Tversky published a study in which
one third of the experimental participants also behaved intransitively.

3.3

Descriptive Models

As the expected utility theory is a model that explains how decision-makers would behave if
certain assumptions are met, it is not very useful to describe how decision-makers actually
behave. In order to fill this gap many decision theorists conceptualized theoretic descriptive
models, of which some will be reviewed now.
3.3.1

Prospect Theory

One of the most widely accepted alternatives to expected utility theory is “prospect theory”,
proposed by Kahneman and Tversky (1979). This theory differs in many aspects from the
classical theory. First of all, prospect theory refers to “value”, instead of “utility”. Whereas utility
is commonly defined only in terms of net wealth, value is defined in terms of gains and losses.
Additionally, the value function for gains is different than the value function for losses. The value
function for losses is convex and relatively steeper than the value function for gains which is
concave. The total value function will therefore be S-shaped (see Figure 3.1). This asymmetry is
called loss aversion (Quattrone and Tversky, 1988) and the underlying idea is basically that a
loss of a certain amount of money is felt much stronger than when that same amount is gained.
In a bargaining and negotiation situation, for example, a party may view its own concessions as
losses that weigh more heavily than the gains achieved by the concessions of the opposition
(Quattrone and Tversky, 1988). Another effect of loss aversion is the so-called endowment
effect. This effect means that a loss of personal belongings or endowments are felt more
strongly than equivalent gains.
Prospect theory also differs from expected utility theory as it includes a factor of problem
framing. Prospect theory is based on the prediction of preferences that depend on how a
problem is framed. If the reference point (often the status quo) is defined in such a way that an
outcome is a loss, then the value function will be convex and the decision-maker will tend to
behave risky seeking. However, if the reference point is defined in a way that an outcome is a
gain, then the value function will be concave and the decision-maker will tend to act risk
aversely. In the next paragraph this behaviour will be explained in terms of changes in risk
perception. The following pair of problems, adapted from an experiment by Kahneman and
Tversky (1979), exemplifies this risky behaviour. Problem 1 addresses decision-making in a
positively framed situation and Problem 2 addresses a negatively framed situation:
Problem 1. In addition to whatever you own, you have been given $1000. You are now
asked to choose between Alternative A and Alternative B.
Alternative A: A 50 percent chance of gaining $1000
Alternative B: A sure gain of $500
In the experiment conducted by Kahneman and Tversky, 84 percent of the respondents chose
Alternative B. This behaviour can be explained by looking at the shape of the gain function in
prospect theory. The value function rises more from $0 to $500 than from $500 to $1000. The
first $500 is valued more than the second $500 and according to prospect theory should an
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even wager for the second $500 therefore not be accepted. In terms of risk perception,
Alternative A leads to a higher level of perceived risk. The next problem illustrates risky
behaviour under negative problem framing:
Problem 2. In addition to whatever you own, you have been given $2000. You are now
asked to choose between Alternative C and Alternative D.
Alternative C: A 50 percent chance of losing $1000
Alternative D: A sure loss of $500

Value

In the same experiment conducted by Kahneman and Tversky, nearly 70 percent of the
respondents chose Alternative C. This behaviour can be explained by looking at the shape of
the loss function in prospect theory. The loss function indicates that more value will be lost from
$0 to $500 than from $500 to $1000 and according to prospect theory should Alternative D
(which leads to a higher level of perceived risk) therefore not be chosen.

Gains

Value

Losses

Figure 3.1 – Hypothetical value function in prospect theory

Another important difference between prospect theory and expected utility theory is the way
prospect theory deals with the probabilities attached to outcomes. Prospect theory suggests
that small probabilities are often over weighed (e.g., the popularity of lottery tickets) and high
probabilities are often under weighed (e.g., insurance premiums) by decision-makers. Whereas,
in classical expected utility probabilities are assumed to be exactly weighed as the numerical
value for the probability prescribes.
The certainty effect (Tversky and Kahneman, 1981) in prospect theory suggests that if, for
instance, decision-makers have the choice to mitigate a risk by reducing the probability p of that
risk to probability p/2, or to eliminate a risk by reducing probability p/2 to 0, they have the
tendency to choose the second alternative, that is to eliminate the risk. Even though the
probability has been reduced by the same amount, in both cases, people still prefer the more
certain option. Close related to the certainty effect is the pseudo-certainty effect (Tversky and
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Kahneman, 1981). The only difference is that certainty in this effect is apparent or seeming
rather than real.
3.3.2

Satisficing

In 1956 Simon suggested that people rather focus on satisfying their needs than on optimizing
their utilities. This implies that decision-makers make decisions that satisfy their most important
needs, even though these decisions may not be optimal or ideal. Plous (1993) gave an example
of this behaviour in an apartment rental context. According to Plous, people tend to search for
an alternative that satisfies certain needs (e.g., price, location, space, safety, and so on). They
do not conduct an extensive research on all available apartments and in the end choose the
apartment that has the highest overall utility.
3.3.3

Regret Theory

The regret theory is quite similar to prospect theory. It is based on the evaluation of alternatives
compared to a reference point other than the status quo. Sometimes, decision-makers are likely
to compare the value of their decisions to what might have happened if they had chosen
another option. Consider the same alternatives that have been addressed in Problem 1.
Alternative A: A 50 percent chance of gaining $1000
Alternative B: A sure gain of $500
According to regret theory the same alternative as in prospect theory (Alternative B) would have
been chosen. However, regret theory gives another reason for this choice. By adding the regret
variable, regret theory suggests that a person chooses the sure alternative to avoid any regret
they would feel if he or she won nothing.
3.3.4

Multi-attribute Choice

In many choice situations, however, the outcomes cannot be scaled along a single metric. A lot
of choice situations include multiple attributes that affect decision quality. In situations when
trade-offs must be made and people are faced with simple choices between two alternatives,
decision-makers may rely upon compensatory strategies. These strategies trade off low values
on one dimension against high values on another. Three kinds of compensatory strategies can
be distinguished: the linear model, the additive difference model, and the ideal point model
(Plous, 1993):
•
•
•

Linear model. In a linear model each dimension is weighed according to its
importance, and the weighted values are summed to form an overall index of value.
Additive difference model. In an additive difference model, each dimension is
evaluated across alternatives and only the differences among alternatives are weighted
and summed together.
Ideal point model. In the ideal point model a decision-maker has a view on what an
ideal alternative should look like. The actual alternatives are then evaluated in terms of
how far they are from the ideal on each dimension.

In more complex choice situations which are not appropriate for trade-offs, a decision-maker
can rely upon so-called non-compensatory strategies. Four kinds of non-compensatory
strategies can be distinguished (Hogarth, 1987; Plous, 1993): the conjunctive rule, the
disjunctive rule, the lexicographic strategy, and elimination-by-aspects:
•
•
•

Conjunctive rule. The conjunctive rule contains the elimination of all alternatives that
do not meet the certain predefined requirements.
Distinctive rule. When using the distinctive rule, a decision-maker evaluates an
alternative in terms of its best attribute, not considering the values of other aspects of
the alternative.
Lexicographic strategy. The lexicographic strategy consists of the identification of the
most important aspects for comparison and choosing the most attractive alternative on
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•

this aspect. If more than one alternative remains, the remaining alternatives are
compared on the next most important aspect.
Elimination-by-aspects (Tversky, 1972). This strategy is essentially a probabilistic
variation of the lexicographic strategy.

In addition, people are, however, often confronted with options that are quite equally assessed.
When decision-makers are faced with two equally valued alternatives, they tend to choose the
alternative that is, according to the decision-maker, superior on the more important dimension
(Slovic, 1975).
3.3.5

Attribution Theory

In 1967 Harold Kelley introduced the first concept of the attribution theory. This theory was
proposed as a normative theory, but it was also suggested as a descriptive model. Attribution
theory is a psychological model which offers explanations for the causes of outcomes and
actions. According to this theory, people in general explain their course (or someone else’s
course) of action in terms of three possible causes: (1) the person – something about the
individual in question may have caused the behaviour; (2) the entity – some stable
characteristic of the situation may have caused the behaviour; or (3) the time – something about
the particular occasion may have caused the behaviour. The determination of the attribution that
has most effect on the behaviour is based on three sources of information: (1) consensus, the
level of similarity to other people’s behaviour in the same situation; (2) distinctiveness, the level
of similar behaviour induced in other situations; and (3) consistency, the number of the same
occurrences happening. However, this theory is not always applicable. In some situations
people have the tendency to ignore consensus information, in others, they may overattribute
behaviour to dispositional (personal) factors, such as motives, abilities, and traits, and
underestimate the influence of situational (entity) factors. The latter imprecision is called “the
fundamental attribution error”, referring to the fact that people may judge dispositional factors
completely wrong.

3.4

Risk and Decision-Making

Having reviewed some widely adopted decision-making models, the next step to take is to
examine the exact relationships between the effects of risks on decision-making. In past
research three categories of factors that influence decision-makers in the decision-making
process when exhibiting risky behaviour were distinguished (Sitkin and Pablo, 1992; Botterill
and Mazur, 2004): characteristics of an individual decision-maker, characteristics of the
organizational context, and characteristics of the risk itself. It was commonly accepted that
these characteristics had a direct effect on risk behaviour. In 1992, however, Sitkin and Pablo
described a reformulated model reconceptualising the determinants of risky behaviour, implying
that these previously proposed factors had an indirect effect on risk behaviour. As the previous
presented models explain risky behaviour in terms of value (prospect theory), level of
satisfaction (satisficing), level of regret (regret theory), the importance of dimensions (multiattribute), this model provides alternative explanations in terms of perception levels and
propensity levels for the risky decisions made. In this alternative model they introduced risk
propensity and risk perception as the general two mediating roles that affect risky behaviour
directly (see Figure 3.2). This risk behaviour model shall now be described in more detail as it
forms the fundamentals for my research.
3.4.1

Risk Behaviour

Risk behaviour can be regarded as decision-making behaviour in risky contexts. It is
characterized as the degree of risk associated with the decisions made for a specific context
(Sitkin and Pablo, 1992). Examples of research in decision-making in risky contexts are, for
instance: the decision to continue a software development project based on risk assessment
reports involving project software failure risks (Keil et al., 2000); the decision to compete in the
last car race of the season involving, business, personal, financial, and physical risks (Sitkin and
Weingart, 1995); deciding to make the ‘perfect’ transfer connection in a commuting context
(Weber and Milliman, 1997); the “game show problem” which addresses the effect of simple
probability problems on decision-making (Vos Savant, 1990).
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Figure 3.2 – Determinants of risk behaviour4

3.4.2

The Mediating Role of Risk Propensity

In literature concerning risk propensity three main movements can be distinguished (Nicholson
et al., 2005). The first movement relates to the notion that a person’s risk propensity is relatively
inconsistent across different domains, such as finance, recreational activities, health, social,
ethical, career, and prestige. In addition, to this domain effects, this theme relates to prospect
theory. Prospect theory predicts that decision-makers will be risk averse when they perceive
themselves in a domain of gain, and risk seeking when in a domain of loss. In other words, an
individual will in some circumstances have the tendency to take risks and in other
circumstances avoid risks. The second movement focuses on risk propensity as it is mainly
shaped by psychological factors and especially personality traits (sensation-seeking). This
implies that individuals have consistent risk propensity tendencies across various situations.
The third and more recent movement suggests that risk propensity is influenced by both domain
characteristics and personality traits. Risk propensity here is commonly described as the
general tendency of a decision-maker either to take or to avoid risks (Kogan and Wallach, 1964;
Harnett and Cummings, 1980; Sitkin and Pablo, 1992). It is conceptualized as an individual trait
that can change over time and thus is an emergent property of a decision-maker (Sitkin and
Weingart, 1995). Work in this area showed that individual preferences for risk could remain
stable while risk propensity varied across various contexts. Decision-makers make decisions
based on their level of perceived risks and their general preferences for risk-taking. A decision-

4

Adapted from Sitkin and Pablo (1992)
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maker can be risk-seeking, risk-neutral or risk-averse. Table 3.1 shows the differences between
the two most extreme risk propensity categories: risk-averse and risk-seeking.

Figure 3.3 – Graphical representation of risk propensity5

Overbeek et al. (2000), presented an interesting risk propensity model which described the
relationship between risks, expressed in terms of expected annual losses, an organization
expects and the annual costs of implementing security controls. The annual loss expectancy
(ALE) is based on the quantitative analysis of damages to an organization as a result of
potential risks and consists of:
•
•

Direct damage to, for example, employees, hardware, software, data, and buildings.
Indirect damage, or consequential loss, for example, disturbance of the execution of
business processes, legal violations, loss of competitive advantage, and damage to
image.

After having quantified the annual losses an organization expects, it defines which loss
expectancy estimates are acceptable and which are unacceptable. An organization may also
define a range of loss expectancy estimates that lies between acceptable and unacceptable
estimates. This range of estimates does not pose a fatal threat to an organization, yet, the
losses in this range can cause a significant disturbance of the execution of business processes.
In order to reduce the expected losses, an organization must mitigate the risks that pose a
considerable threat by implementing security controls. The general relationship between the
costs of implementing security controls and the annual loss expectancy is graphically
represented in Figure 3.3. Additionally, the model implies that an organization is characterized
as risk-neutral if its annual investments in security controls equal the annual expected losses. If
an organization accepts a risk level that is as high as reasonably possible, it is characterized as
risk-seeking. An organization that invests as much as reasonably possible in security controls is
characterized as risk-averse. Additionally, three factors affect decision-making indirectly through
the mechanism of risk propensity: risk preferences, inertia, and outcome history.
Risk Preferences
According to Sitkin and Pablo (1992) Individuals exhibit stable preference differences in whether
they prefer or contempt risks for a specific context. Risk preferences can be described as the
5

Adapted form Overbeek et al. (2000)
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character trait of being attracted or repelled by risks (Weber and Milliman, 1997). Weber and
Milliman also suggest that this factor is a stable personality trait. In an experiment they
conducted, concerning a stock investment task, investors’ risk perceptions and stock selections
of the same stocks were different in a series of decisions in which they lost money than in a
series in which they made money, implying that the change in risky behaviour was only
influenced by changes of the perception of the risks.
Inertia
Decision-makers will often continue to utilize processes and criteria they have used in the past.
Individuals who have been risk-seeking in the past will continue to exhibit risk-seeking
behaviour and previously risk-averse decision-makers tend to continue being cautious (Sitkin
and Pablo, 1992); decision-makers will exhibit inertia in their risk propensity over time.
Outcome History
Outcome history is defined as the degree to which the decision-maker believes that previous
risk-related decisions have resulted in successful or unsuccessful outcomes (Sitkin and
Weingart, 1995). Decision-makers can associate outcome history with their behaviour.
Successful risk-seeking decision-makers will become increasingly risk seeking, whereas
successful risk-averse decision-makers will become increasingly risk averse. In line with this
thinking, Sitkin and Pablo (1992) presented a parallel proposition related to unsuccessful
outcomes. They believed that if positive feedback reinforced successful decision-makers then
negative feedback should lead to an increasing effect on the variation of their risk taking
strategies.

Components of Risk

Risk Averter Requires

Low maximum loss
Low stakes, commitment
Magnitude of Potential Loss Low variability in payoffs
More information on losses
More control over losses

Chances of Potential Loss

Exposure to Potential Loss

Low chance of loss
Familiar environment
Few uncertain events
More information on chances
More control over uncertain events
Low uncertainty

Risk Seeker Accepts
Higher maximum loss
Higher stakes, commitment
Higher variability in payoffs
Less information on losses
Less control on losses
Higher chance of loss
Unfamiliar environment
Many uncertain events
Less information on chances
Less control over uncertain events
Higher uncertainty

Low exposure

Higher exposure

Shared responsibility

Sole responsibility

More information on exposure

Less information on exposure

More control over exposure

Less control over exposure

Control by self
Control by others
Contingency plans
No contingency plans
Other Risk Components
Consensus
Conflict
Exit from risky situations
Participation in risky situations
Table 3.1 – Characteristics of risk averters and risk seekers6

3.4.3

The Mediating Role of Risk Perception

A decision-maker’s assessment of the risk inherent in a situation is called the risk perception of
the decision-maker (Sitkin and Pablo, 1992). It is defined in terms of probabilistic estimates of
the degree of situational uncertainty, how controllable that uncertainty is, and confidence in
6

Adapted from MacCrimmon and Wehrung (1986)
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those estimates (Baird and Thomas, 1985; Bettman, 1973). A decision-maker’s risk perception
in a specific context is a function of both the potential magnitude of a loss occurring as well as
the probability of such a loss should it take place (Keil et al., 2000). The following factors that
consist of organizational and problem-related characteristics affect decision-making indirectly
through the mechanism of risk perception: problem framing, top management team
homogeneity, social influence, problem domain familiarity, and organizational control systems.
Furthermore, is it important to include risk propensity as an influential determinant of risk
perception.
Risk propensity
A risk-seeking individual is more likely to focus on and weigh positive outcomes and thus will
have a tendency to overestimate the probability of gain relative to the probability of loss
(Brockhaus, 1980; Vlek and Stallen, 1980; March and Shapira, 1987). A risk-averse individual
on the other hand will focus on and weigh positive outcomes and thus, tend to overestimate the
probability of loss relative to the probability of gain (Schneider and Lopes, 1986).
Problem Framing
Problem framing refers to whether a situation is presented to a decision-maker as an
opportunity or a threat (Sitkin and Pablo, 1992; Sitkin and Weingart, 1995). Framing effects
occur when choices with the same expected values are presented in ways that bring forth
different decision-making behaviour (Kahneman and Tversky, 1979, 1981). It is important to
make a distinction in these framing effects between the technical aspects of the presentation of
problems, the current conditions (status quo) the decision-maker is in and the emphasis on the
consequences of the risk.
•

Technical aspects
Research has shown that the ordering of questions or words in questions can have a
significant effect on how individuals respond. In addition, the exact wording of questions
may also influence decision-making. For instance, consider the following choice:
Alternative A: A 100 percent chance of losing $50
Alternative B: A 25 percent chance of losing $200, and a 75 percent of losing nothing.
Decision-makers tend to respond differently to the previous choice than to the choice,
presented below, which has been formulated as an insurance premium:
Alternative A: A 100 percent chance of losing $50 to be protected against the potential
loss of $200
Alternative B: A 25 percent chance of losing $200, and a 75 percent of losing nothing.

•

Current circumstances (norms, habits, and characteristics of the decision-maker)
Decision-makers in favourable circumstances will perceive positively framed situations
as involving higher risk than is normatively appropriate, because they believe that they
have much to lose. Negatively framed situations will be perceived as involving a level of
risk that is lower than normatively appropriate, because these situations give the
decisions makers the belief that there is little to lose. This mechanism shows the same
results as the results predicted by prospect theory.

•

Emphasis on consequences (formulation of the problem)
An individual decision-maker will perceive negatively framed consequences (where
potential losses are emphasized) as involving higher risk than is normatively
appropriate, and positively framed consequences (where potential gains are
emphasized) will be perceived as involving a level of risk that is below a normatively
acceptable limit (Sitkin and Pablo, 1992).
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Top Management Team Homogeneity
Group decision-making contexts also affect decision quality (Sitkin and Pablo, 1992). Many
members of decision-making groups are likely to be affected by group decision-making
mechanisms when they are to make decisions in an individual context. Top management team
(TMT) homogeneity can narrow the range of risk perceptions of its individual members. These
members will exhibit risk perceptions that are extreme and similar to the homogeneous team
they belong to.
Social Influence
People are social by nature and are therefore subject to social influences. Individuals often rely
on the information they gather from others and have the tendency to evaluate and compare
their performance with others close to them in opinions and abilities; this behaviour refers to the
social comparison theory (Festinger, 1954). In addition, two powerful sources of social influence
are an organization’s culture and its leaders (Schein, 1985). Individual decision-makers in
organizations with moderate cultural risk values tend to perceive risk slower but more accurately
than decision-makers in organizations with extreme cultural risk values (i.e., with a clear favour
for risk seeking or risk aversion). Individuals also have the tendency to perceive and act
differently when they share responsibility on the outcome (of risks). This phenomenon is called
social loafing (Latané et al., 1979). Furthermore, decision-makers’ risk perceptions will be
consistent with the risk-related role models provided by their leaders (Sitkin and Pablo, 1992);
they tend to conform to them. Thus, risk perceptions of decision-makers in organizations are
often influenced by the beliefs of the regarding organizations and its leaders.
Problem Domain Familiarity
The familiarity that results from increased levels of past experience in a given problem domain
can affect risk perceptions independent of what outcomes history resulted. A lack of experience
can result in incorrect assessments and assumptions. In shaping their risk perception,
individuals with limited experience may rely more on information that is available for them; the
vividness of information can also play an important role in this process. Sitkin and Pablo (1992)
argue that a certain heuristic is responsible for this phenomenon, namely the availability
heuristic, which has been first addressed by Tversky and Kahneman (1973). This heuristic will
be discussed in more detail later in this chapter. A high level of experience, on the other hand,
can result in an underestimation of the actual risks due to overconfidence. Decision-makers with
moderate levels of domain familiarity, therefore, will estimate risks more accurately than
decision-makers with low or high levels of domain familiarity (Sitkin and Pablo, 1992).
Organizational Control Systems
Organizational control systems can promote perceptions of either high or low risk in a given
situation because what they reward and punish focuses attention on different aspects of the
decision-making process (Sitkin and Pablo, 1992). For example, process controls in
organizations focus on the ongoing behaviour without regard for the outcomes of that
behaviour, whereas, outcome controls are punishment and reward oriented. This implies that an
increasing emphasis on process controls will lead to a lower level of perceived risks by a
decision-maker. similarly, an increasing emphasis on outcome controls will lead to a higher level
of perceived risks.
3.4.4

Context Dependency

The reconceptualised model shows that research on decision-making is very contextdependent. Decision-makers do not interpret and perceive material in isolation, but rather
perceive it in light of the context in which it takes place. The contexts in which problems are
situated can affect perceptions differently, even when stimuli are similar across the different
situations. Conclusions that are drawn after the adoption of the model, therefore, cannot be
logically applied to every situation. For instance, the observation made by Keil et al. (2000) that
undergraduate business students’ risk perception tend to be more influenced by the magnitude
of a potential threat, does not necessarily have to apply to every situation and context. As this
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observation was concluded in an IS project context, involving the decision to continue or to
discontinue a software project, it does not have to be applicable to, for example, a context that
involves business continuity and “real” managers (although, there is evidence that business
students can be good surrogates for managers in research). Plous (1993) provided four
categories of context effects that influence decision-making:
•
•

•

•

3.5

Contrast effect. This effect describes the phenomenon of contrasting perceptions
shaped by two similar stimuli. For example, when people initially have lifted a heavy
weight, they subsequently rate relatively light weights as lighter than they actually are.
Primacy effect. This effect implies that first impressions are the most important
impressions. For example, people who read that another person is envious, stubborn,
critical, impulsive, industrious, and intelligent, believe that that person is very envious;
on the other hand, people who read that someone is intelligent, industrious, impulsive,
critical, stubborn, and envious, have a strong feeling that he/she is very intelligent.
Recency effect. This effect is quite similar to the primacy effect and involves the level of
perception based on different sequential situations. The regency effect can explain why
the first presentation of a sequence of presentations may influence people more than
the second presentation and why sometimes the second presentation has more
influence.
Halo effect. The halo effect implies that independent variables can be perceived highly
correlated. For example, army superiors may have the tendency to assign highly
correlated values to characteristics such as physique, intelligence, leadership, and
character, when they are asked to describe their superiors in these terms.

Heuristic and Biases

In uncertain situations that involve complicated judgements or decisions, people often rely upon
heuristics. The term “heuristic” is defined by the Oxford dictionary as follows: “… proceeding to
a solution by trial and error or by rules that are only loosely defined.” Heuristics in a risk
perception and decision-making context usually refer to the latter part of this definition that is the
loose definition part. People do not always calculate the probability of a risk or use objective
instruments like decision trees. This is especially the case with particular events which have
never occurred or which occur rarely. The advantage of using heuristics is that they reduce
effort and time required to make reasonable judgments and decisions. However, the use of
heuristics can also often lead to systematic biases (i.e., deviations from normatively derived
answers). In the following sections, I will give additional attention to the most important
heuristics which have been recognized in literature and have a significant relation with shaping
risk perceptions; the heuristics that primarily arise due to a lack of statistical knowledge will be
omitted.
3.5.1

Representativeness Heuristic

Representativeness is used to assess the probability that A resembles B. For example, in a
study conducted by Tversky and Kahneman (1982) people were given the information that
Linda was a 31 year old, single, outspoken, and very bright woman who had a major in
philosophy and was deeply concerned with issues of discrimination and social justice, and also
participated in anti-nuclear demonstrations. After reading this information subjects were asked
what alternative was most likely to fit Linda’s description. Ninety percent of the respondents felt
Linda was more a bank teller and an activist in a feminist movement than only a bank teller. The
underlying idea for this behaviour is that people feel that the more specific option (bank teller
and feminist) is more probable than the more general event (bank teller). According to Tversky
and Kahneman, specific scenarios appear more likely than general ones because they are more
representative of how we imagine particular events. Therefore, specific risk scenarios may have
different effects on risk perception than general risk scenarios have. Other representativeness
heuristics that can result in biases are for instance, “the law of small numbers” (Tversky and
Kahneman, 1971, 1972; Gilovich et al., 1985), the ignorance of base rates, and non-regressive
prediction (Kahneman and Tversky, 1973).
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3.5.2

Availability Heuristic

The availability heuristic refers to the ease of recollecting. Tversky and Kahneman (1974)
believe that “decision-makers assess the frequency of a class or the probability of an event by
the ease with which instances or occurrences can be brought to mind.” People tend to believe
that events are more probable if they can recall an incidence of its occurrence. For instance,
most people overestimate the probability that a person will be killed by a shark attack. They
believe that it is more probable that someone will be killed by a shark attack than by falling
aeroplane parts, which is statistically not correct (Newsweek, 1990); the chance that you get
killed by falling coconuts is also larger than the chance of getting killed by a shark (New
Scientist, 2002). Relatively much media coverage containing shark attacks and popular movies
about sharks (e.g., the Jaws series) are the cause of this ease of recollection. Factors that may
influence this ease are an individual’s capabilities to visualize and to imagine instances of an
event and the vividness of information. Hence, risk perception will be largely shaped by the
ease of recollecting other available risks.
3.5.3

Anchoring and Adjustments

The adjustment from an anchor heuristic involves calculating outcomes from information
provided as a starting point. This heuristic implies that decision-makers may adjust insufficiently
from an original starting value, the “anchor” (Tversky and Kahneman, 1974). A good example,
provided by Plous (1993) in a reader survey, was the question to estimate how thick a piece of
paper would be if it were folded in on itself 100 times. Given the fact that a piece of paper is
approximately 0,1 millimetres thick (the anchor), most people would not give estimates larger
than a few metres. The correct answer, however, is in the region of 1,27 x 1023 kilometres. In
relation to shaping risk perception, the accuracy of the perception of risks may vary if an
individual is asked to take the time factor in account when estimating damage values as a result
of a risk spreading over time.
3.5.4

Affect Heuristic

Cognitive and social researches have shown that people make use of two basic modes of
thinking: experiential and analytic. It is therefore important to bear in mind that the factors that
are presented previously that influence the mediating role of risk perception, are often affected
not only by analytical thinking but also by experiential thinking. Decision-makers use an effect
heuristic to make judgements. That is, representations of objects and events in people’s minds
are tagged to varying degrees with affect (Finucane et al., 2000). This affect heuristic is part of
the experiential system (Epstein, 1994) and implies that decision-makers not only base their
perceptions on what they think about a risk in a specific context, but also on what they feel
about it (Slovic et al., 2002). The evaluability principle is close related to the affect heuristic and
asserts that the weight of a stimulus attribute in an evaluative judgement or choice is
proportional to the ease or precision with which the value of that attribute (Slovic et al., 2002;
Hsee, 1995, 1996, 1998). An affective meaning influences the ability of a decision-maker to use
information in judgement and decision-making.

3.6

Effects of Risk Perception and Risk Propensity on Decision-Making

There have been two studies that I am aware of, which have examined the effects of both risk
perception and risk propensity on decision-making (Sitkin and Weingart, 1995; Keil et al., 2000).
Sitkin and Weingart (1995) have reported on two studies that examined the effects of outcome
history and problem framing on decision-making behaviour via the mediating roles of risk
propensity and risk perception. Both studies were examined in a racing context. In the first study
the manipulated variable was outcome history and it showed that its effects on decision-making
flowed from outcome history to risk propensity to risk perception and eventually from risk
perception to decision-making. In the second study the manipulated variable was problem
framing, which illustrated that problem framing can have both a direct and an indirect effect (via
the mediating role of risk perception) on decision-making.
In 2000, Keil et al. reported on a research on risk perception, risk propensity and decisionmaking within an IS project context. The purpose of this research was: (1) to investigate the
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relative influence of risk propensity and risk perception on decision-making within an IS project
context, and (2) to examine the relative contribution of two factors that shape risk perception:
the magnitude of the potential loss and the probability that a loss will occur. Two key
conclusions surfaced from this study: (1) an individual decision-maker’s motivation to continue a
risky IS project appeared to be influenced more by risk perception than the natural risk
propensity of the individual, which is consistent with the study reported by Sitkin and Weingart
(1995), and (2) an individual decision-maker’s risk perception appears to be shaped more by
the perceived impact of the potential loss than the actual probability of failure occurring.
3.6.1

The More Salient Factor

As we look at the formula that represents risk level (Risk = Probability x Impact), the product
formula may imply that an individual decision-maker’s risk perception is based on the final
outcome of this product. While professional risk reports often include all three units of the
formula, and classify its reported risks by the value of risk levels, this does not mean by default
that this way of classification is the same approach a decision-maker would make when
perceiving a risk. As mentioned before, many decision-makers are more likely to be faced with
multi-attribute choices (Plous, 1993) rather than decisions that consist of a single metric factor.
In these cases they usually rely upon compensatory or non-compensatory strategies. The
product formula that characterizes risk level generally includes the dimensions probability and
impact. The reconceptualised model of Sitkin and Pablo (1992) implies that decision-making is
largely affected by the risk perception of the individual concerned with the decisions to make
(see Figure 3.2). Thus, in terms of mitigating and eliminating risks, it is possible that the
probability and the impact component are not equally valued in the minds of decision-makers.
For instance, if a decision-maker has to decide which risk is the most urgent one to deal with,
based on risk assessment devices, he or she may first determine (subconsciously) which
component has a larger effect on his or her risk perception. In the study conducted by Keil et al.
(2000) one important key finding that emerged was that the risk perception of an individual
decision-makers in an IS project context was more likely to be shaped by the impact of a
potential loss occurring rather than the actual probability of the risk. It showed empirical
evidence that some influential risk perception aspects (in risk reports) may have a bigger effect
on risk perception than others. This conclusion supports the observation made by March and
Shapira (1987) that managers’ risk perceptions are more shaped by the impact of potential loss
as opposed to the probability that a loss shall occur. This behaviour looks similar to the
appliance of the linear model, mentioned by Plous (1993), which links dimensions to relevancy
weights, with the exception in mind that providing a dimension with a weight, in perceiving a
risk, may occur subconsciously.
3.6.2

Consistency and Inconsistency

Summarizing, two aspects of individuals are largely influential on risky decision-making: the risk
propensity and the risk perception of individual decision-makers. Risk propensity involves the
general tendency of a decision-maker either to take or to avoid risks and risk perception
consists of a decision-maker’s assessment of the risk inherent in a situation.
So, what exactly is the relation between these two mediating factors and decision-making?
Considering risk propensity as an influential factor, it is valid to believe that a risk-averse
individual is more likely to avoid risky decisions than a risk-seeking individual, who is more likely
to make risky decisions. However, as risk perception also plays an important role in risky
behaviour, this assumption only is applicable when the influence of risk propensity is measured
in isolation, treating risk perception as a constant factor. Preceding research has shown,
though, that risk perception is a far more influential factor on decision-making than risk
propensity is (Keil et al., 2000; Sitkin and Weingart, 1995; Weber and Milliman, 1997). However,
as the relative influences on decision-making of the two mediating risk factors have not been
examined in an e-Government context yet, it remains interesting to further investigate the
relationships between perception of risk, risk propensity and risky decision-making. Elaborating
on research conducted by Keil et al., I will further examine the relative contribution of the
magnitude factor and the probability factor of risk in risk assessment reports that shape risk
perception. Furthermore, I will investigate the exact effects of these influential factors on
decision-making. Consider, for instance, that an individual is asked to make a decision
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concerning the reduction of a potential risk and that the perception of risk of that individual is
largely shaped by the magnitude factor of that potential risk. Does this imply that he or she is
likely to make a decision that involves mitigating that risk in terms of reducing the magnitude of
the risk? In other words, is the individual’s attitude towards a fundamental characteristic of a
potential risk consistent with his or her subsequent behaviour? In addition, whether a significant
relationship exists between risk propensity and decision-making concerning magnitude-reducing
and probability-reducing measures shall also be examined.
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4

E-GOVERNMENT

In chapter 3 I explained the importance of contextual characteristics on decision-making. The
reconceptualised risk behaviour model of Sitkin and Pablo (1992) shows that, for instance,
organizational and social attributes contribute largely to shaping the perception of risk.
Additionally, individual risk propensity can vary dramatically from one situation to another
(Kogan and Wallach, 1964; MacCrimmon and Wehrung, 1986). This chapter examines the
contextual environment regarding my research, namely an e-Government environment. As
detailed traits within individual e-Governments still can differ, I will provide a general overview of
the notion of e-Government, containing common definitions and concepts. I will also present a
list of security breaches that may occur to this type of environment. For a list of organizational
characteristics of non-profit organization in general, see Appendices B and C.

4.1

Defining E-Government

Before defining the information security risks that are present in an e-Government environment
it is important to obtain a basic understanding of the notion of e-Government. Numerous
persons have described and/or defined the concepts of e-Government. For instance, David
McClure, an Associate Director of the U.S. General Accounting Office, testified about his views
on e-Government before the U.S. Congress (McClure, 2000): “Electronic government refers to
government’s use of technology, particularly web-based Internet applications to enhance the
access to and delivery of government information and service to citizens, business partners,
employees, other agencies, and government entities. It has the potential to help build better
relationships between government and the public by making interaction with citizens smoother,
easier, and more efficient. Indeed, government agencies report using electronic commerce to
improve core business operations and deliver information and services faster, cheaper, and to
wider groups of customers.” An early definition of e-Government provided by Kaylor et al.
(2001) was as follows: “e-Government is taken to be the ability for citizens to communicate
and/or interact with the city via the Internet in any way more sophisticated than a simple email
letter to the generic city (or Webmaster) or e-mail address provided at the site.” The United
Nations (UN) and the American Society for Public Administration (ASPA) (2002) defined eGovernment as “utilizing the Internet and the World-Wide-Web for delivering government
information and services to citizens.” The Organisation for Economic Co-operation and
Development (OECD, 2003) described e-Government as “the use of ICTs, and particularly the
Internet, as a tool to achieve better government.” Another recent definition of e-Government
was provided by Lambrinoudakis et al. (2003): “the term reflecting the use of ICT in public
administration in an attempt to ease access to governmental information and services for
citizens, businesses, and government agencies.”
All these definitions and descriptions have in common that they reflect that e-Government is
about providing information and delivering transactional capabilities to its users. However, these
new services provided by governments differ in detail, implementation difficulty and complexity
level. E-Government is a very detailed concept, which cannot be easily described in a definition.
Therefore, e-government is more often illustrated as a growth model; it can be seen as a
process with a number of stages of a growth model. Numerous authors have presented a
growth model for e-Government. The UN/ASPA (2002) distinguish five stages of e-Government:
(1) emerging, in this stage an official government presence has been established online; (2)
enhanced, the amount of information has increased at government sites and the sites have
become more dynamic; (3) interactive, users can download e-mail officials, forms, and interact
via the Internet; (4) transactional, users can pay for transactions online; and (5) full integration
of services across administrative boundaries. Moon (2002) defined the following stages of eGovernment: (1) simple information dissemination (one-way communication); (2) two-way
communication (request and response); (3) service and financial transactions; (4) integration
(horizontal and vertical integration); and (5) political participation. Layne and Lee (2001) posited
a four stage growth model: (1) cataloguing, focusing on the establishment of an online
presence; (2) transaction, focusing on citizens’ electronic transactions; (3) vertical integration,
connecting different functions or services of government; and (4) horizontal integration,
integration across different functions and services.
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These studies focus in general on the level of detail of two interrelated aspects of the Internet
websites: the technological complexity and the degree of service delivery. They address to what
extent services are provided and the number of services offered online. Furthermore, they
illustrate the shift from street-level bureaucracies to system-level bureaucracies. Street-level
bureaucracies are public servants who have direct contact with citizens and system-level
bureaucracies are the information systems that have replaced street-level bureaucracies
through automation of their decision-making process (Reddick, 2005). Another detailed
description of the growth model of e-Government was provided by the National Audit Office
(2002). They described a five-stage model, which is a good representation of the evolutionary
stages of e-Government:
1. A basic site holds electronic versions of the agency's major print documents for public
consumption (sometimes dismissively called 'brochure-ware'). It gives basic information
about the agency, or serves as an on-line advertising hoarding. Contact with the agency
is by phone or mail, not e-mail. Site users cannot download forms or accomplish
anything substantial on-line. The site has few pages.
2. Electronic publishing occurs when the agency develops its external Web site to be an
important element of its overall communications strategy. The site becomes extensive,
with many hundreds or thousands of pages, and the agency begins to put a substantial
part of its information on-line, but in a linear, one-track fashion that has to be followed in
the same way by all users. Citizens or firms can download forms to fill in and post back,
but cannot do on-line submissions. The agency supports modest forms of e-mail
contacts. But the external Web site still does not link in any significant way with the
agency's back-office systems.
3. Interactive e-publishing is reached when users can personalise in a useful way how
the site works for them via effective search tools. For instance, users can specify their
address or postcode and see only relevant local information, culled from the agency's
databases. The agency's external Web site links extensively to at least some backoffice systems. All the agency's forms are downloadable, and some can be submitted
on-line also. Extensive e-mail contacting of officials is encouraged and responses are
timely and well-organised. Perhaps there are e-mail alerting services to let users know
about new Web content. The agency also has a full or partial Intranet (a closed private
network operating in a Web-like manner). All staff are routinely trained on how
information is presented on the Web site and can answer questions from the public
about it.
4. A Transactional Web-site exists when users can accomplish specific dealings with the
agency on-line. Users can authenticate themselves to the agency and register their
identities reliably. They can then undertake a complete transaction with the agency online, for instance, making secure payments for a service, fee, fine or tax. There are two
levels of sophistication for such a transaction. One-off transactions, in which the system
does not use prior information about the user, are simplest - for instance, paying council
tax via a local authority Web site using a Girobank facility. In more complex applications
users can interrogate the agency's databases at various levels of security, for instance,
to track the progress of an application they have made, or to bid for a contract. The
most difficult applications would let users manage their own 'account' or file with the
agency, covering a whole set of dealings - similar to Internet banking and demanding
high security. At this stage users can download and submit all forms on-line (although
there may still be stages like issuing ID numbers or collecting signatures which are
carried out via the mail). The external Web site links fully to most of the agency's backoffice systems. The agency has a full Intranet for internal staff, linked to the Web site. It
may also have an 'extranet' which offers many of the same facilities to outside
organisations which work closely with the agency, for instance, other government
agencies or contractors.
5. Joined-up e-governance is achieved when public sector Web sites can facilitate 'onestop shop' services on-line for citizens. Sites provide transparent access not just to the
agency where people have logged on, but across central government agencies as a
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whole. Where necessary they also connect with other fields or tiers of government,
especially regional and local governments. Users can see their own files or accounts,
and manage their relationships with the agency wholly via the Internet (and e-mail).
Many agency processes use 'zero touch technologies', where transactions do not
require any active intervention by a human employee to be accomplished. Agencies
carefully research, analyse and anticipate the needs of their users, for instance by
alerting them proactively to opportunities for them to improve their welfare or to meet
given deadlines (so-called 'zero stop shops').
The previous sections described the general notion of e-Government. However, what are the
main reasons for the upcoming of e-Government? A survey, conducted by Deloitte in 2004
(published in April, 2005), provides good insight into the answering of this question. According
to this survey, that investigated the status of e-Citizenship and e-Government within local
governments among European cities, the most important reasons participating cities gave for
introducing e-Government were:
•
•
•
•
•
•
•
•

User demands to upgrade services (79%)
Streamlining internal organisation (61%)
Raising productivity (60%)
Improving performance (59%)
Reducing costs for city, citizens, trade and industry (51%)
Internal cost reduction (50%)
An established e-Government policy (48%)
Putting relevant e-Government legislation in place (25%)

The list shows that the most important reason for implementing e-Government initiatives is user
demand. This indicates that the very existence of e-Government is significantly related to the
level of user interaction. In order to maintain and increase user involvement with e-Government
services, government management should ensure a high level of confidence and trust among
all users (Dridi et al., 2001). With regards to information security, this means that adequate
information security measures should be implemented to prevent loss in user satisfaction.

4.2

Differences in Security Concepts between E-Government and ECommerce

The increase of e-Commerce in the past years has resulted in many security approaches in the
commercial sector. As these models include the same aspects as those appearing in eGovernments, it may seem that these methods may also be adapted for e-Government. From a
technical point of view this assumption is quite valid, as not a big difference exists between eGovernment and e-Commerce solutions in this context. However, from more abstract
perspectives (regarding strategies, judicial factors, and processes) these private sector
approaches may have different implications on security issues. Wimmer and Bredow (2002)
argue that the difference between e-Government and e-Commerce concerning security aspects
increases as the organizational layers get more abstract. They categorized the following
abstraction layers: strategic issues, process issues, interaction issues, and technical issues.
Figure 4.1 displays a graphical representation of this demarcating issue. The most important
distinguishing factor between e-Government and e-Commerce, on a strategic level, is the
difference in core business/governmental objectives. The objectives of public administrations
concern the well-being of society, organized living together, etc. These objectives regarding the
quality of life are well reflected in their governmental processes and in extensive laws and legal
norms. On the other hand, the objectives of e-businesses mainly consist of making profit and
obtaining larger market share. Furthermore, data and information manipulated within an eGovernment process contains a much higher level of sensitivity than in a commercial
environment. Contrary to e-Commerce, e-Government does not always lend itself to process
standardization and optimization like commercial business, which are most of the time based on
cost reduction and benefit increase, as governmental processes involve more parties which
may have conflicting interests. Additionally, commercial organizations are mainly oriented
towards bi-directional business interaction, involving the organization and its clients. This type of
interaction consists of business-to-consumer (b2c) and business-to-business (b2b) transactions.
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On the other hand, governmental interaction consists of government-to-citizen (g2c),
government-to-business (g2b), and government-to-government (g2g) transactions. This
categorization makes clear that governmental transactions concern a wider range of people. As
commercial businesses generally only deal with a subset of the population, governments have
to deal with everyone, thereby reckoning with more specific and individual security
requirements. On a technical level, data and information protection is quite similar in both
sectors. Information in e-Commerce is as vulnerable as in e-Government as they both have to
deal with the same types of technical malfunctions and security breaches.

Figure 4.1 – Demarcating e-Government from e-Commerce7

Summarizing, information security threats to e-Governments and e-Commerce are practically
the same from a technical perspective. The differences in security concepts between these
types of e-sectors are situated at more abstract layers. This implies that the spread of effects of
information security breaches are different (i.e., the indirect consequences are dissimilar). For
example, governments have to protect their (information) assets from espionage attacks and
terrorist intrusions, involving the security of human beings, an activity which businesses are far
less concerned with. Additionally, governments generally have to deal with highly sensitive
information regarding the population, whereas, businesses are more concerned with the
protection of organizational assets and client information. A breach of security around, for
instance, tax declarations, adoption records, passport information, and speed fines in the public
sector, has a different impact on the involved parties than when strategic plans, quantity and
cost price information of products, and financial data become available for competitors in the
commercial sector. In addition, as a result of this differentiation, the focus on security controls
and the practical implementation of these controls also differ.

4.3

Information Security Risks

The previous paragraph points out that information is one of the most essential assets in eGovernment. A survey, conducted by the Department of Trade and Industry in the United
Kingdom and PricewaterhouseCoopers in 2004, provided a list of the most common types of
information security breaches in the UK. Although the subjects of the survey are UK
businesses, it still presents a reasonable impression of information security breaches that can
occur at governments in general. As described in the previous paragraph, the technical sources
of threats do not vary a lot between e-Government and e-Commerce; the significant differences
lie in the impact of security breaches. These security breaches have the potential to damage
one or more reliability aspects of information, as defined in the BS7799 standard which has
been presented in chapter 2. Overbeek et al. (2000) provided an overview of characteristics and
threats related to each reliability aspect of information. This overview is presented in Table 4.1
and offers a good insight in the relation between information security breaches and actual
damage. The list of information security breaches will be presented below.

7

Adapted from Wimmer and Bredow (2002)
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Aspect
Confidentiality

Characteristic

Threat
Disclosure
Misuse
Correctness
Alteration
Integrity
Completeness
Removal
Addition
Validity
Obsolescence
Authenticity
Forgery
Non-repudiation
Repudiation
Timely
Delay
Availability
Continuity
System failure
Table 4.1 – Reliability aspects of information and related characteristics threats8
Exclusivity

Viruses infection and disruptive software
A lot of malicious programs nowadays exist. In the internetworked era, we now live in, e-mail is
the most commonly used medium to transport these kinds of programs. The most well-known
example of a malicious code is a (computer)virus. Therefore, the term virus is often used as a
collective term for all malicious programs. There are, however, significant differences between
the several programs. A virus is a program that has the intention to replicate itself on a
computer. In order to activate a virus it needs to be triggered by another program (the host).
After the so-called incubation time it can subsequently perform harm to the computer it resides
on and all connected systems. It can, for instance, unwilling destroy data. A Trojan horse is a
program that implies not to be harmful, but in fact, performs damaging operations, such as
opening a network port, thereby increasing the vulnerability for security attacks of the system.
The difference between a virus and a Trojan horse is that a Trojan horse does not intent to
replicate itself. A worm operates like a virus. It does not, however, need a host in order to be
activated. Spyware is software that, as the name indicates, spies on your computer. It can, for
example, retrieve all available e-mail addresses or web browsing data and send this information
unwillingly to third parties. Unsolicited e-mail is called Spam mail and is for many only a
nuisance. For others, the volume of spam has grown to unacceptable levels. Phishing on the
Internet refers to deceiving individuals and organizations by ways of pretending to be someone
or to belong to a particular organization. The deceiver can in this way retrieve valuable
information which is not meant for him. A hoax is an e-mail message which contains faulty
information, such as the rise of a new computervirus. Furthermore, these messages often
impose the receiver to send the e-mail to all related contacts, resulting in an increase in network
activity. Another threat that results in larger network activity is a denial-of-service attack. This
attack involves the sending of a huge amount of data in a short period of time to a single
address. Because of this sudden increase in network activity, a denial-of-service attack
eventually causes a website (or another type of information system) to be inaccessible.
Staff misuse of information systems
Staff misuse of information systems involves the excessive use of an organization’s information
system within the technical capability the staff possesses. This misuse includes access to
inappropriate web-sites, such as pornographic sites or sites containing discriminating texts, and
sending excessive personal e-mail. Another type of misuse of information systems is accessing
another person’s e-mail account or gaining unauthorized access to systems or data. These
access violations often are the result of mere guesses of passwords.
Unauthorized access by outsiders (including hacking attempts)
As more businesses and governments connect to the Internet, they present to be a potential
victim to outsiders, such as hackers, who can break into their networks. Hackers often attempt
to probe Internet gateways or web-sites in order to detect any weaknesses in them, such as
open ports. If hackers see opportunity to penetrate into unauthorized networks, it can lead to
unauthorized disclosure or theft of confidential information. With a growing adoption rate of

8

Adapted from Overbeek et al. (2000)
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wireless technology, these violations, nowadays, not only concern wired networks, but wireless
ones as well.
Theft or fraud involving computers
Physical theft of computer equipment is one of the most occurring incidents in this category.
Thieves’ intentions for this type of theft, however, generally do not involve obtaining confidential
information; they are rather about stealing hardware that can be resold. Other types of theft in
this category are financial fraud or theft using computer systems and telecommunications fraud,
wiretapping, and eavesdropping. These kinds of incidents may damage the integrity and
confidentiality aspects of information.
Systems failure or data corruption
This type of security breach mainly leads to information systems becoming unavailable for use.
System failures or data corruption are primarily the cause of one of the following incidents:
•
•
•
•
•
•
•

Power supply failure
Environmental control failure
Hardware failure
Software bugs
Sabotage
Network overload
Human error
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5

HYPOTHESES

Before formulating hypotheses I will first recapitulate my findings obtained from literature review,
as presented in chapters 2 through 4.

5.1

Literature Review

The literature review summarizes chapter 2 through chapter 4 of this thesis. The review consists
of the following subjects: management of IT risk, risk and decision-making, and finally, eGovernment.
Management of IT Risk
Risk is defined as the net negative impact of the exercise of vulnerability, considering both the
probability and the impact of occurrence. To control risks in an adequate way organizations rely
upon risk management methods. In general two types of risk management methods can be
distinguished which differ in level of detail and complexity: standard and extensive approaches.
The extensive risk management approach in general consists of the following processes: risk
identification, risk analysis, risk-reducing measures, and risk monitoring. At the risk identification
stage IT risks are identified at the application level, the organizational level, and the
interorganizational level. During the risk analysis process risks are valued and evaluated. This
evaluation can be done quantitatively or qualitatively. Having analyzed the significant IT risks an
organization should decide next how to deal with these risks. It can decide to avoid, reduce,
share, or accept the risks. Subsequently, risk-reducing measures are implemented to mitigate
the identified risks that pose a significant threat to the organization. Security measures can be
categorized in physical, logical, or organizational controls. Finally, the implemented measures
should be monitored and controlled to determine whether they function effectively.
Risk and Decision-Making
Several decision-making models have been acknowledged in literature. These can be
categorized in normative models, which explain how rational actors would behave if they
followed certain requirements of decision-making, and descriptive models, which describe how
decision-makers actually behave. The Expected Utility Theory is one of the most famous
normative decision-making models which is based on the assumption that a decision-maker
compares expected utility outcomes instead of monetary outcomes if (s)he has to choose
between risky prospects. However, due to a lot of criticism on the validity of this model many
descriptive alternatives to the Expected Utility Theory have been developed; the Prospect
Theory is one of the most widely accepted alternatives. More recent studies have shown that
two risk factors have a significant effect on risky decision-making: risk propensity, the general
tendency to either to take or avoid risks, and risk perception, the assessment of risk inherent in
a situation. However, in uncertain situations that involve complicated judgements or decisions,
people often rely upon heuristics.
E-Government
E-Government is about providing information and delivering transactional capabilities to its
users. It is often illustrated as a growth model. The adopted model in this thesis consists of the
following stages: (1) basic site, (2) electronic publishing, (3) interactive e-publishing, (4)
transactional website, and finally (5) joined-up e-governance. Information is one of the most
valuable and sensitive assets at e-governments. Therefore, protecting information assets is an
essential process at these types of organizations. Protecting information assets specifically
means safeguarding the following reliability aspects of information: confidentiality, integrity, and
availability. Furthermore, the five most common information security risks are: virus infection
and disruptive software, staff misuse of information systems, unauthorized access by outsiders,
theft or fraud involving computers, and system failure or data corruption.
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5.2

Research Model

Following the recapitulation of literature review, I will propose several hypotheses, derived from
the literature review.

Mediating Risk Behaviour
Components

Risk Perception Shaping Factors

Managerial Decision-Making

Risk Propensity
4

Magnitude of
Potential Damage

Risk Reducing
Measures

3
1, 2

Risk Assessment

2
1, 2

Risk Perception

1, 2
Probability of
Information Security
Breaches Occuring

Figure 5.1 – Detailed research model

Hypotheses
Based on the review of literature and the research questions, I posed in chapter 1, four
hypotheses have been formulated. The underlying research model is shown in Figure 5.1.
The first objective is to determine whether a risk component (probability or magnitude) as
presented in risk assessment reports, has the larger effect on shaping risk perception. Previous
research (March and Shapira, 1987; Keil et al., 2000) has indicated that each of the two risk
components (magnitude and probability) does not deliver an equal contribution to shaping risk
perception. The research conducted by March and Shapira (1987) provides evidence that in
shaping risk perception, managers in general are more influenced by the magnitude
component. Keil et al. (2000) refined this observation by investigating the relative influences of
both risk components in an IS project context. However, as these findings were not investigated
in an e-Government context concerning information security, no scientifically informed
prediction can be stated. Therefore the following hypothesis is formulated:
H1: The percentage of managerial decision-makers whose risk perceptions are more
shaped by the probability component of risk does not significantly differ from the
percentage of managerial decision-makers whose risk perception are more shaped by
the magnitude component of risk.
The second objective is to provide more insight into the relationship between the more
influential risk component that shapes risk perception and the tendency to either take
magnitude-reducing measures or probability-reducing measures of managerial decisionmakers. It may seem evident that an individual, whose risk perception is more shaped by the
magnitude component, also has the tendency to take magnitude-reducing measures. However,
to date, there is little research on predicting the tendency to take either type of risk reducing
measures from the more influential risk component that shapes risk perception. Thus, therefore,
there is a general hypothesis as follows:
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H2: There will be no significant relationship between an individual managerial decisionmaker’s more influential risk component in shaping risk perception and the tendency to
either take magnitude-reducing measures or to take probability-reducing measures.
The third objective is to provide more insight into the relationship between risk propensity and
risk perception. The characteristics of risk-seekers and risk-averters, provided by MacCrimmon
and Wehrung (1986), suggest that risk-averters require low maximum loss and low chances of
loss. Additionally, they suggest that risk-seekers accept higher maximum loss and higher
chances of loss. Taken these characteristics into account it is hypothesized that:
H3: There will be a positive relationship between risk propensity and the highest
acceptable overall risk level in the risk perception of managerial decision-makers.
The final objective of the research is to determine whether a significant relationship exists
between risk propensity and a managerial decision-maker’s tendency to either take magnitudereducing measures or probability-reducing measures. As stated in chapter 3, risk propensity is
generally defined as “the tendency of a decision-maker either to take or to avoid risks” (Kogan
and Wallach, 1964; Harnett and Cummings, 1980; Sitkin and Pablo, 1992). It could be implied
from this definition that in general, risk-seeking decision-makers have a larger tendency to take
risks than risk-averse decision-makers have. Similarly, in general, risk-averse decision-makers
are more likely to avoid risks than risk-seeking decision-makers are. In order to avoid risks as
much as possible, the probability component of risk should be reduced, as only reducing the
magnitude component does not change the chance of the risk occurring and thereby does not
change the chance of avoiding the risk. Therefore the following hypothesis is formulated:
H4: Risk-averse managerial decision-makers are more likely to take probabilityreducing measures than risk-neutral and risk-seeking managerial decision-makers are.
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6

RESEARCH STRATEGIES

In the previous chapters my literature findings were presented. These findings provided me the
basis that is needed in order to conceptualize my empirical research. I have chosen to conduct
the empirical investigation by adapting a mix of two well-known research strategies: survey
research and experiment. Each strategy is characterized by certain aspects and has its
advantages and disadvantages. Three central trade-offs are essential for deciding on a
research strategy (Verschuren and Doorewaard, 1999): depth – breadth, qualitative –
quantitative, and empirical – desk research. Survey research and experimental research can
both be qualified as quantitative research. I will now discuss the two chosen strategies
separately, thereby presenting their effectiveness, characteristics, advantages, and
disadvantages. The experiment strategy will be discussed first.

6.1

Experiment

An experiment is most suitable for assessing effects of changes in situations or processes. The
subject group must at least be divided into two groups of which one group receives special
treatment (intervention) and the other receives a dissimilar treatment (or no treatment at all).
Subsequently, the differences in performance are compared between the two groups. An
experiment is characterized by:
1. The formation of (at least) two groups, an experimental group and a control group;
2. A random assignment of participants or research objects to either group. This is called
randomising;
3. The researcher determines (and not the people being examined) which group is
subjected to the intervention and what happens further within the groups;
4. The researcher makes sure that there are as few outside influences as possible;
5. In addition to an ex-post measurement, an ex-ante measurement is carried out before
the intervention takes place.
The biggest advantage of conducting experiments is the high degree of internal validity. This
advantage emphasizes the main reason for using this research strategy in this thesis. Internal
validity is defined by Yin (1992) as “establishing a causal relationship, whereby certain
conditions are shown to lead to other conditions, as distinguished from spurious relationships.”
However, a potential problem is the external validity of the results produced by experiments.
External validity is defined by Yin (1992) as “establishing the domain to which a study's findings
can be generalized.” Experiments cannot guarantee that outcomes are always representative
for daily ways of life.

6.2

Survey

The general objective of a survey research is to gain an overall picture of a comprehensive
phenomenon spread over a period of space and time (Verschuren and Doorewaard, 1999). A
survey is characterized by:
1.
2.
3.
4.
5.
6.

large numbers of research units;
labour extensive data generation;
more breadth than depth;
a random sample;
quantitative data and analysis;
preferably remote, closed data generation.

A big advantage of using a survey is the large size of its scope. Not only, does the large number
of research units provide the researcher with a wide overview on the subject matter, resulting in
general valid statements, it also enables the determination of statistic relationships. A
consequent practical advantage is that many methodological handbooks and software programs
exist that describe in detail how the results of this type of research can be processed. This
standardization benefits both the researcher and third parties, including clients, as it eases the
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verification of research methods and outcomes. An important disadvantage of surveys to reckon
with, however, are limitations regarding depth and knowledge. In order to obtain a complete
overview of the research object that can be generalized, surveys usually lack depth.
Additionally, a lot of prior knowledge on the subject is needed in order to design a proper
measurement instrument, such as a questionnaire. Compared to other research methods, a
survey is relatively inflexible. Once, for instance, a questionnaire has been designed and
distributed it is very difficult to anticipate exceptional circumstances.

6.3

Research Concept

I will now discuss the adopted research strategy in more detail, thereby paying more attention to
the substantive design. In addition, variations in the research conditions (characteristics) will be
presented and the adopted measures to limit the disadvantages each research strategy
embodies will also be discussed.
Although the adopted research strategy is a combination of a survey and an experiment, it still
primarily consists of a survey research. First, as an online survey has been designed for the
research, control over outside influences is minimal. Second, while two different questionnaires
have been designed, they have not really been designed in a way to enable intervention or to
manipulate the participants. The only difference between the two versions of the survey is that
one group has to decide on the more influential risk component in relatively low risk levels and
the other group has to decide on the more influential risk component in relatively high risk
levels. The reason for this division is that if all participants had to decide on both low and high
risk levels it could lead up to biased answers. The more influential risk component in a
participant’s perception may differ between different levels of risk and asking a participant to
judge risk levels in both domains stimulates repetitive responses of the same answer. For
example, if a participant responds that the more influential risk component in low-level risks is
the magnitude-component, then (s)he is also very likely to provide the same answer with highlevel risks, even if (s)he believes something else. Finally, to prevent test effects, effects that
occur due to ex-ante measurement influences, no ex-ante measurement has been carried out.
The characteristics of an experiment have been applied in the following way:
1. Two groups have been formed, a group that has to decide on the more influential risk
component in relatively low risk levels and a group that has to decide on the more
influential risk component in relatively high risk levels;
2. Randomising has been applied;
3. Determining which group is exposed to relatively high risk levels and which group is
exposed to relatively low risk levels is done by the researcher;
4. Control over outside influences is minimal;
5. No ex-ante measurement is carried out.
As a lack of external validity proves to be the biggest disadvantage of an experimental research,
my research also includes this shortcoming. According to the risk model of Sitkin and Pablo
(1992) many factors, such as organizational and social factors, have significant influences on
risk perception, risk propensity, and indirectly on decision-making. Since, these factors have not
been modelled in the research the results should be interpreted with caution. Furthermore,
since my research has been designed to measure risk factors and decision-making in an eGovernment environment, concerning information security, the findings should not be
generalized beyond this context.
The survey part of the adopted research strategy will now be discussed in more detail. As the
research units consist of large entities, namely local governments, the number of research units
need to be at least 40 units (Verschuren and Doorewaard, 1999). In order to obtain
representative responses I have opted to include subjects that have affinity for risk-taking in an
e-Government environment. The included subjects are practiced ICT managers (or persons with
similar job positions) at local governments. The used tool for data generation is an online survey
tool designed by Deloitte, called Invision SurveyWeb. Because of time limits and the difficulty of
collecting contact details and subsequently finding persons willing to participate in my research,
no random sample has been drawn; my objective, therefore, is to include as much research
units as possible for the research. Furthermore, to analyze the quantitative results, SPSS and
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Excel software have been used. Summarized, the characteristics of an experiment have been
applied in the following way:
1. As the research units consist of large entities, the number of research units shall be at
least 40 units;
2. Labour extensive data generation via an online survey tool;
3. More breadth than depth;
4. No random sample;
5. Quantitative data and analysis;
6. Remote closed data generation.
A disadvantage of a survey is that it requires a lot of prior knowledge on the subject in order to
design a proper measurement instrument. To be able to cope with this disadvantage an
intensive literature research has been carried out, which has been presented in chapters 2 to 4,
before a questionnaire has been designed. The questionnaire design shall now be described in
more detail.

6.4

Questionnaire Design

Since the subject group of this research includes both Dutch and other European participants, a
Dutch version and an English version of the questionnaire have been developed. The
questionnaire has been divided into three sections. The first section measures the overall risk
propensity of the subject. The second section opens with a case concerning a fictional local
government that is about to launch an advanced transactional government website.
Subsequently, the following aspects of the subjects are measured subject in the context as
provided in the case: the highest acceptable overall risk level, the more influential risk
component in shaping risk perception, and the general tendency to either take magnitudereducing measures or probability-reducing measure. The final section has been designed to
provide insight into the backgrounds of the respondents. Moreover, this background information
may also reveal additional factors that explain the responses of the subjects.
Section 1: Risk Propensity (questions 1.1 to 1.12)
The primary objective of my research is to examine whether a significant relationship exists
between the more influential risk component that shapes risk perception and the type of risk
reducing measures a decision-maker is likely to take. However, there are several reasons for
including risk propensity as a mediating factor in my research model. First, as the existence of a
significant relationship between the more influential risk component that shapes risk perception
and the type of risk reducing measures a decision-maker tends to take has not been proved yet,
I have applied the original risk model by Sitkin and Pablo (1992) and have included a risk
propensity measurement instrument to determine whether a significant relationship between risk
propensity and the type of risk reducing measures a decision-maker tends to take exists.
Although results of prior research have shown that risk propensity does not have a significant
effect on decision-making (Keil et al., 2000; Sitkin and Weingart, 1995), it still remains unclear
whether risk propensity also plays an insignificant role in the context of this research. Finally, as
the highest acceptable risk level may differ between individuals, it is also interesting to
investigate whether a significant relationship between the highest acceptable level of perceived
risk and risk propensity exists.
In literature numerous risk propensity measurement instruments are acknowledged, such as the
Business Risk Propensity Scale (Sitkin and Weingart, 1995) which determines risk propensity in
a business context; the Choice Dilemma Questionnaire (Kogan and Wallach, 1964) measures
risk taking propensity by obtaining probability for twelve everyday life situations; the Risk
Attitudes Scales (Rohrmann, 2002) is divided into four self-administered questionnaires. A
combination of the risk scenario and risk propensity questionnaires are recommended to
determine risk propensity (Harrison et al., 2005). They elicit risk propensity by presenting
participants with real-life dilemmas that cover several risk domains and by asking the
participants to rate their own risk propensity across these domains and in comparison to others;
the Zuckerman-Kuhlman Personality Questionnaire (Zuckerman et al., 1993) is developed to
investigate the role of personality factors on risk taking behaviour; the Risk Propensity Scale
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(Nicholson et al., 2005) assess area of everyday life experiences in which most people would
potentially be exposed to risk. These instruments are based on one of the three risk propensity
themes, which have been mentioned in chapter 3: risk propensity influenced by (1) domain
characteristics; (2) by personality traits; (3) or by domain characteristics as well as personality
traits. As most of these listed instruments have proved themselves to be quite reliable for
measuring general risk propensity across multiple domains, such as health, finance, recreation,
career, safety, and social domains, none of them have been specifically developed to measure
risk propensity in an ICT security context. Adapting the instruments by ways of implementing
ICT security scenarios could provide the solution. For example, Keil et al. (2000) based their
risk propensity model on the original Choice Dilemma Questionnaire (CDQ) developed by
Kogan and Wallach (1964) to measure risk propensities in an IS project context. This instrument
was semi-projective as it asked participants to advise the central characters in the developed
scenarios.
As there is strong evidence that the risk propensity of an individual decision-maker largely
depends on the situational context (s)he is positioned in (MacCrimmon and Wehrung, 1986;
Kogan and Wallach, 1964; Weber and Milliman), my first concept of the risk propensity
measurement instrument was adapted to an e-Government context concerning information
security risks. This concept was based on the investigation conducted by Keil et al. (2000).
Consequently, the questionnaire design was also influenced by the original CDQ developed by
Kogan and Wallach (1964) and consisted of five scenarios that described situations involving a
choice dilemma between a risky and safe course of action. Each of the scenarios described a
different e-Government stage and a different potential information security risk. Participants
were in this concept asked to indicate the probability of success sufficient for them to select the
risky alternative, from 1 in 10 to 10 in 10.
However, this CDQ concept embodied several complications. First, there were some difficulties
concerning the format of the questions. The degree of personal involvement during the role
playing exercise might have been unclear, as it was based on the assumption that a participant
would give the central character described in the scenario the same advice they would give
themselves if they were in the same circumstance (Okun, 1976). Additionally, the CDQ’s
probability statements were unrealistic in the sense that they forced participants to make a
definite judgement involving a probability of success when in real-life individuals are not always
aware of actual probability scores when making a risky decision. Gartner (2002) also addressed
this problem by arguing that quantitative IT security data is unreliable. Another complication
which concerned the format which might have caused difficulties in the correctness of the
responses was the formulation of the questions and scales. In my CDQ concept concerning the
prevention of information security breaches, participants were asked to reckon with three factors
when answering the questions:
•
•
•

they should check the lowest probability;
they should check the lowest probability they would find acceptable;
they should check the lowest probability they would find acceptable that the information
security breach in the scenario would not occur.

While testing this early design of my risk propensity instrument (on several EDP auditors) I
noticed that this framing of the questions caused a significant amount of problems. The test
subjects had to read the scenarios and questions several times in order to understand the
contexts correctly.
The second problem I encountered was the size of the risk propensity measurement instrument.
To measure risk propensity in an information security context five scenarios were developed.
Each scenario described a (local) governmental situation in which one of the five most common
information security risks posed a threat. As the questionnaire also included other measurement
instruments, the length of this design (it would take approximately 30 minutes to fill in the
complete questionnaire) could cause problems in acquiring responses.
A solution for the format problems was to apply the risk propensity instruments developed by
Rohrmann (2002). To specifically measure an individual’s risk propensity Rohrmann designed
two measurement instruments, which should be combined to elicit risk propensity: the Risk
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Propensity Questionnaire (RPS) and the Risk Situation Questionnaire (RSQ). The RPS asked
participants to rate their own risk propensity across the risk domains physical, financial, health,
and social using a scale that ranged from “0” (extremely low) to “10” (extremely high). Next, the
participants were asked to rate their own risk propensity in comparison to others by marking on
a scale between “0” (I’m much less willing to accept risks) and “10” (I’m much more willing to
take risks). The RPS instrument asked the participants to imagine they were the person
described in the scenarios, thereby avoiding a lack of personal involvement. Furthermore, the
scales used in both instruments were a lot more comprehensible as they did not include any
probability components or complex wording constructions. As this concept solved the
mentioned format problems, it did not, however, reduce the size of the questionnaire. In fact, it
increased as it contained both the RPS and the RSQ.
In search for a new risk propensity measurement instrument I came across the risk propensity
model designed by Overbeek et al. (2000), which had been described in chapter 3. In the risk
propensity concept based on the model constructed by Overbeek et al., participants were asked
to choose between three alternatives concerning investments in security controls. A participant
was characterized as risk-neutral if he chose to investment an amount of money which equalled
the annual expected losses of his organization; a participant was characterized as risk-seeking
if he chose to investment an amount of money which was less than the annual expected losses
of his organization; a participant that chose to invest as much as reasonably possible in security
controls was characterized as risk-averse. As this design was a lot smaller in size compared to
the CDQ concept, it did not, however, measure an individual’s risk propensity correctly. Asking
participants to indicate how much money they would spend in proportion to the expected losses
caused by risks would rather measure the participant’s willingness to sustain losses than his or
her intrinsic risk propensity.
Summarized, all these risk propensity measurement instruments proved to be not fully
appropriate for my research for various reasons. I came to the conclusion that in order to design
a perfect risk propensity measurement instrument for the context of this study it would take a
huge amount of extra time and effort. Consequently, designing this new instrument would
become a dominant activity in the research. However, as measuring an individual decisionmaker’s risk propensity was not the primary objective of this study I decided to apply the more
generic risk propensity measurement instrument, developed by Nicholson et al. (2005). This
instrument will be presented in the following section.
The risk propensity measurement instrument designed by Nicholson et al. (2005) supports the
idea that risk propensity has a domain-general aspect, underpinned by stable personality
dispositions. This Risk Taking Index includes a scale that asks participants about their current
and past risk behaviour in different domains. There is, however, a slight difference between the
Dutch version of the questionnaire and the English version. In the English version questions 1.5
and 1.11 include “city cycling without a helmet” as an example of a safety risk. This example
has been changed into “motorcycling without a helmet” in the Dutch version, because it is very
common in The Netherlands to ride a bicycle without a helmet on, which makes it hardly a
safety risk.
Section 2: Case – EGOV in ALEA (questions 2.1 to 2.14)
Participants are first asked to read over a case that concerns an e-Government project, named
“EGOV” at a fictional local government called “Alea”. In the case the participants are told that
Alea has upgraded its current basic government website (stage 1 of the e-Government growth
model) to a transactional website (stage 4 of the e-Government growth model). They are also
told that the new website has not yet been made on-line available for users (these consist of
citizens, businesses, and other governments) as the decision to make the website on-line
available for users depends largely on overall risk assessment results. This risk assessment
reviews EGOV’s overall vulnerability to information security breaches, which affect the
information reliability aspects as defined by the BS 7799 standard (confidentiality, integrity, and
availability). Furthermore, it is based on the analysis of the main risk components, namely
magnitude and probability. The first component is called “PROBABILITY OF INFORMATION
SECURITY BREACHES OCCURRING”. The second component is called “MAGNITUDE OF
POTENTIAL DAMAGE” and is the level of damage to users’ trust and confidence in e-
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Government services ALEA will experience. The reason for defining the magnitude component
in terms of damage to user trust and confidence is that user trust and confidence in eGovernment services are the main factors that determine the success of e-Government,
according to Dridi et al. (2001). Additionally, following Gartner’s criticism (2002) on reliable
quantitative IT security data, the ratings for the probability component have been qualitatively
defined. The classifications of both components are presented in Table 6.1 and Table 6.2. Note
that the wording of these classifications is exactly the same for both risk components. This is
done to avoid the participant to make a distinction between the two risk components based on
the formulation of the components. A description of the measurements in this section will follow
next.
VERY
LOW
LOW
HIGH
VERY
HIGH

The effect of information security breaches on the level of trust and confidence results in a
negligible decrease in the level of user interaction with e-Government services at ALEA.
The effect of information security breaches on the level of trust and confidence results in a
small decrease in the level of user interaction with e-Government services at ALEA.
The effect of information security breaches on the level of trust and confidence results in a
large decrease in the level of user interaction with e-Government services at ALEA.
The effect of information security breaches on the level of trust and confidence results in
an extreme decrease in the level of user interaction with e-Government services at ALEA.
Table 6.1 – Classification of the magnitude of risk component

VERY
LOW

It is a not likely that information security breaches will occur.

LOW

There is a small probability that information security breaches will occur.

HIGH

There is a large probability that information security breaches will occur.

VERY
HIGH

It is expected that information security breaches will occur.
Table 6.2 – Classification of the probability of risk component

Question 2.1

VERY HIGH

A4

B4

C4

D4

HIGH

A3

B3

C3

D3

PROBABILITY OF INFORMATION SECURITY BREACHES OCCURRING
VERY LOW – It is a not likely that information security breaches will occur.
LOW – There is a small probability that information security breaches will occur.
HIGH – There is a large probability that information security breaches will occur.

LOW

VERY HIGH – It is a expected that information security breaches will occur.

A2

B2

C2

D2
MAGNITUDE OF POTENTIAL DAMAGE

VERY LOW

MAGNITUDE

This question measures the highest acceptable overall information security risk level for the
EGOV project according to the participant. A risk matrix (see Figure 6.1) is exhibited which
makes up a graphical representation of the combination of the two risk components mentioned
in the case. The participant is asked to indicate his/her highest acceptable risk level. It is
designed to determine whether a significant relationship exists between an individual’s risk
propensity and the highest acceptable overall risk level in the risk perception of managerial
decision-makers. Furthermore, it provides a link between the case and the questions that follow
thereafter.

A1

B1

C1

D1

VERY LOW

LOW

HIGH

VERY HIGH

VERY LOW – There will be a negligible decrease in the level of user interaction with e-Government
services.
LOW – There will be a small decrease in the level of user interaction with e-Government services.
HIGH – There will be a large decrease in the level of user interaction with e-Government services.

PROBABILITY

VERY HIGH – There will be an extreme decrease in the level of user interaction with e-Government
services.

Figure 6.1 – Adopted risk matrix in the questionnaire

Questions 2.2 to 2.11
This section determines the participant’s tendency either to take risk reducing measures, that
primarily involve reducing the magnitude component, or risk reducing measures, that primarily
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involve reducing the probability component. The participant is informed that the overall risk level
of EGOV is higher, according to risk analysis, than the highest acceptable risk level (s)he
indicated at the previous section and is therefore asked to reduce the overall vulnerability to
information security risks of EGOV. Ten information security risks have been presented, along
with two risk reducing measures, in which one security measure represents a magnitudereducing security measure and the other, a probability-reducing security measure. Furthermore,
(s)he is told to assume that both risk reducing measures are equally valued in terms of
monetary costs, technological complexity, and time to implement. Finally, the participant is told
that both measures would significantly reduce the corresponding risk. Table 6.3 provides an
overview of the information security threat each question in this section discusses and the
information reliability aspect it affects.

Question

Information security threat

Reliability aspect

2.2

Virus infection and disruptive software

Availability

2.3

Staff misuse of information systems

Confidentiality

2.4

Unauthorized access by outsiders (including hacking attempts)

Integrity /
Confidentiality

2.5

Theft or fraud involving computers

Confidentiality

2.6

Systems failure or data corruption

Availability

2.7

Virus infection and disruptive software

Confidentiality

2.8

Systems failure or data corruption

Availability

2.9

Staff misuse of information systems

Integrity

2.10

Staff misuse of information systems

Integrity

2.11

Systems failure or data corruption

Availability

Table 6.3 – Information security threats and reliability aspects that have been modelled

Questions 2.12 to 2.14
This section measures the more influential risk component in shaping risk perception of the
participant. Because the more influential risk component may vary across a range of risk levels,
the participant is presented a few pairs of risk cells that correspond to the risk cells in the risk
matrix in Figure 6.1. In addition, these pairs differ in total risk level. According to the risk matrix,
both risk cells of each pair are equally valued, as both risk components are classified using the
same labels. Furthermore, they contain the same net (negative) impact according to the
definition of risk (probability x magnitude). In the risk matrix six different pairs of risk cells can be
distinguished that are equally valued according to this modelling: A2-B1, A3-C1, A4-D1, B3-C2,
B4-D2, and C4-D3. Nevertheless, one risk cell of each pair holds the higher degree of
magnitude, while the other cell of the pair holds the higher degree of probability. Therefore, by
asking the participant to indicate the higher risk value of each pair in his/her opinion, the more
influential risk component in shaping risk perception will be measured. However, if the
participant is asked to specify the higher risk cell for all six pairs, it can lead to the tendency to
indicate either only magnitude-predominant options or only probability-predominant options,
thereby causing biased responses, while this answering may not be a realistic reflection of the
participant’s view upon risk. To limit this kind of behaviour two different questionnaires (in both
languages) have been designed. One version of the questionnaire asks the participants to
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indicate the higher risk level for each of the following, relatively low-level, risk pairs: A2-B1, A3C1, and A4-D1. The other version asks the participants to indicate the higher risk level of the
following risk pairs, which contain relatively high risk levels: B3-C2, B4-D2, and C4-D3.
Section 3: Background Information (questions 3.1 to 3.7)
Finally, the participant is asked to provide some information about their personal background,
such as gender, age, business-related work experience, current job position, and about the
organization (s)he works at, such as size of ICT department and current e-Government stage of
the organization. This information provides additional insight into the characteristics of the
participants of the research.
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7

RESEARCH RESULTS

In this chapter the research results will be presented. The first paragraph provides an overview
of the used measures in the study. The second paragraph discusses the descriptive
characteristics of the participants. Finally, the final paragraph covers the testing of the
formulated hypotheses.

7.1

Measures

To measure risk propensity the Risk Taking Index developed by Nicholson et al. (2005) was
adopted. Risk propensity was in this way measured using twelve Likert-type questions in which
subjects were asked to indicate their whether any of six domains of risk described apply to them
“now” or have ever applied to them in their “adult past”. The following risk domains were
included in the index: recreational, health, career, financial, safety, and social. These domains
were specifically chosen to be able to cover several dimensions of risk taking that were
applicable to all respondents. Furthermore, participants were asked to respond on a scale that
was ranged from 1 (never) to 5 (very often) in every domain of risk. This implied that the
minimum score for risk propensity could be 12, indicating very risk-averse, and the maximum
score could be 60, indicating very risk-seeking.
The more influential risk component in shaping risk perception was measured using a 4-point
ratio scale for each risk component that was ranged from 0 to 3.
The measures of the highest acceptable risk level were based on a 4x4 risk matrix embodying
both the probability as well as the magnitude components of risk. To determine the overall risk
level of the highest acceptable risk level chosen the definition of risk was adopted. Thus, this
overall risk level was determined by ways of multiplying the probability factor of the chosen risk
level by the magnitude factor of that level. However, as no numerical figures had been modelled
in the risk matrix, the highest acceptable overall risk level was based on the ordinal scales of
both risk components. Subsequently, these components were ordinal recoded as indicated in
Table 7.1. Hence, the following possible overall risk levels were applicable: 0, 1, 2, and 3.

VERY LOW

VERY LOW
0

LOW
0

HIGH
1

VERY HIGH
1

LOW

0

1

2

2

HIGH

1

2

2

3

VERY HIGH

1

2

3

3

Table 7.1 – Classification of the adopted risk levels

To measure the tendency to either take probability-reducing measures or to take magnitudereducing measures an 11-point ratio scale for each risk component was used that ranged from
0 to 10. The data derived from the adoption of this scale were subsequently recoded into three
ordinal variables. The following recoding method was applied: participants who obtained a score
on either type of risk reducing measures up to and including 3 were marked as not likely to have
a tendency to take risk reducing measures of the type (s)he scored lowly at (or likely to have a
tendency to take risk reducing measures of the type (s)he scored highly at); participants who
obtained a score on either type of risk reducing measures from 4 till 6 were marked as not likely
to have a tendency to take risk reducing measures of either types of measures; participants who
obtained a score on either type of risk reducing measures from 7 till 10 were marked as likely to
have a tendency to take risk reducing measures of the type (s)he scored highly at (or not likely
to have a tendency to take risk reducing measures of the type (s)he scored lowly at).
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7.2

Subjects

The subjects who participated in this research were divided into two survey groups that had
been equally sized: a group that decided on relatively low-level risks (N = 23) and a group that
decided on relatively high-level risks (N = 23). In addition, they were all active at local
government agencies. Most of the participants were situated in The Netherlands; a few were
situated in other countries across Europe. These countries included Germany, Sweden,
Scotland, Finland and Poland. As the number of participants that were not situated in The
Netherlands (N = 6) was not significantly large enough to be able to examine significant
differences between Dutch responses and other responses no such tests were performed.
Furthermore, less than ten percent of the sample consisted of female subjects. All participants
showed affinity for ICT risks as they all held various job positions that were related to ICT
operations within local governments. Additionally, the participants had an average of more than
twenty years of work experience. The local governments possessed government websites that
varied from basic sites (level 1) to transactional websites (level 4); this meant that all
participating local governments had adopted some form of e-Government and no local
government had a joined-up e-Governance (level 5) environment. The size of the ICT
environments varied from 2 employees to 35.000 employees. Table 7.2 through Table 7.6
contain the descriptive statistics for the participants used in the research.

Survey Version
Distribution
Low
23
High
23
N
46
Table 7.2 – Descriptive statistics: survey versions

Gender
Distribution
Male
Female
N
Table 7.3 – Descriptive statistics: gender

42
4
46

e-Government Level
Distribution
0 None
0
1 Basic site
7
2 Electronic publishing
25
3 Interactive e-publishing
12
4 Transactional website
2
5 Joined-up e-governance
0
N
46
Table 7.4 – Descriptive statistics: e-Government levels

Country
Distribution
The Netherlands
40
Sweden
2
Germany
1
Scotland
1
Poland
1
Finland
1
N
46
Table 7.5 – Descriptive statistics: countries
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Item
N
Std. Dev.
Mean
Minimum
Maximum
Age
46
8,75
47,70
27
61
Working Experience
46
10,02
20,72
3
39
Size ICT Environment 46
5148,25
882,15
2
35000
(employees)
Table 7.6 – Descriptive statistics: age, working experience, and size ICT environment

7.3

Hypotheses Tests

The results of the four hypothesis tests are explained below and a summary of findings is
shown in Table 7.7.

H1:

H2:

H3:

H4:

Hypothesis
The percentage of managerial decision-makers whose risk perceptions are more
shaped by the probability component of risk does not significantly differ from the
percentage of managerial decision-makers whose risk perception are more
shaped by the magnitude component of risk.
There will be no significant relationship between an individual managerial
decision-maker’s more influential risk component in shaping risk perception and
the tendency to either take magnitude-reducing measures or to take probabilityreducing measures.
There will be a positive relationship between risk propensity and the highest
acceptable overall risk level in the risk perception of managerial decisionmakers.
Risk-averse managerial decision-makers are more likely to take probabilityreducing measures than risk-neutral and risk-seeking managerial decisionmakers are.
Table 7.7 – Hypothesis testing results

Supported?
Yes

Yes

No

No

Hypothesis 1
Before testing H1 a One-way analysis of variance (ANOVA) was carried out to examine whether
the two different versions of the questionnaire also evoked significant differences in the more
influential risk component that shaped risk perception. As indicated in Table 7.8 no significant
differences had been observed between the two groups. This implies that a decision-maker who
responded to low risk-level pairs would very likely indicate in the same way when judging highlevel risk pairs. For example, a decision-maker who indicated that the magnitude component of
risk had the larger influence on shaping his or her risk perception when judging low-level risks
would very likely also indicate that the magnitude component would have the larger influence on
shaping risk perception when she had to decide on high-level risk pairs.
One-way ANOVA
Sum of Squares
M_PERCEPTION

P_PERCEPTION

Between Groups

df

Mean Square

1,065

1

1,065

Within Groups

66,348

44

1,508

Total

67,413

45

Between Groups
Within Groups
Total

1,065

1

1,065

66,348

44

1,508

F

Sig.

,706

,405

,706

,405

67,413
45
Table 7.8 – Differences between survey groups

In order to test H1 a Chi-Square test was performed to determine which of the two risk
components (probability of information security breaches occurring and magnitude of potential
damage) had the larger influence on shaping risk perception. In Table 7.9 the test results are
presented. As indicated in Table 7.9, none of the two risk components had a significant larger
effect on shaping risk perception (the actual Chi-Square value was a lot smaller than the critical
level).
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M_PERCEPTION

P_PERCEPTION

Chi-Square

2.870

Df

3

Asymp. Sig.

.412

Chi-Square

2.870

df

3

Asymp. Sig.

.412

Table 7.9 – More influential risk component

In addition, as displayed in Table 7.10, of a total of 46 participants the risk perception of 25 were
more shaped by the magnitude component, while 21 participants were more influenced by the
probability component in shaping risk perception. This implies that there is almost a fifty percent
chance that in shaping risk perception an individual decision-maker is either more influenced by
the probability or by the magnitude component of risk. Conclusively, hypotheses 1 is confirmed.
This implies that the findings of Keil et al. (2000) and March and Shapira (1987) are not
applicable to an e-Government context concerning information security.

Frequency
P_PERCEPTION

Percent
21

M_PERCEPTION
Total

45.7

25

54.3

46

100.0

Table 7.10 – Frequency statistics of the more influential risk component

Hypothesis 2
H2 was tested with Spearman’s rho correlation test. Table 7.11 displays the results of this test.
These results show that there is no significant relationship between an individual decisionmaker’s more influential risk component in shaping risk perception and the tendency to either
take probability-reducing measures or to take magnitude-reducing measures. Therefore
hypothesis 2 is supported.

M_PERCEPTION

Correlation Coefficient
Sig. (2-tailed)
N

P_PERCEPTION

Correlation Coefficient
Sig. (2-tailed)
N

M_MEASURES
,123

P_MEASURES
-,123

,416

,416

46

46

-,123

,123

,416

,416

46

46

Table 7.11 – Relationship between risk components and risk-reducing measures

A Chi-Square test on either types of risk reducing measures revealed some interesting
information on the tendency to take a certain type of measure. In Table 7.12 and Table 7.13 the
results of this test are presented. The tables show that there is a significant difference between
the tendencies to take either types of risk reducing measures. They actually imply that the
participants have a significant large tendency to take probability-reducing measures and a
significant smaller tendency to take magnitude-reducing measures. An explanation for this
behaviour may be found in prospect theory. The certainty effect in this theory (Tversky and
Kahneman, 1981), which has been discussed in chapter 4, asserts that when individuals have
to choose between an eliminating risk reducing strategy and a mitigating risk reducing strategy,
while both strategies contain an equal size of probability that will be decreased, they rather opt
for the eliminating alternative. Magnitude-reducing measures concerning the protection of
information are highly associated with corrective and repressive measures and operate after
risks have occurred. Probability-reducing measures in this context, on the other hand, are highly
associated with preventive measures and are taken to prevent the occurrences of risks. In other
words, in general the underlying view upon this thinking is that probability-reducing measures in
this context are taken to eliminate risks and magnitude-reducing measures are taken to reduce
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the effects of occurring risks (Overbeek et al., 2000). It seems that the certainty effect plays an
important role in information security.

M_MEASURES
ChiSquare
df

13,739
2

Asymp.
Sig.

,001

P_MEASURES and
M_MEASURES

P_MEASURES
Chi-Square

13,739

df

2

Chi-Square

13,739

df

2

Asymp. Sig.

Asymp.
,001
Sig.
Table 7.12 – Risk-reducing measures

,001

Frequency

Percent

P_MEASURES

24

52,2

M_MEASURES

4

8,7

18

39,1

46

100.0

M_MEASURES and P_MEASURES
Total

Table 7.13 – Frequency statistics of risk-reducing measures

Hypothesis 3
H3 was tested with Spearman’s rho correlation test. Figure 7.14 displays the results of this test.
These results show that there is no significant relationship between an individual decisionmaker’s risk propensity and the overall level of risk (s)he accepts. Therefore hypothesis 3 is
rejected. This finding is consistent with the finding reported from the study conducted by Keil et
al. (2000) that no significant relationship exists between risk propensity and risk perception. On
the other hand, it runs counter to results reported by Sitkin and Weingart (1995). However, as
the measurement instrument used for this study developed by Nicholson et al. (2005) is
intended to assess everyday life risk-taking and has not been validated to test an individual’s
risk propensity in an e-Government context concerning information security this result should be
interpreted with caution

RISK_TAKING_INDEX

Correlation Coefficient

HIGHEST_ACC_RISK_LEVEL
-,004

Sig. (2-tailed)

,980

N

46

Table 7.14 – Relationship between risk propensity and the highest acceptable risk level

Hypothesis 4
H4 was tested with Spearman’s rho correlation test. Figure 7.15 displays the results of this test.
These results show that there is no significant relationship between an individual decisionmaker’s risk propensity and the tendency to take probability-reducing measures. Therefore
hypothesis 4 is rejected. As with testing hypothesis 3, this test should also be interpreted with
caution. However, this result shows empirical evidence in support of the notion by several
authors (Keil et al., 2000; Sitkin and Weingart, 1995) that risk propensity has no significant
effect on decision-making.

P_MEASURES
RISK_TAKING_INDEX

Correlation Coefficient
Sig. (2-tailed)
N

-,094
,536
46

Table 7.15 – Relationship between risk propensity and probability-reducing measures
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CONCLUSIONS

Prior to the discussion of the key findings of this research, it is appropriate to examine the
limitations of the research. First, since many factors can affect risk behaviour indirectly or
directly via the mediating roles of risk propensity and risk perception, as conceptualized by
Sitkin and Pablo (1992), the responses provided by the participants may not be a complete
reflection of their actual attitudes and behaviour. Consequently, as with all surveys and
experiments there are limitations that concern the representativeness. As the study involved an
online questionnaire, many organizational factors, such as politics, top management team
homogeneity, social influences, and the presence or absence of risk priorities, were not
modelled in the study, the results should be interpreted with this fact in mind. It should also be
noted that the risk propensity instrument, which was adopted here, was developed to determine
an individual’s overall risk propensity by measuring the frequency of risk behaviour in the
domains of recreation, health, career, finance, safety, and social; it had not been validated for
an information security context (yet). Therefore, the implications this study bring forth, especially
those related to risk propensity, should be interpreted with caution.
Furthermore, as empirical evidence exists that the problem framing factor can have a significant
effect on decision-making, a different wording in the questionnaire design used in this study
may have resulted in significant differences in the answering of the questionnaire. For instance,
for this study a risk matrix with the same classifications and colours on either axes was
intentionally designed in order to prevent differences in responses primarily based on different
formulations. In addition, not only the classifications could be designed in a different way,
several variations of the definitions of either risk components were also possible. If the
magnitude component in this design, for example, had been defined in terms of damage to
personal reputation or perhaps in terms of losses to organizational funds, different responses
might have come out.
Regardless of the above mentioned limitations, several key findings have emerged from this
research. The main objective of this thesis is to determine the relationships between risk
propensity, risk perception, and managerial decision-making in an e-Government context
concerning information security. The following findings combined provide a further
conceptualization of these relationships. Note, these findings should not be generalized beyond
an e-Government context related to information security:
Risk components and risk perception
This study provides empirical evidence that the more influential risk component (magnitude of
potential damage or probability of information security breaches occurring) in shaping a
managerial decision-maker’s risk perception appears not to be significantly dependent on the
level of risk a risk assessment report presents. The implication of this finding is significant to risk
analysts responsible for the design of risk assessment reports because it suggests that the
same manipulations intended to heighten the risk perception of managerial decision-makers can
be adopted when presenting risks of different levels. However, neither the magnitude nor the
probability components of risk have proved to be the more occurring larger influential risk
component that shapes risk perception in this design. This implies that highlighting either risk
component to affect a manager’s risk perception will be effective by chance. This finding is
inconsistent with prior investigations (Keil et al., 2000; March and Shapira, 1987). It may
suggest that the risk perceptions of individuals who make risky decisions in local eGovernments are differently shaped than individuals who have to deal with other circumstances
(e.g., software development projects). Next to differences between the situational contexts the
research concepts can also be distinguished from each other on the basis of significant different
subject groups. While the participants of this study mainly consisted of IT managers (or persons
with similar job positions) that had an average of more than twenty years of full-time business
related work experience, the investigation conducted by Keil et al. primarily involved
undergraduate business students that had an average of merely five years of working
experience. On the other hand, the result may also be explained by differences in the adopted
measurement instruments. While the questionnaire used for this thesis forced participants to
rationally decide which of the two risk components had the larger influence on their risk
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perception, the instrument adopted by Keil et al. applied a totally different concept to measure
the more influential risk component. The results that emerged from their instrument were based
on significant differences between various experimental groups which were not required to think
directly about the more influential risk component. If this difference in approach is the main
cause of the found discrepancy in results, it means that rationality diminishes the effects of the
more influential component.
Risk propensity, risk perception, and decision-making
By examining whether a significant relationship between a manager’s more influential risk
component and his or her risky behaviour exists, a first step towards a conceptualization of a
relationship between risk perception interventions and risky decision-making has been taken.
Surprisingly, managers proved to have a significant large tendency to take probability-reducing
security measures no matter whether the more influential risk component that shapes risk
perception is the magnitude component or the probability component of risk. This finding shows
empirical evidence that an individual’s attitude toward an object (e.g., a risk) does not always
have to be consistent with his or her risky behaviour. Second, it may signal that managers
rather take preventive security measures instead of corrective or repressive security measures
in order to reduce information security risks. This implication is important for those who have the
tendency always to take probability-reducing measures without rationally thinking all alternatives
over, as it cannot be said that one type of risk reducing strategy by definition supersedes the
other. Every circumstance should be assessed individually before adopting a risk reducing
strategy. To investigate whether the tendency to either take probability-reducing measures or to
take magnitude-reducing measures perhaps depends on the general tendency of a managerial
decision-maker either to take or to avoid risk, the relationship between risk propensity and the
types of risk reducing strategies has been tested. The related test proves that the type of risk
reducing measure a manager tends to take is not correlated with his or her intrinsic risk
propensity. This result provides additional empirical evidence in support of prior studies (Keil et
al., 2000; Sitkin and Weingart, 1995; Weber and Milliman, 1997) which also have determined
that risk propensity does not play a significant role in risky decision-making. Furthermore, risk
propensity also appears not to be significantly related to the risk level a manager finds highest
acceptable. This result runs counter to the assertion made by MacCrimmon and Wehrung
(1986) that risk-averse individuals accept lower risk levels than risk-seekers.
Implications for Deloitte
This thesis may have provided empirical evidence that when decision-makers are forced to
think about which component is the more influential risk factor when perceiving risks, the
magnitude and the probability component do not largely differ from each other in their
contributions to shaping risk perception. If this concept is valid, to avoid possible distorted levels
of perceived risk an IT auditor may make clear to his or her clients that they should think about
their more influential risk component before consulting or perhaps drawing up risk assessment
reports. Another method to achieve undistorted risk perception is to involve several managers in
these processes to balance the level of perceived risk. In these ways, the client may adjust his
or her risk perception to a more representative level. Yet, the latter method requires an even
number of managers of both groups which is not always possible to realize. In addition, if the
more influential risk component of a client is known an IT auditor can highlight that component
in risk assessment reports to additionally emphasize certain levels of risk. Moreover, this study
indicates that managers have a large tendency to take probability-reducing measures in order to
gain control of information security risks. An IT auditor should be aware of this fact since taking
probability-reducing measures alone not always has to be the proper option. To illustrate,
imagine that a client of Deloitte has a dominant tendency to take probability-reducing measures
in order to prevent an information security risk from occurring. In the perception of the client this
measure has the highest priority because (s)he believes that prevention is the most important
operation. However, from an internal control point of view this alternative does not necessarily
have to be the sensible one. If an IT auditor recognizes this “proclivity” of the client (s)he can
anticipate the risky behaviour of the client. In conclusion, by applying sophisticated risk
management methodologies risk assessors and risk analysts can gain control on their risky
environments, however, they can extend this control by simply reckoning with the fact that
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decision-makers not always act rationally. After all, instinct, intuition, and gut feeling have
always supported us in our survival through evolution.
Implications for future research
First, as this study was based on the assumption that one risk component was the more
influential factor in shaping risk perception and no risk component actually appeared to be the
more prevalent one, the need for further studies on this subject is suggested. Additionally, as
studies of risk models related to controlling information technology risks are quite rare to date,
propositions for future research cover various perspectives on this subject. First, research on a
new risk propensity instrument intended to measure an individual’s intrinsic risk propensity in an
information technology risk controlling context is encouraged. To date, only the risk propensity
instrument developed by Keil et al. can be positioned into this category. However, as several
significant limitations of the CDQ are known, this instrument does not seem to be ideal. Second,
it is interesting to examine the effects of risk propensity and risk perception on the various types
of risky decisions classified by COSO (2004). Next to avoiding or accepting (IT) risks, which
many researchers primarily apply in their risk behaviour models, a decision-maker can also opt
for reduction or sharing alternatives. This thesis represented a first step in this direction as it
focused on the influences of risk factors on two different risk reducing strategies. In line of this
thinking a further investigation into possible relationships between the level of risk and the type
of risk reducing measures a manager tends to take provides additional insight into the
underlying concepts of the choice between various risk reducing strategies. Finally, as noted
earlier, since rationality may explain the found variance concerning the more influential risk
component, with regard to previous studies, this subject must be studied further before any
general conclusions can be drawn about the influences of rationality on risk perception and
managerial decision-making.
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3 Security policy
Objective: To provide management direction and support for information security.
•
•

An information security policy should define the direction and contain the commitment
and the support of the management.
The policy should be communicated throughout the organization.

4 Organizational security
Objective: To manage information security within the organization.
•

The definition of adequate organization structures for the management of information
security within the organization should include:
o
o
o
o
o
o
o

An information security management forum
A forum for co-ordination
Assignment of responsibility for information security to individuals
Definition of responsibility areas for managers
Definition of an authorization process for IT facilities
Definition of responsibility for investigation of security-relevant know-how
Defined range for co-operation with third parties as well as independent security
reviews

Objective: To maintain the security of organizational information processing facilities and
information assets accessed by third parties.
•

Comprehensive measures should exist for management of third-party services
(definition or risks and security requirements).

Objective: To maintain the security of information when the responsibility for information
processing has been outsourced to another organization.
•

Risks caused by outsourcing contracts should be managed.

5 Asset classification and control
Objective: To maintain appropriate protection of organizational assets.
•

The inventory of assets and the assignment of the responsibility should be seen as a
prerequisite to sound accountability for assets.

Objective: To ensure that information assets receive an appropriate level of protection.
Information should be classified to indicate the need, priorities and degree of protection.
•

Information should be classified following a generally accepted system, thus ensuring
an appropriate level of protection.

6 Personnel security
Objective: To reduce the risks of human error, theft, fraud or misuse of facilities.
•
•

Security responsibilities, confidentiality agreements and the contract of employment
should be part of the job responsibility.
Adequate controls for personnel screening should be in place.
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Objective: To ensure that users are aware of information security threats and concerns, and are
equipped to support organizational security policy in the course of their normal work.
•

Information security education and training should increase users’ security awareness.

Objective: To minimize the damage from security incidents and malfunctions, and to monitor
and learn from such incidents.
•

The process of reporting security incidents, weaknesses and software malfunctions
should be defined. This should include the assessment of the adequacy of the controls
implemented by a permanent process of learning from incidents.

7 Physical and environmental security
Objective: To prevent unauthorized access, damage and interference to business premises and
information.
•

Central equipment should be installed only within a secure area, where adequate
access controls and damage prevention are implemented. These areas include offices,
rooms and facilities. There is also a need for a special attention to delivery and loading
areas.

Objective: To prevent loss, damage or compromise of assets and interruption to business
activities.
•
•

Equipment should be protected against loss, damage or compromise by being sited and
protected in an appropriate manner. Power supplies, an adequate level of cabling
security and correct maintenance of the equipment should be in place.
Equipment installed off-premises and disposal or reuse of information should be
considered.

Objective: To prevent compromise or theft of information and information processing facilities.
•

General controls (such as a clear desk and clear screen policy) to protect information
processing facilities or to prevent damage caused by unauthorized offsite usage of
equipment should be in place.

8 Communications and operations management
Objective: To ensure the correct and secure operation of information processing facilities.
•
•
•
•
•
•

Operations should follow documented procedures.
All changes to equipment should be documented.
Procedures for sound incident management should be defined.
Duties should be segregated, ensuring no individual can both initiate and authorize an
event.
Development and operational facilities are to be separated.
Risks caused by contracted external facilities organizations should be covered.

Objective: To minimize the risk of systems failures.
•
•

Capacity demands should be observed and future demands should be projected.
Acceptance criteria for new systems should be defined.

Objective: To protect the integrity of software and information from damage by malicious
software.
•

Damage caused by malicious software should be prevented, using preventive and
detective controls, formal policies and defined recovery procedures.
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Objective: To maintain the integrity and availability of information processing and
communication services.
•
•

Information should be backed up and the backup files tested regularly.
Activities performed by operational staff and errors should be logged.

Objective: To ensure the safeguarding of information in networks and the protection of the
supporting infrastructure.
•

Networks should be set up and managed with a view to ensuring the necessary level of
security.

Objective: To prevent damage to assets and interruptions to business activities.
•
•
•
•

Removable media should be handled with special care.
Media with sensitive information should be disposed of in a secure manner.
Adequate controls in information handling procedures (e.g., labelling of media, ensuring
completeness of inputs, storage of media) should be considered.
System documentation is to be protected, as it may contain sensitive information.

Objective: To prevent loss, modification or misuse of information exchanged between
organizations.
•

Agreements for the exchange of information and software should be established,
including media in transit, electronic commerce transactions, electronic mail, electronic
office systems, publicly available systems and other forms of information interchange.

9 Access control
Objective: To control access to information.
•

Access to information should be granted in accordance with business and security
requirements.

Objective: To prevent unauthorized access to information systems.
•

A formal access control policy should be in place.

Objective: To prevent unauthorized user access.
•

Access control rules should be specified.

Objective: Protection of networked services.
•

User access management (registration, privilege management, password management,
user access rights) should follow a formal process.

Objective: To prevent unauthorized computer access.
•

Responsibilities of users should be clearly defined.

Objective: To prevent unauthorized access to information held in information systems.
•

Networked services, operating systems and applications should be protected
appropriately.

Objective: To detect unauthorized activities.
•

System access and use should be monitored constantly.
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Objective: To ensure information security when using mobile computing and teleworking
facilities.
•

Mobile computing and teleworking should be performed in a secure manner.

10 Systems development and maintenance
Objective: To ensure that security is built into information systems.
•

Security issues should be considered when implementing systems following defined
requirements.

Objective: To prevent loss, modification or misuse of user data in application systems.
•

Security in application systems should take into account the validation of input data,
controls of internal processing, message authentication and output data validation.

Objective: To protect the confidentiality, authenticity or integrity of information.
•

Use of cryptographic systems should follow a defined policy.

Objective: To ensure that IT projects and support activities are conducted in a secure manner.
•

Access to system files (including test data and source libraries) should be controlled.

Objective: To maintain the security of application system software and information.
•

Project and support environments should allow for security by being rigorously
controlled change management procedures, arrangements for outsourced
development).

11 Business continuity management
Objective: To counteract interruptions to business activities and to protect critical business
processes from the effects of major failures or disasters.
•
•
•
•
•

A comprehensive business continuity management process should permit prevention
interruptions to business processes.
The business continuity management process should not be restricted to IT-related
activities.
An impact analysis should be executed which results in a strategy plan.
Business continuity plans should be developed following a single framework.
Business continuity plans should be tested, maintained and reassessed continuously.

12 Compliance
Objective: To avoid breaches of any criminal and civil law, statutory, regulatory or contractual
obligations and of any security requirements.
•

Any unlawful act (e.g., data protection acts) should be avoided.

Objective: To ensure compliance of systems with organizational security policies and standards.
•

Compliance with the security policy should be ensured by periodical reviews.

Objective: To maximize the effectiveness of and to minimize interference to/from the system
audit process.
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•

There should be controls to safeguard operational systems and audit tools during
system audits. Protection is also required to safeguard the integrity and prevent misuse
of audit tools.
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APPENDIX B:
Organizations

Organizational

Characteristics

of

Non-Profit

A distinction can be made between private sector organizations and public sector organizations.
Government agencies belong to the latter group. Moreover, public sector organizations for their
part belong to the non-profit sector group. Anthony and Young (1994) presented nine
characteristics of non-profit organizations of which some may only be applicable to some nonprofit organizations. These nine characteristics are:
•
•
•
•
•
•
•
•
•
•

The absence of a profit measure.
Different tax and legal considerations.
A tendency to be service organizations.
Greater constraints on goals and strategies.
Less dependence on clients for financial support.
The dominance of professionals.
Differences in governance.
Importance of political influences.
Less dependence on clients for financial support.
A tradition of inadequate management controls.

The absence of a profit measure
The public sector is characterized by a lot of ambiguous goals, which are often conflicting,
intangible, and limited by laws and regulations, as public officials must facilitate the viewpoints
of multiple diverse interests (Baldwin, 1987; Solomon, 1986). Furthermore, due to the absence
of market incentives, the public sector has fewer quantitative performance and efficiency
measures that enhance the clarity of goals. By way of illustration, the most important goal in
most businesses is to earn an acceptable profit. The profit measure has a few advantages.
Therefore, non-profit organizations need to act upon in different ways in order to acquire these
same advantages.
I will now discuss a few advantages that a profit measure has. It can, for instance, provide a
single criterion that can be used to evaluate proposed courses of action. For example, business
managers can base their decisions on which alternative to choose on the differences in the
amount of profit that will be generated by each alternative. A manager in a non-profit
organization does not always have a well-defined criterion to aid them in their decision-making
process. The effectiveness on expenditures on different proposals is therefore not always that
easy to compare. A quantitative analysis of estimated costs and benefits provides business
managers with the ability to assess the effectiveness of the way the organization is achieving its
objectives when profitability is the objective; profit is the difference between revenue and
expense, and revenue is associated with benefits. The monetary measurement of effectiveness
is mostly absent in non-profit organizations because the relationship between costs and benefits
are not that clear. Profit provides a measure in performance management. Profit includes the
effectiveness and efficiency the way an organization is performing in order to achieve its goals.
The net income measures performance toward these goals. In a business the rule “the larger
the income, the larger the performance” usually is applicable. In a non-profit organization, on
the other hand, should the net income only be a small amount above zero. A large net income
suggests that the organization is not adequately providing its services as they are expected to
be, by those who supplied their resources. Additionally, Solomon (1986) has found empirical
evidence that in the public sector fewer policies exist that promoted efficiency, and rewards are
not distributed on the basis of performance. Nevertheless, like business, non-profit
organizations still have to generate a reasonable amount of net income in order to survive.
Generating profit is in most for-profit organizations a well-understood goal. Performance of
individual managers can be measured in terms of their involvement toward this goal. Therefore,
top management can safely decentralize, in this manner, delegating decision-making to lower
levels of management. In non-profit organizations, there are often multiple goals in which
performance toward attaining these goals is not that easily to measure. For these reasons,
output control, the monitoring and evaluation of outputs, will be less applicable in public
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organizations than in private organizations and behaviour control, the monitoring and evaluation
of transformation processes (Ouchi, 1977), shall be more adopted in the public sector. The
measurement of profit also enables managers to compare unlike units (heterogeneous
operations, different markets, different products, etc.) with each other. Public organizations can
only be compared with each other if they perform the same functions. A comparison between
the effectiveness of hospital and a police department (both have different functions), for
instance, is not that valuable and cannot be easily done.
Constraints on Goals and Strategies
A key difference between private organizations and public organizations is the constraints on
goals and strategies. For-profit organizations have the capability to choose in which industry to
do business in. Their ways of competing and executing and changing strategies are not limited
as in the case with non-profit organizations. Most managers in non-profit organizations do not
have the freedom to alter strategies and/or goals significantly. They must provide services as
directed by an outside agency, rather than as decided by their own governing board or
management. A municipality, for instance, is expected to provide certain services, such as
public safety, welfare, or education. It cannot simply discontinue providing these services if it
wants to; deciding on the amount of services provided will rather be more appropriate in a
decision-making context.
A tendency to be service organizations
The majority of public sector organizations are organizations that deliver services. The most
important characteristics of service organizations are: (1) services cannot be stored; (2) service
organizations tend to be labour intensive; (3) measurement of the quantity of services is not
easy to perform; and (4) inspection of the quality of services cannot be performed in advance.
Less dependence on clients for financial support
Most business and some non-profit organizations such as, private schools and colleges, forprofit religious organizations, and research organizations obtain all of their financial resources
from sales revenue. These non-profit organizations belong to the category client-supported
organizations. The success of client-supported organizations depends, as with businesses, for a
great deal on the number of customers that eventually are responsible for generating revenue.
Market mechanism affects the allocation of resources in these organizations. In contrast, publicsupported organizations allocate their resources (which may be funded by government tax
expenditures) based on judgements on what is best in the public interest. For this reason, rural
postal offices were, for example, sometimes maintained although they were not profitable.
A tradition of inadequate management controls
The primary purpose of accounting used to be to keep track of funds entrusted to an
organization to certify the resources were spent honestly. In the 20th century the accounting
function became broader in businesses as it also began to produce useful external information
and management information. However, non-profit organizations did not adapt as quickly as
businesses to new accounting and management concepts.
Governance
Simply stated, for-profit organizations are owned by its shareholders. In for-profit organizations
policy and management responsibilities are entrusted in the board of directors, which often
delegates its managerial tasks to the chief executive officer (CEO). In government
organizations, a large fragmentation of power exists. Federal, regional, and local authorities, for
instance, can each be responsible for aspects of the same problem. Furthermore, higher levels
of accountability exist in the public sector (Robertson and Seneviratne, 1995). For example, the
Minister of Justice in the Netherlands was held personally responsible for the escape of several
hospital detainees. Government managers also have to reckon with political costs and benefits
as well as their financial costs and benefits when making decisions.
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Political Influences
A lot of non-profit organizations have a political background. These organizations are
responsible to the voters or to a legislative body that represents the voters. This form of
dependency has various consequences. Elected officials, for instance may make decisions that
they not personally favour. Judgements in this context are based on political pressure from
voters or colleagues. Furthermore, in a democratic society the media and the public feel that
government organizations should be as transparent as possible. Government managers may
therefore be very cautious with sensitive information and may reduce the amount of information
that flows in the management control system, which leads to a decrease in usefulness of the
system. Senior managers (e.g., chairman of the board, presidents, commissioners, agency
directors, board of director members) at public organizations may also tend to turn over quickly
as a result of political shifts, administration changes, or military orders. These quick changes
often lead to short-term planning that produce quick visible results. On the other hand, public
employees enjoy greater job security for three reasons (Baldwin, 1987). First, they are protected
from abuse or arbitrary punitive actions by extensive procedures. Second, when disciplinary
actions have been taken against them, public employees have access to extensive appeals
routes and procedures. Finally, procedures for taking punitive actions are time consuming and
so complex that few people choose to pursue them.
Tax and Legal Considerations
Non-profit organizations can benefit from certain provisions of tax legislation. They can be
exempted from income, property, and sales taxes. Contributed capital (and gifts) and loans to
non-profit organizations may be tax deductible. There is also a difference in ownership. Forprofit organizations are owned by its shareholders, as they provide capital equity; non-profit
organizations do not obtain equity capital other than contributions and donations. Dividends are
distributed among a for-profit organization’s shareholders, whereas, non-profit organizations
ordinarily are not allowed to pay out their surpluses. They are required to provide benefits to
their communities. I will not exemplify this characteristic in more detail as tax and legal
legislation differs in every country. A discussion about differences in legislation between
countries does not make part of the scope of this thesis.
Professionals
In most non-profit organizations the important employees are professionals (e.g., scientists,
combat commanders, pilots, teachers, ministers, artists, physicians). Professionals are
motivated by two sets of standards: standards that relate to organizational objectives and
standards that relate to professional objectives. And due to custom, professional skills have
more value than managerial skills when appointing managers in non-profit organizations.
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APPENDIX C: Organizational Determinants of Risk Perception
The risk model developed by Sitkin and Pablo (1992) embodies the notion that certain
organizational characteristics can affect an individual’s risk perception significantly. These
characteristics are conceptualized by the risk factors Top Management Team Homogeneity,
Social Influence, and Organizational Control Systems. I will now discuss the concepts of Top
Management Team Homogeneity and Social Influence in public sector organizations briefly;
public Organizational Control Systems has been examined in the previous paragraph in the
absence of a profit measure section.
Top Management Team Homogeneity
According to Janis (1972, 1982) top management team (TMT) homogeneity is an essential
condition for bringing on groupthink. Two salient characteristics of homogeneity are
cohesiveness and insularity. Groups with stable, continuous membership may become isolated
from critical information sources as routine communication patterns increase and environmental
perceptions become more influent on personal beliefs (Frederickson and Iaquinto, 1989). As
described in chapter 3, group thinking can affect individual risk perception significantly.
However, whether members of local governments are more or less subject to TMT homogeneity
than, for instance, private organizations cannot be easily stated as multiple aspects drive TMT
homogeneity. These aspects are not primarily specific to public organizations or to private
sector businesses. Team homogeneity can be fostered by the share of common background
characteristics of individuals, such as age, year of entry into the job market, functional tenure,
education, socioeconomic background, and financial position (Hambrick and Mason, 1984).
Janis (1982) presented a list of common symptoms of groupthink:
•
•
•
•
•
•
•
•

An illusion of invulnerability, shared by most or all group members, that leads to
overoptimism and excessive risk taking
Collective efforts to rationalize or discount warnings
An unquestioned belief in the group’s inherent morality
Stereotyped views of adversaries as too evil to make negotiating worthwhile, or too
weak and stupid to pose a serious threat
Pressure directed at any group member who dissents from the majority view
A shared illusion of unanimity
Self-censorship of deviations from the apparent group consensus
Self-appointed “mindguards” who protect the group from information that might
challenge the group’s complacency

Additionally, Janis recommended several preventive measures to protect against groupthink.
Thus, in terms of predicting the existence of TMT homogeneity and groupthink at local
governments, groupthink is more likely to take place if these measures have not been
adequately put in place at those local authorities. The recommended preventive measures are:
•
•
•
•
•

Group leaders should explicitly encourage dissent and criticism – including criticism of
their own positions
Group leaders should refrain from stating any personal preferences at the outset
Set up other groups with other leaders
Group members should periodically discuss the group’s deliberations with trusted
associates, and should report these discussions to the group
Groups should invite outside experts or qualified colleagues to attend the group
meetings, and should encourage them to challenge the group’s consensus.

In a prior stage, I illustrated that senior managers at public organizations turn over more quickly
due to limited terms of office. In contrast, public employees have a high job security, increasing
the likeliness of a stable and continuous membership of the group. This public sector
characteristic may suggest that public employees are more likely to exhibit TMT homogeneity
than their senior managers, because of their higher degrees of job security. However, a detailed
investigation into this subject does not make part of the scope of this thesis.
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Social Influence
As stated in chapter 3, an organization’s culture with regards to risk-taking and its leaders are
two of the most prevailing sources of effective social influence. So what can be said about these
two factors in a (local) government’s perspective? An interesting research, which examined the
impact of organizational characteristics on leadership, conducted by Hooijberg and Choi (2001)
provides additional understanding on the effectiveness of leadership in the public sector. They
investigated the effectiveness of eight types of leadership functions as well as the overall
effectiveness of managers, in terms of managerial discretion, in the public sector that make part
of Quinn’s (1988) Competing Values Framework. The Competing Values Framework addresses
internal and external demands on leadership. It also recognizes the paradoxical demands for
flexibility and control. Hambrick and Finkelstein (1987) define managerial discretion as the
“latitude of action” and state that it is determined by the extent to which organizational
characteristics constrain the behaviour of the manager. For instance, Hooijberg and Choi (2001)
assert that a leader has little discretionary power if: “(a) job responsibilities are clearly specified
in writing; (b) duties, authority, and accountability are documented in policies, procedures, and
job descriptions; (c) pay rises do not depend on his or her recommendations; and (d) he or she
does not have control over financial and nonfinancial resources”. An important key finding in this
research is that, in general, public sector leaders see fewer leadership roles as important for
their effectiveness that their private sector counterparts. In other words, public sector leaders
believe they have less overall leadership discretion as compared to their private sector
counterparts. This implies that public sector risky decision-makers are less socially influenced
by their leaders as compared to private sector decision-makers.
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Risk Taking Index
Instructions: In this section we are interested in everyday risk-taking. Please provide on a
scale from 1 to 5 your past and current risk behaviour in the following domains: recreation,
health, career, finance, safety, and social.
1.

Please could you tell us if any of the following have ever applied to you now?
Please use the scales as follows:
1 = never, 2 = rarely, 3 = quite often, 4 = often, 5 = very often
Now

A
B
C
D
E
F

2.

Recreational risks (e.g. rock-climbing, scuba
diving, bungee jumping, parachute jumping)
Health risks (e.g. smoking, poor diet, high alcohol
consumption)
Career risks (e.g. quitting a job without another to
go to)
Financial risks (e.g. gambling, risky investments)
Safety risks (e.g. fast driving, city cycling without
a helmet)
Social risks (e.g. standing for election, publicly
challenging a rule or decision)

1

2

3

4

5

1

2

3

4

5

1

2

3

4

5

1
1

2
2

3
3

4
4

5
5

1

2

3

4

5

Please could you tell us if any of the following have ever applied to you in your adult
past?
Please use the scales as follows:
1 = never, 2 = rarely, 3 = quite often, 4 = often, 5 = very often
In the Past

A
B
C
D
E
F

Recreational risks (e.g. rock-climbing, scuba
diving, bungee jumping, parachute jumping)
Health risks (e.g. smoking, poor diet, high alcohol
consumption)
Career risks (e.g. quitting a job without another to
go to)
Financial risks (e.g. gambling, risky investments)
Safety risks (e.g. fast driving, city cycling without
a helmet)
Social risks (e.g. standing for election, publicly
challenging a rule or decision)

1

2

3

4

5

1

2

3

4

5

1

2

3

4

5

1
1

2
2

3
3

4
4

5
5

1

2

3

4

5
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Case Instructions: The government case that follows is part of a study that examines
governmental decision-making. Please take a few minutes to read over the case and to answer
the questionnaire that follows. There are no right or wrong answers. Note, the following parts
are not related to the Risk Attitude Questionnaire, which had been presented in the previous
section.
EGOV in ALEA
You are an ICT security manager for a local municipality called ALEA. ALEA has a modest
website which primarily has the function to provide users (citizens, businesses, and other
governments) with basic information about the municipality. Your ICT development department
has just finished upgrading the current basic website to a transactional website, which includes
the functionality for users to register and to authenticate themselves to the agency. After users
have logged on, the improved website allows them to undertake complete transactions with the
agency on-line, including making secure payments for a service, fee, fine or tax. Users are now
also able to view the statuses of passport or contract applications. In addition, downloadable
forms can now be submitted on-line and the external website is now fully linked to almost all
back-office systems. The back-office systems handle the transactions that are executed through
the new website. This new interactive government information system has been given the
project name “EGOV.”
EGOV has not yet been made on-line available for users as the decision to go “live” depends
largely on risk assessment results. The risk assessment reviews EGOV’s overall vulnerability to
information security breaches. These security breaches affect the following information reliability
aspects of EGOV:
CONFIDENTIALITY:

Information is accessible only to those authorized to have

INTEGRITY:

The authenticity, accuracy and completeness of information
and processing methods.
Authorized users have access to information and associated
required.

access.

AVAILABILITY:
assets when

In addition, risk assessment is based on the analysis of two information security risk
components. The first component is called “PROBABILITY OF INFORMATION SECURITY
BREACHES OCCURRING.” The second component is called “MAGNITUDE OF POTENTIAL
DAMAGE” and is the level of damage to users’ trust and confidence in e-Government services
ALEA will experience.
The PROBABILITY OF INFORMATION SECURITY BREACHES OCCURRING is given the
rating of “VERY LOW”, “LOW”, “HIGH”, or “VERY HIGH.” These are defined as:
VERY LOW

It is a not likely that information security breaches will occur.

LOW

There is a small probability that information security breaches will occur.

HIGH

There is a large probability that information security breaches will occur.

VERY HIGH

It is expected that information security breaches will occur.

The MAGNITUDE OF POTENTIAL DAMAGE component is given the rating of “VERY LOW”,
“LOW”, “HIGH” or “VERY HIGH.” These are defined as:
VERY
LOW
LOW

The effect of information security breaches on the level of trust and confidence
results in a negligible decrease in the level of user interaction with e-Government
services at ALEA.
The effect of information security breaches on the level of trust and confidence
results in a small decrease in the level of user interaction with e-Government
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services at ALEA.
The effect of information security breaches on the level of trust and confidence
results in a large decrease in the level of user interaction with e-Government
services at ALEA.
The effect of information security breaches on the level of trust and confidence
VERY
results in an extreme decrease in the level of user interaction with e-Government
HIGH
services at ALEA.
Case Questionnaire:
HIGH

VERY HIGH

A4

B4

C4

D4

HIGH

A3

B3

C3

D3

PROBABILITY OF INFORMATION SECURITY BREACHES OCCURRING
VERY LOW – It is a not likely that information security breaches will occur.
LOW – There is a small probability that information security breaches will occur.
HIGH – There is a large probability that information security breaches will occur.

LOW

VERY HIGH – It is a expected that information security breaches will occur.

A2

B2

C2

D2
MAGNITUDE OF POTENTIAL DAMAGE

VERY LOW

MAGNITUDE

Instructions: The combination of the two risk components can be graphically represented in a
Risk Matrix. In Figure 1 a Risk Matrix is shown that can be applied to EGOV. Please answer the
following questions based on the EGOV case you have just read.

A1

B1

C1

D1

VERY LOW

LOW

HIGH

VERY HIGH

VERY LOW – There will be a negligible decrease in the level of user interaction with e-Government
services.
LOW – There will be a small decrease in the level of user interaction with e-Government services.
HIGH – There will be a large decrease in the level of user interaction with e-Government services.

PROBABILITY

VERY HIGH – There will be an extreme decrease in the level of user interaction with e-Government
services.

Figure 1 – Risk Matrix for EGOV

The highest acceptable risk level in a certain context can differ between individuals. Please
indicate which of the 16 cells in the Risk Matrix of Figure 1 would best represent in your
perception the highest acceptable overall information security risk level for EGOV, in order
for you to decide that EGOV is ready to be published on-line.
RISK
MATRIX
CELL
3.

My highest acceptable overall information security risk level for EGOV is
best represented in cell:

Now suppose that the actual overall information security risk level for EGOV according to the
risk assessment is higher than the highest acceptable risk level you indicated at the previous
question (question 6). In case you indicated that D4 represented your highest acceptable
overall risk level, assume that D4 also is the actual overall risk level for EGOV according to
the risk assessment.
You are told to further construct EGOV in order to reduce the overall vulnerability to
information security risks. Ten potential information security risks have been identified that
pose a threat to EGOV. Each threat is presented below along with two risk reducing
alternatives. Please indicate which of the two alternatives you would choose in order to reduce
the corresponding security risk. Assume that both alternatives are equally valued in terms of
monetary costs, technological complexity, and time to implement. Furthermore, assume that
both alternatives have not been implemented yet and that each alternative would certainly
reduce the corresponding risk.
4.

Virus infection of the internal back-office network which may result in downtime of the
government website.
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Enter into a service contract with an ICT service supplier which holds a prompt
restoring procedure after network disturbances due to malicious software.
Upgrade the current standard virus-scanner of the internal network to a more
intelligent and sophisticated virus-scanner.

5.

Employees breaking into e-mail inboxes of colleagues, which contain confidential client
data, for fun.
 Implement a security policy that obliges employees to encrypt their stored
confidential e-mails.
 Implement a password complexity policy that requires the e-mail inbox password to
contain at least seven characters, of which three are numeric characters and one is
a symbol character (!, @, #, $, %, etc.).

6.

Unauthorized access by hackers to the internal back-office systems, which contain
confidential client data.
 Implement a new authentication mechanism which makes it harder for hackers to
break in.
 Implement Incident and Problem Management processes to deal with hacking
activities occurring.

7.

Disclosure of data due to notebook theft.
 Implement a security policy that prohibits employees to store temporarily unused
confidential data locally (on the notebook).
 Implement a security policy that obliges employees to use secure lockers and
notebooks locks.

8.

Website and back-office system inaccessibility as a result of power failures of the main
servers that hold the website and its back-office systems.
 Install an Uninterruptable Power Supply (UPS) that can provide power to the main
servers in case of power failures.
 Setup remote servers which are identical to the main servers and can be placed
into service quickly.

9.

Disclosure of data due to phishing methods by outsiders.
 Install a sophisticated spam filter that instantly deletes all malicious e-mails when
entering the network.
 Implement a security policy that obliges employees to encrypt their outgoing
confidential e-mails.

10.

Disturbance in the availability of the internal back-office information system due to
software development bugs.
 Implement software exception handlers which restore the availability of the
information system.
 Use well-adopted, formal software development and test methods to minimize the
number of software bugs.

11.

Deliberate data manipulation in the internal back-office system by employees.
 Ensure adequate segregation of duties.
 Implement a security policy that ensures that back-ups are regularly made.

12.

Incorrect data in the internal back-office information system due to human errors.
 Implement application controls which check the format of inputs before saving them
(date format, length of input fields, numeric fields, etc.).
 Implement a mechanism that ensures that every data manipulation is saved in a log
for restoring purposes.

13.

Downtime of the government website caused by natural disasters (flood, fire,
earthquakes, etc.).
 Draw up a contingency plan which enables business execution at remote sites after
disaster incidents.
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Make server rooms, which contain the website servers, disaster proof (waterproof,
fireproof, shockproof, etc.).

Many people define the overall riskiness of an e-Government project, with regards to
information security, as some combination of PROBABILITY OF INFORMATION SECURITY
BREACHES OCCURRING and MAGNITUDE OF POTENTIAL DAMAGE. Using your own
judgments as to the weighting of these two factors, please answer the following three
questions.
Below are three pairs of risk cells presented. These risk cells correspond to the risk cells in the
Risk Matrix of Figure 1. In order to obtain more insight into the level of perceived risk across
different risk levels you are asked to assess three different pairs of risk levels. Please indicate
for each pair which risk cell holds the higher overall information security risk level for EGOV in
your perception.
14.

 C2

 B3

15.

 B4

 D2

16.

 D3

 C4
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Background Questionnaire
Instructions: Please provide the following information about yourself and your organization by
filling in the blanks or checking the box that represents your desired response. This information
provides us more insight into the characteristics of the participants of the research.
17. What is your age? ___ years old
18. What is your gender?

 Male

 Female

19. How many years of full-time business-related work experience do you have? ___ years
20. What is your current job position?
21. In what country is the government you work for situated?
22. What is the size of the ICT environment of your organization? ___ employees
23. Which of the following five service level categories would best describe your e-Government
environment?











Basic site: information is only delivered unidirectionally to the user (citizens and
business) typically in such areas as education, general citizens and local tax
information, employability services, environmental and town services. Contact with
the agency by e-mail is not possible.
Electronic publishing: the external website is an important element of the overall
communications strategy and is linked to some back-office systems. Citizens and
business can download forms to fill in and post back, but cannot do on-line
submissions. The agency supports modest forms of e-mail contacts.
Interactive e-publishing: here information is exchanged interactively in the case of
some services e.g. tax data exchange, on-line requests for information, ordering
personal documents by citizens. The external website is linked to almost all backoffice systems. Extensive e-mail contacting of officials is encouraged and responses
are timely and well-organized.
Transactional website: integration of various systems and services enables
complete transactions to be performed on-line for certain services e.g. data related to
on-line payments, making reservations or registrations with real-time booking and
confirmation.
Joined-up e-governance: all systems used are integrated such that many essential
follow-up actions are undertaken automatically; most transactions do not require
human intervention.
None: Our organization does not have an e-Government website (yet).

24. Please feel free to pose any questions you may have or to place a comment.
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